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Executive Summary

The role of the EPC is toensurethe evolution of an integrated market for paymernis Europe
through the development and pronootiof standards, best practi@s schemes.

Mobile phones have achieved full market penetration and rich service levels in most, if not all,
Member States, making the mobile channel ideal for leveraging and promoting the use of SEPA
(Single Euro Payments Argmstruments.

This fwhite paped endeavours to:

1 Infoomstk ehol der s of E AOllepaywnemsmmiSEFAe nt t o

1 Provide business ratnale for entering the mobile payment services market;

1 Demonstrate theustomeradoption potential of mobile payments by presenting several
realistic and illustrative scenarios for the use of mobile payments;

1 Outline the prioritised categories for mobil@yments;

1 Specifically analyse mobileontactlesSSEPA carchayments;

1 Collectstakeholdewviewsand feedback

The white paper has been written in a Aechnical style to inform paymesérvice provides, their
customers and all the stakeholders involvedhie payments valvghain about the EPC's initiative
for mobile payments in SEPA.

The first sectioa providea highlevel business rationale for entering the mobile payment services
market an introduction to mobile payments in relation to SEPA instnissnd a risk management
foundation justifying the key role of thiisecure elemeat Next, through examples @fise casas
facilitating the daily life of a hypothetical customer, it is shown how mobile payments can ensure
efficiency, effectiveness and ommience. This is followed by the introduction of a genptapose
classification approach fahe different mobile payment types, including mobdentactlessand

mobile remote payments. To further highlight the feasibility and advantages of mobilenpgyme
several fullyillustrated sections are devoted to the introduction of extra detail for some significant
mobile payment categories, as well as illustrating some approaches for subscription to mobile
services.

Thereafterthe mobile contactless SEPA caphymentcategory isexplored in more detaillhis is

done by addressing several business aspects, including how mobile payments do not modify the
roles of existing stakeholders durinbe actualcard payment transactions, and how service
provisioning carbe accomplisheth coordination with the new players introduced by the mobile
services ecosysterhe document further presents a highel analysis of important considerations

such as mobilspecific technologies includingpecific choices fothe secureelement, the user
experience through the mobile phone interface, the jodisale infrastructure and, finally, mobile
standardisation and industry bodies.

Finally, a dedicatecannex provids a generic analysi®f all types ofavailablesecure element
technologies

A second edition of this document is scheduled fdr @011. According to the prioritisation
established by ERPGt will include a more detailed analydsr mobile remote payments.

This document is selfontained. For interested readers raqgi more detail EPC will provide
further implementation guidance on mobile payments in forthcoming documents for both
contactlesand remote payment®vering business, technigcakcurityand legal aspects
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1 General

1.1 About EPC

The EPC develops the pagnt schemes and frameworks
necessary to reab the Single Euro Payments Area (SEPA).
SEPA is an EU integration initiative in the area of payments
designed to achieve the completion of the EU internal market
monetary union.

SEPA is the area where aiéins, companies and other economic
participants can make and receive paymenésiia, within
Europe, whether between or within national boundaries under
same basic conditions, rights and obligations, regardless of th
location.

Figure 1: SEPA coverage

EPC defines common positions for core payment services (known as SEPA payment instruments)
within a competitive market place, provides strategic guidance for standardifationlates best
practices and supports and monitenpiementation of decisions taken. This is done in such a way
that banks can maintain sedgulation and meet regulators' and stakeholders' expectations as
efficiently as possible.

EPC now consists ahore than 70nembers, composed of banks and banking@asons. Over
300 professionals from23countries and representing all sizes and sectors of credit institutions
within the European markate directly engaged in the work programme of the EPC

A more detailed introduction to SEPA payment instrumentsbeafound inAnnex MV i SEPA
Payment Instruments

1.2 Vision

The vision of EPC is tensurethe evolution of an integrated market for payments through the
development and promotion of standards, best practiceschamss. The further dematerialisation
of payment instruments which could ensue would contribute to foster economic growth in SEPA.

Following this line, he EPC hs been chartered by its memiii@anks andoaymentinstitutionsto
leverage thie existing leaership positionfor the practical deployment of mobile paynmemnt
SEPA.

The payment transactions enabled by mobile devices and services should build on existing SEPA
Rulebooks and SEPA Cards Framework and (global) standards as far as possibletrellteP€io
specifies rules, standards and guidelines to create the necessary environment so that payment
service provides can deliver secure, efficient and uendly mobile solutions to access the SEPA
payment instruments.

EPC492-09 White Paper Mobile Payments version 2.0 final.doc Page 5 of 65
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Crossindustry cooperation,specially between the banking sector and mobile network operators
(MNOs), has been identified as a critical success factor. Hence EPC commits itself to help facilitate
crossindustry cooperation on rules, standards and best practices in this area. @ste@Aanex

| - Definitions) should not be bound to a specific mobile network operator or a particular handset
and should retain their current ability to switch between paysenice provides.

1.3 Scope and Objectives of thisBument

The purpose of tki white paper is to preseah overview ommobile paymentsfor SEPA This

means the usage of the mobile channel for the initiation of SEPA payment instruments. Although
the first edition of this document includes batintactlessand remote payments, ontgntactless

card paymentsare elaborated in more detail according to the priorities set by &€ section
3.2.2. A second edition of this document is scheduled for Q1, 2011walhdnclude a more
detailed analysis for molei remote payments.

This white paper is structured as follows:

1 Chapterl provides general information about EPC and its vision

1 Chapter 2 isan introduction to SEPA, mobilpayment servicegand related business
rationale

1 Chapter3 portrays a number of mobile payments which are introduced via several user
centric usage scenarios. It further contains the casagion of the mobile payments by
EPC and a highevel description with diagrams of éhuse cases as well as some
subscription processes

1 Chapter4 treats a number of business and technical aspects for mobile contactless card
payments in more detail

1 Annexes with definitions, abbreviatigrsbliographyand anmtroduction to SEPA payment
instrumentsanda dedicated annex on secure elements is included which provides a generic
analysis of all types of available technologies.

With the publication of thisvhite paperEPC has théollowing objectives:

1 Inform stekeholdersaboutE P C 6 s commi t ment to mobihee pa
potential of the mobile channel to leverage SEPA payment instruments

1 Inform on he new convenient, homogenous and seamless services andassy business
opportunitiesenabled by the nimle channel;

1 Ouitline the prioritised categories for mobile payments;

1 Specifically analyse mobileontactlescardpayments;

1 Provide other information and examples of existing mobile payment deployments.

1.4 Out of Scope anButure Documents

This documentd intended to beself-contained.It shall be noted thait is not meant to be an
exhaustive introduction to all aspects of molpitg'ment servicesut rather focuses on the initiation

of payments via the mobile chanheVeraging existing SEPA payment inshents (SCT, SDD and
SEPA for Card Payments)The reader is referred to EPC standards and rulebooks
(www.europeanpaymentscouncil.org) for the general aspects of the transaction leg in mobile
paymens.

The documendloes notontain market research sinoemerous studies are already available.
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Although this document describes some elements for the business rationpdg/feentservice
provides wishing to enter the mobile payments market, more details will be provided in
forthcoming fAMpbimenP ay netale&suéddyBPThesesgoidelines

will also further elaborate on technicakpects, such as mobile wallet design guideliaes]
security aspects such as the risk associated with the
and PIN procedures

1.5 Audience
The document is primarily intended for the following stakeholders:

1 Payment Service ProvidefBanks and Payment Institutiorex)d Card Schemgs
1 CustomergPayers PayeesandCardholders)
1 Merchants an#lerchantOrganisatios.

In addition, the document may also provide valuable information to other parties involved in
implementations and deployment of mobile payments, such as

Mobile Network OperatordMNOS);
Trusted Service Managers (TSM
Equipment Manufacturers
Application Developers

Public Administrations

Regulators

Standardisatioand IndustryBodies.

= =4 -8 -8 _-9_9_-°
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2 Introduction

2.1 Evolution ofMobile-Based Services in SEPA

Consumers expect that new technolegll continue to facilitate the convenience of carrying out
daily andrepetitive tasks. For example, an area that is still generating a great deahtbnis the
necessity to use hahsh in conducting any commercial and persorgaily payments. It is now
widely accepted that some pervasive new technelb@ped solutin should be introduced to
minimise this problem.

Also, consumers demand that whatever the ultimate nature of new technologies, processes or
products, they should not add any significant shortcoming to the existing solutions they are
supposed to improvepon. Furthermore although there are already some service offerings capable

of substituting cash, so far no technology or product has achieved the necessary acceptance to
become a true alternative, chiefly because new bungerns addedhat consumers wergot ready

to accept.

According to[10] the current penetration of mobile phones in deseloped economids 97%.

Many consumersirealready usingnobile phonesor services beyond the traditional voice calls and
short messagingservices (SMS). These services have been greatly facilitated by the current MNO
infrastructure supporting packetiented Internet access through GPRS and 3G technologies
through virtuallyfull geographic network coverage. Recently, consumer exjpewdafor mobile
phone functionality have increased dramaticallyis is signalled by the fact thahe ASmart
Phones market segment is growing more strongly, and ahwch higherrate than any other
segmenf7]. Consumers arassuming this trend will continue and are eager to embrace new service
solutions based on this delivery platforr@learly financial servicesare recognised as most
important among these new mobile services, hereby setting high expectaf@stogethewith

many other financial orgasdtions and institutions, belies¢hat mobile-phone initiated payments

will be very well received.

Merchants demand that new technology solutions provide a direct improventleatefficiency of

their operations, ulhately resulting in cost savings and an increase in business volume.
Merchants also expect that new technology reslagposure to security issues (such as cash theft)
and liability (such as illicit payments). Finally, merchants expect that new seofieengs
introduce new opportunities for marketing and increased brand strength. EPC believes that mobile
phone based payments, in particular those usingah&actlessaapproach, are very well positioned

to achieve all these benefits for merchants atigerostakeholdersvho aredirectly providing
services to consumers.

In relation to the personal consumer space, the availability of practical SEPA -fepEnson
mobile payments, either account or card based, would praddigonalmeans for furthecashand
chequdisplacement

Finally, according td1] manypaymentservice provides have already identifieghobile payments

as their target for their new growth opportunities. Different mobile payment pilots and commercial
deployments are conducted in SEPA and elsewhere, where stakeholder feedback has been
consistently very positivelherefore the SEPA marketplace is clearly set for an immediate uptake

of mobile payment services.

EPC492-09 White Paper Mobile Payments version 2.0 final.doc Page 8 of 65
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2.2 Business Rationale for Entering the MobileyP&nts Market

By definition theecosystenfor mobile payments, whatever form it may take, will provide in its
valuechain for a role fopaymentservice providesthat hold customer accounts (Banks, Payment
Institutions or emoney institutions)Although this white paper is not intended to build a business
case forpayments institutiongn mobile payments gince this lies in the competitive spacsee
section2.4) it aimsto demonstrate that there exjsts201Q a powerfulbusiness rationale to do so.

One of the objectives of the EP@s expressed in its vision and roadmispto stimulate the
development and implementation of mobile payments within banks and ensure that member
financial institutions play a prominent roletime mobile paymestvalue chain.

As previouslystated the documentdoes not include any market data and research. The reader is
invited to read through the numerous market studieslable,which show that besides strong
market potential, mobile paymes are already taking up. They also prethgid growth rates in the

use of mobile pones for financial transactions.

Eachpaymentservice provideshoulddetermine individuallyf, ultimately,it hasa business case
based on market research, potengglenues and estimated investments and .chstsould further
define its position, the resources it is prepared to invest and the vadats toplay in the value
chain. The business case williffer for eachprovider depending on its customer basesibess
strategy and objectivegeographical environmertgchnicalinfrastructure available resources and
expertise.

The major elementsupporting dusiness rationale are the following:

1 strong penetration of mobile phones:the last couple of decasl¢he number of mobile
phones hady far exceeded the number of payment samdrldwide, and more and more
customers are ready and willing to use the mobile channel for payments

1 leverage the recent SEPA payment schemes and framework investments bynaalaliag
phone initiated payments to its service offering

1 provide user conveniend® meeting proven needsy both customersand merchant¢see
Annex |- Definitions), therebyallowing customer retention and everparsiontowards the
new generation ahobile phoneusers

1 the need to foster innovation with competitive offeringsa more complex ecosystem
including new playersin line with the EPC SEPA vision, thereby growing the market for
payments and migrating customers to faster, more efficient and copvenient means of
payment

The strategyin which apaymentservice providemay enter the markeshould it decide to do so
including the concretdusiness model anihe interactons with other stakeholders in the value
chain are not discussed in thivhite paperHowever,various business models will be presented in
the forthcomi ng mpMenentatioeGuidengsme dd s uviezem theEPC aims

to furtherinform the paymenservice provides in their decision making process

Clearly, e mobile phone will bean additionalpayment initiation channgeto-existing with other
channels and means of payment. Other alternatives exist and the payments business is not limited to
SEPA frontiers.

EPC492-09 White Paper Mobile Payments version 2.0 final.doc Page 9 of 65
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2.3 Security Aspects

Financial institutions have a strgmeputationfor settling payment transactioms a secure way
Merchants andustomersare very sensitive about security. Therefore, the relationship between a
paymentservice providemland its customers can be severely damaged if there is any doubt about
security in payment transactions.

The acceptance of new payment services relies upon the trust the customers show to their payment
service provides (with which they have a contractual relationship) and the transparency of all the
underlying processes.

To maintain asimilar trust and transparentywards customerf®r mobile payments as for existing
payment initiation channels, it is fundamental to establish a sdoumogeneougcosystenalso
encompassing the new participamsere it can easily be derstood that:

A responsibilities are assigned,;

A security issues are governed:;

A payment transactions are secured, comprehensible and reliable;
A privacy is respected;

A security management systems of the involved paatiegonsistent.

This all indicates that obile paymentservice provides have to establish an overall security
architecture that covers all security aspects of the mobile payments ecosystem following reputable
international standards. This security architecture should cover at least the fobopeuls:

A Process Level

Every service provider in thenobile payments ecosystemust ensure thatin appropriate
information security management syste&srin place. Eaclservice providemust be able to
either state this in a suitable way to auditargoreferable, because it is transparent to the
customersi or to define it in terms of security service level agreements in the applicable
contractual relationships.

The information security management system contains at least methods and procedures to
monitor and manage relevant risks, and assigns the appropriate resources and responsibilities to
mitigate these risks. Every participating party has to define their responsibilities and the
valuable assets to protect in their sphere of responsibility.

A Application Level

For any use case there has to be a security concept documented. On this level the applications
and work flows are known. The abstract components in terms of used devices, customer
behaviour, attack surfaces, application environments, etc. cdesbebed and used to analyse

the threats and risks. This applies for the whole supply chain and can be broken down into the
different perspectives of the customer, service providers, and contractual partners respectively.

A Implementation Level

EPC492-09 White Paper Mobile Payments version 2.0 final.doc Page 10 of 65
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At the implementation level, the choice of which security controls and measurements should be
in place depends mainly on the technical solutions used to implement the services and the
associated environment.

By analysing the specific implementatiothe securityattack surface can be identified and the
appropriate countermeasures can be taken. The most salient countermeasure already identified
is the AnSecure El emento, which is introduce:

On this architectural level it could be necessary tasier other security or regulatory
requirements, as for example, the data security standard of the payment card industry (PCI
DSS).

The reader will find further details regarding security aspects in the upcoming documents to be
issued by the EPC (sectia.).

2.3.1 The Secure Element as &ritical Component of the Mobile Payments$ nfrastructure

Similarly to plastic cards, mhanced security reqeis a secalled "Secure Elemeéi{a formally-

certified tamperresistant standalone Integrated Circyiti.e. afilo i )pt@ store thec ust o mer 0
personal data, the issigipayment credentials (security keys) and other critical d&taother

words, the experience in card payments has shown that no other technology or business process is
as efficient and cost effectvas thechip in mitigating risk of fraud.

While the direction for plastic cards each featuring a dedicated Secure Element seems clear, we
must now identify which feasible alternatives exist for the deployment the Secure Elements
supporting Mobile Paymés

The main factors driving the choice of Secure Element for Mobile Payments are:

intrinsic security properties and eligibility for formal certification;

integration within the Mobile Phoneand connectionsto external interfaces such as
contactles®r remote protocols

1 availability (timelinesand geographical market

1 supportinfrastructurgpersonalisation tools)

1 possibility of deployment within the existing commercial supply chains for Mobile Phones;

il
1

and
9 total cost ofownership.

While it is possiblethat eachmobile paymentservice providedeploys(directly or indirectly)its
own secureelement solution, it is clear that a welbordinatedselection ofsecureelementswill
provide significant advantages in

1 producing consistent and welhderstood escurity propertiesurturingcustometrust,

1 economies of scale by enabling a wadiveloped industrial supply chain and supporting
infrastructureincluding personalisation and certificatjon

1 andreduced timgo-marketfor SEPAwide deployments

To provide further support in this subject, a dedicated annex has been introduce®hr{eg®/ i
The Secure Eemen) providingextrarationale for the selection between the different alternatives.

EPC492-09 White Paper Mobile Payments version 2.0 final.doc Page 11 of 65
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2.4 Framework for Mobile Payment Services

The EPC is establishing high level principles and a frameworknfubile payments in order to
create the necessary standards and business rules for paaneéce provides in this new area.
Mobile payments constitute a new channel to leverage existitiRASnstrumentsi.e. the SEPA
schemes (SCT, SDD) and SEPA Cards (SCP). The main focus is in the area of initiation and
receipt of credit and debit paymerincluding card payments) throughobile phones.Mobile
Payments will comply with the Payment Sees Directive[14] as well aswith the existing rules

for underlying SEPA instrumentsAs a result the mobile channel does not put any constraint on

the value or type of payments generated through it (all SEPA instrumenimm@saction amount
neutral). Thigemairs a competitive decision by each individual payment service provider.

Thehigh level principles and a framework for mobile payments including (references to) standards
rules and best practicekeveloped by the EP&re made publicly available to market participants

and providers within the mobile channel value chain. It will be the responsibility of each of them, or
of any grouping thereof, to decide when and how to adopt these, and in particular towards which
segmat or segments of the payments market their products and services will be geared. This could
be e.g., the mickpayment segment, or any other segment.

One of the strongest business opportunities of mobile payrlieats introducing omnipresent
servicesreplacing cash. These services should sjpgedaily transactions and lower the general
operational cost of business. EPC is particularly concerned with facilitating this by enabling
highly-streamlined user experiences wherever risk management polioiesla that respect EPC

and other bodies are specifying minimum security requirements. However, the practical
implementation of those remaim the competitive space.

EPC focuses on the areas that form the basis for interoperability, and not thasenlyhe
competitive space. It will also foster crasslustry cooperation to enable the mobil@ndsetto
becomean efficient channel to initiate payments

The next figure illustrates the involvement of EPC in the different layers within the scopeitd mob
payments.
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Figure 2: Scope of Mobile Payments. The gradient dflue denotes the level of cooperation in
each layer.

Common User experience patterns

Layer 1 denotes the already existing SEPA Rules Books for SEPA Credit Transfer and SEPA Direct
Debit and theSEPA Cards Framework. This layer will not be altered for the specific use of mobile
payments.

Layer 2 is defined as the supporting technologies and frameworks enabling reachability into the
SEPA payment instruments. A notable example in this area ciauhe within the EPQlocument

i E PGSMA Mobile Contactless Payments Service Management RolBequirements and
Specifications [18], which has benjointly developedy EPC andhe GSM Association (GSMA).

Layer 3 elements ar by default, mostly in the competitive space. But in order to overcome the
potential complexity of the mobile phone user experience and to ensure reachability, minimal
guidelines will be introduced. These guidelines will introduce behavioural patteraspi@ctical

user experience and, when applicable, will define minimum security requirements to ensure the
integrity of business chains to the benefits of users. Examples of areas completely left open for
competition between different paymesgrvice proiders are pricing, concrete user experiences,
risk management, delegation with parental controls, reportingnas&eting with merchants or
other service providers, branding, etc.
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3 Mobile Payments for SEPA

3.1 A Day inthe Life of aMobile PaymentCustaner

This sectionntroduces how the daily life of a bank customer can be enhanced by using his mobile
phone fompaymentgso-called mobile paymentsi few examples are hereby presented to illustrate
some use cases. It should be notedrfaty othewariations anduse casesxist for the deployment

of mobile phone initiated payment services

Mr. Garcia is aankcustomerand aregularmobile phone user with a very busy life. Mr. Garcia
particularly enjoys using hisiobile phone beyongust phone calls ancekting The availability and
convenience of this handy device at any timecompellinghim to employ it for new types of
servicesln particular, the security and the control he has on it, creates for him an environment that
he can trust to conduct paymerigure3 depicts a typical day in the life of Mr. Garcia.

Subscription

Pay for Mobile Pay for Ticket for
. g Afternoon Buy to Console Repay a
Train to Access to Business . : Football :
. Refreshment Groceries Family Friend
Work Information Lunch e Match

NN A A A

Figure 3: A day in the life of Mr. Garcia.

_/
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3.1.1 Pay for Train to Work

Mr. Garcia arrivesat 8:10 athetrain station to go tdis office When he reaches tlemtry gateto

get to the platformhe tries to validate himonthlyticket bytappinghismobileph one by t he
sensorUnfortunately,he is informedhathis ticket has expiredA specific message on hisobile

phone displaysuggets he purchasearenewal Mr. Garcia therecides testep out of the queue and
purchasehe renewalusing his bank currentaccoun from the ticketing machineHe does thaby
directly confirmingthis on themobile phone andsubsequentlyappingthe ticketing machinewith

the mobile phone tomake the paymenttransaction.lmmediatelythe ticketrenewalis obtained

Back at the gatehe isnow allowed accesdo the train platform Thanks to this speedy procdss
makes it to his usual 8:15 trawith ease.

3.1.2 Mobile Access tdPremium Entertainment

Once comfortably seated in the train, Mr. Garcia decidesst his mobile phone to entertain
himself on thgourney With his mobile phonehe browses a video onrdemandweb site.However,
the web site informkim tha this is a paying servicd hrough a simple menu optiamn hismobile
phone displayMr. Garciaselects higredit card details of which arembedded in thehone to
pay the web siteHe subsequentlpbtairs access to theequesteanovie

3.1.3 Pay for BusinessLunch

At lunch time Mr. Garcia invite a prospective customer. After checking testaurantoill, he
decides touse the embeddedcorporatecard in his mobile phone to pay This is achievedy
selecting the appropriate card from the menu option ®mobile phone displayenabling it forthe
next transactionby entering his personal codad simply tappinghis phoneby the waitegs POS
terminal.

3.1.4 Afternoon refreshment

By mid-afternoon, Mr. Garcia takes a short break for some energy rechargingusige his

office there is a small food parlour with several vending machines. After mtiarsglection for

his preferred soda, he swiftly taps the payment terminal with his mobile phone to perform the
payment with higegularcurrent accountDuring ths process, the vendingachinerecognses that

a mobile phone has been used for the payment and instructs it to show Mr. Garcia-tite wEb

the soda brand for a special offer.

3.1.5 Buy Groceries

On his way back home, Mr. Garcia decides to stop by the sapermarket to get a fegvoceries.

At the cashierhe decides to use an embedaksit card in hismobile phone to pay.This is
achieved byselecting the appropriateank cardfrom the optiors menuon his mobile phorée s

display He thentaps the asierts POS termina first timewith his mobile phondo obtain the
payment detailgandentesi n t he mobi |l e phoneosFinklghetapmagaird hi s
the POS terminalwith mobile phoneto confirm the paymentOnce paid, the terminal
simultaneusly updates MrGarcia byalty cardin his mobile phonewith the points obtained from

the new purchase.
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3.1.6 RemoteSubscription to Online Family Game

While browsing the Internet with h e f @amiedonsdlesMr. Garcid slaughterfinds a new
subscriptim-based multiplayer gamghe likes to buy. To pay for it Mr. Garciaentershis mobile
phone numberon the console screermmediately aftewards the mobile phone displays the
request for direct debit authaaison By selectinghis, Mr. Garciaauthorigshis current account as
the target of the chargeslis daughtercan then start playing right away while Mr. Garcia leaves for
the football match.

3.1.7 Ticket for Football Match

Tonight Mr. Garcia is meeting his friends at the stadiurauggportthe localfootball team. Atthe
stadiumentrance Mr. Garcia aysagain withhis mobile phone He first selects the appropriate card
from the menu option on hisobile phone display.Then he taps hisobile phone by the ticketing
terminal which updates thenobile phone with the football ticket. Afterwards, he enters the
stadiumby tapping his mobile phone lige entrygate

3.1.8 Repay a Friend

At halft i me br eak, one of M get fish@adr chips dprsher feturn,éMn d s o
Garciainsists on reimbussing his friend. In order to do so, Hast selects his friendls mobi | e
numberfrom his mobile ph o n e 6 s ¢ dhen, & sdlectihghisappropriate current account

from the menu option on hiswobile phone displg, Mr. Garciatransfers theamountdue to his

f r i eaocdudt&inally his friend receives a message on her mobile phone display confirming the
receiptof thecredit transfer.
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3.2 General Overview of Mobile Payments
3.2.1 Introduction

As mentionedin section2.2, fimobile payment® constituts a newchannelto leverageexisting
SEPAiInstruments

Mobile payments are broadly classified f@®ntactless ( al s o known arfremot@r o X i r
payments For ficontactlesgpaymentsé the payer and paydg@and/or his/her equipmengrein the

same locatiorand communicate directhyith each otheusingcontactlesgadio technologies, such

as NFC (RFID), Bluetooth or infrared for data transfewr firemotepayments the transaction is
conducted over telecommunication networks suchG&M or Internet and can be made
independentlyft h e p ay e rabdor Histher aquipnem)lo leverage as much as possible

the shared infrastructure for contactless SEPA card paynmeotsile contactlespayments are
basedonly on the usage ofear field communications (NFClechnologyin cardemulation mode

Depending on the nature of the payer and payee leiogsumeér(person) ootherwise Qusinesy
mobile paymentsmay bealso classified as PersomPerson (P2P), Persao-Business (P2B)
Businesgo-Person (B2Pand Businesso-Business (B2Bpayments

The following table illustrates how the use cadescribedn section3.1 canbe implementedsing

the existing SEPA instruments It should be noted, however, that each use casanay be
implemented by moreSEPA instrumentsthan the one presented.Therefore ause case listed in
the table below shouldot beinterpretedas the classype representativef the mobile payment
concerned Moreover since only a fewuse cases have been provided in section 3.1, not all
categories represented in Table 1 have been covered.

SEPA Credit SEPA Direct Debit SEPA for Card Paymens
Transfer (Mandate)
Contactless
Pay forTrain to Ticket for FootballMatch
Work Buy Groceries
Afternoon refreshment
B2P
B2B Pay forBusinessLunch
P2P Repay a Friend
P2B RemoteSubscrptionto = Mobile Access tdPremium
Online Family Game Entertainment
B2P
B2B

Table 1: lllustration of mobile paymentsusing SEPA instruments

! According to[14], "consumer" meana natural person who, in payment service contracts coverfddihys acting for
purposes otherthanshi t r ade, business or profession. ABusinesso i
is not a consumer.
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3.2.2 The Mobile Payment Categories Roriti sed by EPC

To maximse the potential and overalebefits of mobile paymentEPC is committed to facilitate a
quick market adoptionAs a part of this strategygPC conducteda market study in 2008 to
prioritiseits work in the mobile payments ar&ased orthe followingevaluation criteriabusiness
and economi@spects infrastructure and gto-market, andlast but mt least market potential
Subsequentlythe EPC Plenaryrepresenting all the member banks and payment institutions
selected the following categories in order of priority

1. ContactlesSEPA Cad PaymentsP2Band B2B;
2. Remote SEPA CarBayments: P2P, B2and B2B,;
3. Remote SEPA Credit Transfers: P2P, P2B and.B2B

Therefore the following chapters ahis white papedealwith thesecategories only. In particular,
the first releasef the present documentill, besides a general overview on all categortesat
contactlessardpayments in detail. The next releadehis documenwill also include more detail
on both typeof remote payments.

3.3 Use cases for Mobile Payments

This sectionfurther elaborateson theuse cases fomobile paymentsintroducel in the previous
sections |t should be noted thédr each usehe user experience described is omheillustrative
examplesincemanydifferent implementationarepossiblefor each use cas&/herever aspects of

the mobile phone user interface are mentibrteey are also purely illustrativeFurther
implementatoras pect s wi | | be el aborated in the wupcor

3.3.1 Mobile ContactlessSEPA Card Payments

This sectiondescribes a generkerson to Business (P2BEPA mobilecontatlesscard payment,
irrespectiveof the type of card use@redit, debit, etc) B2B is implementedf the card holder ia
business.

3.3.1.1 Tap and Go

The scenario presented figure 4 depicts a possible checkout procedure at a gexstore for a
low-value paymentransaction

Before the scenarioommencesthe payment service provideustomer(the consumerinust have
subscribedo the mobile payments service for ier usual payment cardnd selected it as the
default paymeninstrumentwithin the mobile phone wallet configuration menu.

The merchant wilktartby entering the transaction amount to the POS terr{inal

Thecustomed mobi | e phoneds pr eibbe hubomatiealdy usedafgribe nt ¢
class ofpaymemn. Therefore, to confirm the payment transactithrg customerwill only

needto tap the mobile phone to the NFeDabled POS terminal (2).

1
1
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1 Thereafter, the transaction is processed (3) as standard SCP transaction and the merchant is
able tocheck the paynrd (4). Optionally, it is recommended the mobile phone displays the
paid amount to theustomeirnot shown)

Total Amount
u1s

Awaiting
payment

—3: SEPA SCP * p

L
3

ol hanks f or your payment,
haye a nice day!'o

e

il

i\!/

Consumer® Merchant's
Bank Bank

Figure 4. Example of Person toBusinessMobile ContactlessSEPA Card Payments
with Tap and Go.

Note: Protocol stepsnarked with & may involve other technical interoperations transparent to the
user experiencdn the figure, Bnks are shown as a concrete example of Mobile Payment Service
Provides.
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Category: Person to Business (P2B). Also applicable to B2B
Communication type: Contactless
Payment instrument: Card- any type
Payment initiation by: Merchant
Pre-requisites: 1 Customer subscribed to Mobile Contactless Payment
Services
1 Custome preselected a payment card as default in his
mobile.

1 Merchant with NFGenabled POS terminal.
1 Merchant agreement.

Payment confirmation Tap at NFC enabled POS terminal

mode:

Merchant Benefits:

Highly-efficient payment processing
Co-sales and brating opportunities
Convenience

Small queues

1
il
Customer Benefits 1
1

Table 2: Mobile ContactlessSEPA Card Payments with Tap and Go
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3.3.1.2 Double-Tap

The scenario presented figure5 depicts a possible checkoutpedure at a groceries store for a
high-valuepayment transaction

Before the scenariocommencesthe payment service provideustomer(the consumerinust have
subscribedo the mobile payments service for Mier usual payment card and selected itttz
default payment instrumentithin the mobile phonevallet configuration menu

1 Themerchant willstartby entering the transaction amouathe POSterminal(1).

1 Thecustomemill tapthe mobile phoneto theNFC-enabled PO&rminal(2).

1 The mobilephoneds preselected payment card wil/
Therefore, @ confirm the paymentransaction the customerwill only need toenter a
Personal CodeseeNote(3) onto the nobile phoneandtapthe mobile phona second time
(4).

1 The transaction is processed &)standard SEPA SCP transactonlthe nerchant is able
to check the paymer6).

Note: For security reasonthe customed authenticatiorcodedenoted asiPersonal © d enchis
scenarioshall not be the sameas tte card PIN used for conducting contabasedcard payment
transactons Furt her gui dance wil|l be provided in
| mpl ement ati.on Guidelineso
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Total Amount
0100

OPlease pay 01006

Please >
confirm G100 Awaiting

Payment

with MC xxx
Personal
Code?

—Personal Code—p»

<¢—0T hanks for your payment, have a nice day!o=——
(]

Consumer® Merchant's
Bank Bank

Figure 5 : Example of Person to Busines$lobile ContactlessSEPA Card Payment
with Double-Tap.

Note: Protocol stepsnarkedwith a* may involve other technical interoperations transparent to the
user experiencdn the figure banks are shown as a concrete example of Mobile Payment Service
Provicers.
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Category: Person to Business (P2B). Also applicable to B2B
Communication type: Contactless
Payment instrument: Card- any type
Payment initiation by: Merchant
Pre-requisites: 1 Customer subscribed to Mobile Contactless Payment
Services
1 Customerpre-selected a payment card as default in his
mobile.
1 Merchant with NFGenabled POS terminal.
1 Merchant agreement.
Payment confirmation 1 Personal Code with confirmatiaiap at NFC enabled PC
mode: terminal
Merchant Benefits. 1 Efficient payment processing
9 Co-sales and branding opportunities
Customer Benefits 1 Convenience
1 Small queues

Table 3: Mobile ContactlessSEPA Card Payments with Double Tap
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3.3.2 Mobile Remote SEPA Card Payrents

This section describes a geeepersonto business (P2B) SEPA mobile remote card payment,
irrespective of the type of card usexe(it, debit, etc). B2B is implementedvhenthe card holder

is a business.

It is assumed tht the mobile phone hassecure element enabled for mobile remote SEPA card
payments.Also, depeding on the final implementation technology, the merchant may have to
implement dedicated functionality:to
1 recognse the mobile phone as enabledrfowbile remoteSEPA cardhayments
1 perform protocol interactions witthe mobile phoneand the rest of the card payments
infrastructure.
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3.3.2.1 Single-device Remote Payment and Service Access

In this scenariojllustrated inFigure 6, the customer(the consumenyill use his/her mobile phone
to conduct a payment tandnternet merchantwhich is providing mobile content (e.g. blockbuster
movie).

The properties of this protocibw example are similar to those of rem@EPA card payments
using a Personal Comput@®C) over thdnternet including authentication afustomey merchant,
issuer and acquirelheseprotocolsare furtherenhancedy leveraging the existence of the secure
elementjn areas suchsuser friendliness anclstomerauthentication.

Note that while the protocoflow exampleincluded in this sectonibased on t he #APu
other implementation choices exist, and future editions of this document will also include examples
based on APush modeo.

Before the scenar commencesthepayment service provideustomer must have subscridedhe
mobile payments service for his/her payment cards (at least one) and enabled them for conducting
remote payments within the mobile phamallet configuration menu.

1
1

1
il

While browsing the Internet with hiser mobile phone(also known as mobile Internet)the
customemill startby navigatingtothecheekut secti on of t().e mer ct
The merchait s w e Wwill redogniee that themobile phone is enabledor remote
paymentg2) and decides to offaghis payment option to theustomei(3).

Immediately after, theustomerreceives a payment requesh his/hermobile phonedisplay
(4), including the transaction amountthe merchand drusted identification the service
descriptionandalist of supported payment cardseady embedded in the mobile phone
The customerselectsone of thematchingembedded casin his/her mobile phon® make
the payment(5). The customerconfirms this by introducing her/hisdedicated mmote
paymentPersonal CodeseeNote(7).

The actual SEPA Card Paymeastperformedas a standard SCP transacti{@ andthe
merchant will receive notification that the transaction has been carried succgS3fully
Finally, the merchant will providdé requestd premium service to theustomeir(10).

Note: For security reasons ttmustomed s aut henti cation code denot
scenario shall not be the same as the card PIN used for conducting-bastttcard payment

transactons Furt her guidance will be provided in t
| mpl ement ati.on Gui delineso

2 protocols whereby thmo bi | e phone initiates the request (e.g. HTT
opposed to protocols whereby the initial reqguest origi
to as fApushod model s

EPC492-09 White Paper Mobile Payments version 2.0 final.doc Page 25 of 65



... European
=** Payments Council

1: Select——|__1: Select Premium infom—

Total Amount
a1o0
Please < 3: Please pay 010 *

confirm U10 (Instrument List)

1: MC xxx B sk
2: VS Xxx

Please
enter
Personal
Code

Awaiting
Payment

— 7: Personal Code=p»

L}
9:
I 10: Thanks for your payment,

]

0

beooone 8: SEPA SCP *----p»t

1 1

0 0
here is your info

sl

Consumer®
Bank

Figure 6: Example of Person to Business Mobil&kemote £PA Card Payment

Note: Protocol stepsnarkedwith a* may involve other technical interoperatiotimnsparento the
use experienceln the figure banks are shown as a concrete example of Mobile Payment Service
Provides.
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Mobile Remote SEPA Card Payments (Single Devicé)Characteristics

Category: Persorto Business (P2B). Also applicable to B2B
Communication type: Remote

Payment instrument: Card- any type

Payment initiation by: Merchant (aftecustomemavigation to checkout)
Pre-requisites: 1 Customersubscribed to mobile remote payment services

1 Cad enabled bygustomeifor remote payments
1 Merchant agreement.

Payment confirmation Personal Code

mode:

Merchant Benefits.

Lower customer dropouts at checkout stage
Lower risk exposure

Conveniencemobility

Security

Customer Benefits

= =4 =2 =

Table 4: Mobile Remote SEPA Card Payments (Single Device)
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3.3.2.2 Multi-device Remate Payment and Service Access

In this scenario, illustrated iRigure 7, the customer(the consumenyill use his/her mobile phone
to conduct gpayment to a mobile Internet merchant providing its sentizesighanother device
(e.g. a game console).

Before the scenaricommencesthepayment service provideustomer must have subscridedhe
mobile payments service for his/her payment céatiteast one) and enabled them for conducting
remote payments within the mobile phamallet configuration menu.

1 After selecting theservice for which payment it is requiretthe customerwill have the
option to give thénternetmerchant hisnobile phame rumberor any other identificatio(3).

1 Immediately afterthe customereceives a payment request on hisfhebile phone display
(4), i ncluding the transaction amount, t h
description and list of supped payment cards already embedded in the mobile phone.

1 Thecustomerselects one of the matching embedded cards in his/her mobile phone to make
the payment. Theustomerconfirms by introducing her/his dedicated remote payment
Personal CodeseeNote(5).

1 The actual SEPA Card Paymd®CP)is performed as a standard SCP transaction (6) and
the merchant will receive notification that the transaction has been carried succegsfully (
Finally, the merchant will provide the requested premium service as#1eg).

Note: For security reasons tlmustomed s aut henti cati on code denot
scenario shall not be the same as the card PIN used for conducting-bastattcard payment
transactionsFurther guidance will be providedihe A Mobi |l e SEPA Contact/|
| mpl ement ati.on Guidelineso
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game

1:
h Total Amount
o> @:"ﬂ"— U35

Please Pay 035
Phone #?

—3: Use +32 454 ...—Pp»

Initiate Mobile
Payment

<@—4: Please pay U35*

Please
confirm U35
with CC
XXX

<

Awaiting

Payment

5: OK + Personal Code=———pp»-

y

-« 6: SEPA SCP *-p

~

-
dabiipy noD

G35
7 Paid

Consumer®
Bank

Start Playing
Now! - here is your game

I 8: Thanks for your payment,

Figure 7: Example of Person to Busines$/obile Remote £PA Card Paymentusing 2 devices.

Note: Transactionsnarkedwith a* may imply other technical teroperations irrelevant to the user
experience In the figure banks are shown as a concrete example of Mobile Payment Service
Provides.
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Mobile Remote SEPA Card Payments (Multiple Devices) Characteristics

Category: Person to Business (P2B). Also apable to B2B

Communication type: Remote

Payment instrument: Card any type

Payment initiation by: Merchant (after customer navigation to checkout an
introduction of mobile phone number)

Pre-requisites: 1 Customeisubscribed to mobile remote paymeeitvsces

1 Card enabled bgustomeifor remote payments
1 Merchant agreement.

Payment confirmation Personal Code

mode:

Merchant Benefits

1 Lower customer dropouts at checkout stage
1 Lower risk exposure

1 Conveniencemobility

1 Security

Customer Benefits

Table 5: Mobile Remote SEPA Card Payments (Multiple Devices)
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3.3.3 Mobile Remote SEPA Qedit Transfer

This section introduceseveral generic examples mobile rem8EPA Credit Transfer (SCTIt is
alwaysassumed that the mobile ph¢sof the payer(and payegshasa secure element enabled for
mobile remote SCT. Alsalependingon the final implemetation technology, merchantsay have

to implement dedicated functionality allowing it to recognize the mobile phone as enabled for
mobile emote SCT and to perform protocol interactions with it and the rest of the SCT
infrastructure.

Independently of the initiation steps, the actual SCT transaction is always based on the usage of the
IBAN and BIC.

3.3.3.1 Persontobusinessi Merchant request

This section describes a generic person to business (RZB) B2B is implemented if theaccount
holderis a business.

In the scenaridlustrated inFigure8, the customer(the consumenyill use his/her mobile phone to
conduct apayment to amerchantupon receivinga payment requesinessage from the said
merchantAfter receiving this request, the consumer will initiate the SCT transaction.

Before the scenaricommencesthe paymenservice providecustomer must have subscriiedhe
mobile payments service for his/her accounts (at least one) and enabled them for conducting remote
payments within the mobile phone wallet configuration menu.

1 Thecustomerrequests a service or product from a merchant, remotely or in person. When
doing this, theeustomeralso provides the merchant with his mobile phone number (1).

1 The merchant determines the price of the service or product and issues a direct service
request to theustomegs mobile phone (3e.g. via SMS)

1 Immediately afterthis, the customerreceives a payment request on his/her mobile phone
di splay (4), including the transaction an
service description and a list of supported SCT payment instruments already embedded in
the mobilephone.

1 Thecustomerselects one of the matching SCT payment instruments in his/her mobile phone
to make the payment. Theistomerconfirms this by introducing her/his dedicated remote
payment Personal Code (5).

1 The actual SCT transactiomill be initiated (6) and the merchant will receive notification

that the transaction has been or will be carried/initiated successfully (7).

The merchant will provide the requested seraicproductio thecustomel(8).

At some poinin the future after step (6) thetaal SEPA SCT transaction is executed (10)

= =
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1: Direct interaction Consumer 4 Merchant

2: Use Phone #32 34232 3223 |

Total Amount

a1o0

<¢— 3: Please pay 010 (e.g. SMS)s=——

confirm 410 4
with CA (et
XXX Awaiting

Guarantee

<

5:0K +

Personal Code —>i—6: Payment Guarantee *—p

v

U10 To Be
7 Received

8: Thanks for your payment,

Thanks for P l here is your service
the E
payment '
v
X Pay (10 (10 Received

il

?
=
Consumer® Utility®
Bank Bank

Figure 8: Example of Merchant-initiated Person to Business Mobile Remote SEPA Credit
Transfer.

Note: Transactiongnarkedwith a * may imply other technical interoperations transpatenthe

user experiengeplease se¢20] for more detailsIn the figure banks are shown as a concrete

example of Mobile Payment Service Proviler
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