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1. GENERAL 91 

1.1. Book 4 - Executive summary 92 

It is crucial to adequately address security in card services in order to  93 

• Enhance the cardholder’s trust in card payment schemes, 94 

• Support the risk management of the different stakeholders (or actors) in the value chain in 95 
their respective domains, 96 

• Ensure compliance with applicable regulations and recommendations. 97 

This book is focused on the security requirements for components of card payment systems 98 
regardless whether the payment is performed in a local or remote environment. For other aspects 99 
such as functionality, interoperability and certification, readers must consult the relevant books 100 
within the Volume. 101 

To minimise the need to create new requirements unnecessarily, Book 4 references existing 102 
standards and requirements, where these adequately address a particular area. This marks a move 103 
towards alignment with Global Standards and expansion of the security requirements definition 104 
beyond that of the POI to include security requirements for other components involved in the card 105 
payment chain. Consequently, this Book specifies security requirements for components involved 106 
in the card payment chain such as: 107 

- Contact and Contactless Cards irrespective of form factor 108 
- Credential(s) Security 109 
- CVM related security 110 
- Data protection 111 
- HSM (Hardware Security Module) 112 
- Mail Order and Telephone Order [MOTO] 113 
- Mobile Contactless Payment Application 114 
- (Mobile) Remote Payment / Authentication Application Security 115 
- POI security (Physical/Remote POI) 116 
- Transaction security 117 

In addition, it provides security guidelines for consumer devices. 118 
The evolving regulatory developments in the field of security are addressed as described in 119 
Book 1 and this book will be further updated as appropriate as part of the maintenance process 120 
of the Volume. 121 

  122 
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1.2. Description of changes since the last version of Book 4 123 

Following feedback received from previous consultations, this version includes: 124 

- An overview and requirements for contactless payments (Sections 2 and 3). 125 

- A restructuring of the security requirements for POI (Section 3) to simplify the requirements 126 
and make them more high level, in line with the other books of the Volume. 127 

- Requirements for the POI Payment Application. 128 

- Recognition of some new developments and technologies in the payments space. 129 

  130 
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2. DESCRIPTION OF SECURITY FEATURES FOR CARD TRANSACTIONS 131 

2.1. Introduction 132 

This chapter provides a high level overview of different security aspects related to the transaction 133 
flows involved in Card Services. This is achieved either by including the appropriate references or 134 
by providing the description. 135 

This Chapter differentiates between security aspects related to local transactions (see 2.2) and 136 
remote transactions (see 2.3) because the risk profiles differ in these environments with respect 137 
to who performs the card services, the technology used to process the card service, as well as 138 
where and which technologies are used to provide the card data. A detailed description of the 139 
different environments and technologies is provided in Book 2. 140 

For e- & m- Commerce transactions it should be noted that the consumer device used for Card data 141 
entry is not under the control of the issuer, acquirer or their agent(s), and therefore its integrity 142 
may not be guaranteed. However, a consumer device may provide access to a secure environment 143 
in order to facilitate e.g., card authentication, CVM to secure remote card transactions.  144 

2.2. Local Transactions 145 

For local transactions, a number of well-established security features are implemented in the 146 
market and used by the stakeholders. In the context of this book, a distinction is made between 147 
whether a physical card (contact or contactless) or a mobile contactless payment application 148 
accessed via a mobile device is involved. The security features for both are specified in the relevant 149 
sections of the EMV books (see [EMV]). For mobile contactless, the EPC Mobile Contactless 150 
Interoperability Implementation guidelines [EPC MCP IIG] can also be consulted. 151 

2.2.1. Local Transactions – Contact 152 

Reference is made to [EMV Book 2]. 153 

2.2.2. Local Transactions – Contactless 154 

This document provides a high level overview of the different transaction scenarios possible in 155 
Contactless Payments. This includes on-line and off-line payments and the optional execution of a 156 
Cardholder Verification Method (CVM) (off-line or on-line).  157 

The mobile environment offers a number of additional features which can be exploited for mobile 158 
contactless card payments with respect to Cardholder Verification Methods (CVMs) compared to 159 
contactless card payments using physical cards. For mobile contactless, the EPC Mobile Contactless 160 
Interoperability Implementation Guidelines [EPC MCP IIG] may also be consulted for further 161 
guidance. 162 



  Volume v7 Book 4 Release 2 Version 50 / May 2016 

SCS Volume v7.5 - Book 4 - Security Requirements 9 

2.2.2.1. Card Authentication 163 

For contactless payments, the Contactless / Mobile Contactless Card Application is authenticated 164 
by the POI (Offline Data Authentication) and/or by the Issuer (Online Mutual Authentication). 165 

Different Data Authentication methods may be used for the authentication of the Contactless 166 
Application as follows: 167 

 A Combined Data Authentication (CDA) (see EMVCo, Book 2, section 6.6) 168 

 A fast Dynamic Data Authentication (fDDA) (See [EMV C3]) 169 

2.2.2.2. Cardholder Verification Methods 170 

For Physical Contactless Cards, Schemes define the CVM methodologies. With mobile contactless 171 
transactions, certain features of the consumer device such as the keyboard, biometric reader, 172 
and/or display could be used in the CVM process. 173 

Wherever a mobile device is involved, the CVM security requirements differ from the security 174 
requirements for physical POIs. 175 

If an offline CVM method (involving a mobile code) is used with a mobile device, a secure 176 
environment, such as the Secure Element, is required for the verification process. 177 

The use of a CVM is mostly linked to the transaction risk management and is for contactless 178 
payments at the discretion of the card payment application issuer or underlying Card Scheme. 179 
Typically, only high value transactions require a CVM. The following CVM methods may be applied 180 
for contactless transactions based on: 181 

Physical Cards: 182 

 Online PIN: PIN entry at POI, verified on-line by the issuer (see EMVCo, Book 2); 183 

 Signature 184 

 No CVM required. 185 

 Offline Encrypted PIN 186 

Mobile: 187 

 CDCVM, for example Offline Mobile Code: mobile code entry on mobile device and 188 
verified off-line by the MCP Application in a secure environment by the mobile device, 189 
or for Biometrics.  190 

 Online PIN: entry at POI, verified on-line by the issuer (see EMVCo, Book 2); 191 

 Signature 192 

 No CVM required. 193 

2.2.2.3. Transaction Authorisations 194 

As with other card transactions, a distinction is made between on-line and off-line authorisations: 195 
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 On-line transactions are authorised by the issuer through a request / response 196 
authorisation message using the card network; 197 

 Off-line transactions are authorised by a Card Application (hosted in the physical card or 198 
mobile device) (see EMVCo, Book 2). 199 

2.2.2.4. Transaction Risk Parameters 200 

2.2.2.4.1. Introduction 201 

As with contact card payments, in the contactless environment, a distinction between on-line and 202 
off-line transactions needs to be considered from a risk management perspective. Therefore a 203 
number of risk parameters are used. These parameters are set by the issuer or the acquirer in line 204 
with Card Scheme requirements. These risk parameters may include counters and limits that will 205 
be used to make the decision for a particular transaction.   206 

The risk management is dependent on the transaction environment. The mobile environment for 207 
instance offers a number of additional features which can be exploited for mobile contactless 208 
payments compared to contactless payments using a physical card. As an example, the mobile 209 
device offers the ability for CVM verification. In addition, Over the Air (OTA) is an additional channel 210 
available to the issuer for managing the MCP application including the risk parameters which 211 
reduces its dependency on the POI capabilities. 212 

The purpose of this section is to describe the risk management parameters for contactless 213 
payments for which requirements are specified in section 3. They are grouped into POI risk 214 
parameters and Contactless Card Application risk parameters. 215 

2.2.2.4.2. POI Risk Parameters 216 

2.2.2.4.2.1. Acquirer CVM Limit 217 

The (Acquirer) CVM Limit is a risk management parameter indicating the maximum value of a 218 
transaction which does not require a CVM. 219 

Transactions for which the value is less than, or equal to, the CVM Limit are considered low risk 220 
payments (e.g., low value) where convenience and speed are important and the usage of a CVM 221 
would not be appropriate. Transactions for which the value is greater than the CVM limit require 222 
the usage of a CVM as described above.  223 

The value of the CVM Limit is set in the POI application and defined by the scheme (at 224 
country/region/global level). It must take into account the risk of fraudulent transactions (e.g. in 225 
case of loss or theft of the card or mobile phone), while preferably using, within a scheme, the 226 
same contactless CVM Limit, independent of the form factor. In addition, for consistent consumer 227 
and acceptor experience, the contactless CVM Limit should ideally be the same for all schemes in 228 
a certain geographical location.  229 

An overview on the CVM usage is given in the table below. 230 
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Transaction Amount ≤ CVM Limit > CVM Limit 

CVM Optional Mandatory 

TABLE 1: CVM USAGE 231 

Note: Optional, in the context of this table, means that the CVM may be used depending 232 
on the outcome of other CVM related risk management checks. 233 

2.2.2.4.2.2. Floor Limit 234 

The value of the Floor Limit is set in the POI application and defined by the acquirer under the 235 
scheme rules (it may depend on different factors such as the merchant Category Code, etc., or the 236 
payment product). 237 

The Floor Limit is a parameter indicating the value of a transaction above which an on-line 238 
authorisation must be sought. 239 

 Transactions for which the value is less than or equal to the Floor Limit may be approved 240 
off-line by the Contactless Application; 241 

 Transactions for which the value is greater than the Floor Limit and which are not authorised 242 
risk chargeback to the Acceptor by the issuer. 243 

Note: Even if the transaction value is less than the Floor Limit, the POI might require an on-line 244 
authorisation due to the random on-line transaction selection by the POI (one-in-N parameter) set 245 
by the acquirer. 246 

2.2.2.4.2.3. Transaction Limit 247 

The Transaction Limit is a parameter indicating the maximum permitted value of a contactless 248 
transaction. Transactions for which the value is less than or equal to the Transaction Limit may be 249 
approved off-line by the Contactless Application or on-line by the Issuer. 250 

2.2.2.4.3. Contactless Application Risk Parameters 251 

Annex 1 provides a description of possible Contactless Application risk parameters. It is at the 252 
discretion of the issuer to choose which parameters will need to be supported or to add any 253 
additional risk parameters, as appropriate.  254 

If a PIN or Mobile Code are used as CVM for the contactless transaction, related risk parameters 255 
are specified below. 256 
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2.2.2.4.3.1. PIN/Mobile Code Try Limit and Counter 257 

The PIN / Mobile Code Try Limit is a parameter indicating the maximum number of consecutive 258 
incorrect PIN / mobile code trials allowed. 259 

The number of PIN / Mobile Code trials is recorded and the PIN / Mobile Code Try Counter 260 
represents the remaining number of trials allowed. The PIN / Mobile Code Try Counter is reset to 261 
the PIN / Mobile Code Try Limit after successful PIN / Mobile Code verification by the Contactless 262 
Application. 263 

The value of the PIN / Mobile Code Try Limit is set in the Contactless Application and defined by 264 
the issuer.  265 

If the PIN / Mobile Code Try Counter is equal to zero, indicating no remaining PIN / Mobile Code 266 
trials are left, all further contactless transactions requiring a CVM and optionally all contactless 267 
transactions: 268 

 Are declined by the contactless application until the PIN / Mobile Code Try Counter 269 
is reset by the issuer; 270 

or 271 

 Are routinely sent on-line to the issuer indicating that the PIN / Mobile Code Try 272 
Counter has reached zero, until the PIN / Mobile Code Try Counter is reset by the 273 
issuer. 274 

2.3. Remote Transactions 275 

Remote transactions cover a wide variety of implementations, ranging from manual entry of 276 
credentials to a dedicated application on a Consumer Device. Each utilises different security 277 
features including Card Authentication (See section 2.3.2.1), CVM (2.3.2.2) and Risk Parameters 278 
(2.3.2.7 and Annex), which may or may not be EMV based. Section 2.3.2.3 explains how these 279 
functions relate to strong customer authentication as defined by EBA (see [EBA]). 280 

The key characteristics of the different types of Remote Payments, including their security features 281 
are covered in more detail below. 282 

The Acquirer must provide the capabilities for the transaction and/or the cardholder to be 283 
redirected to the issuer domain for further authentication to allow the issuer to confirm the 284 
authenticity and validity of the Card Data presented. 285 

2.3.1. MOTO 286 

Mail Order and Telephone Order (MOTO) are remote transactions where the cardholder provides 287 
credentials (PAN, expiration date and Card Security Code [CSC]), to pay for goods or services. 288 

For Mail Order transactions the card data is provided in writing by the cardholder. The Acceptor 289 
uses a Physical POI or a Virtual Terminal to manually enter Card Data and the address data, as 290 
needed, for authorisation and clearing. 291 
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For Telephone Order transactions, the card data is provided by the cardholder verbally over a 292 
phone. The Acceptor uses a Physical POI or a Virtual Terminal to manually enter Card Data and the 293 
address data, as needed, relayed by the cardholder by phone for the authorisation and clearing. 294 

If the Acceptor supports Touch Tone facilities using Dual-Tone-Multi-Frequency-encoded 295 
technology (DTMF), the cardholder may use their phone keypad to manually enter the card data.  296 

For further information on MOTO see Book 2. 297 

The validity checks for MOTO transactions can be performed offline or online. 298 

 Offline checks involve checking the card and cardholder without online authorisation1. 299 

 Online checks involve a transaction being sent to the issuer. This method verifies the 300 
card, the cardholder and the account status. If the transaction is a Telephone order, the 301 
check is done while the cardholder is on the call and still participating in the transaction. 302 

A Static Authentication as described in section 2.3.2.1 is performed at a minimum which involves 303 
the Issuer verifying the data presented. The most common security feature used is the Card 304 
Security Code (CSC). 305 

For MOTO transactions Advanced Risk Management verification such as address verification can 306 
also be used to validate the address known to the Issuer. 307 

If both Static Authentication and Address Verification Service [AVS] are performed, the 308 
combination of AVS and the CSC provides the evidence that the person making the transaction 309 
knows the billing address of the cardholder and can see the back of the card itself. The service 310 
provides valuable extra information to help identify and reject transactions which may be 311 
fraudulent, thereby reducing the Acceptor’s exposure to fraud. 312 

Other authentication methods are available, such as prior successful orders, or Risk Based Analytics 313 
which may also be used to authenticate the cardholder. 314 

2.3.2. E- and m-commerce transactions 315 

E-and m-commerce transactions are made up of a series of phases (such as contracting, shopping, 316 
ordering, delivery, payment, tax declaration, possible refund ...) to be presented to the cardholder. 317 
For the purposes of this document, card based payment is undertaken during the ordering process. 318 
Direct Debit, or Payment upon Delivery are not considered. 319 

The cardholder shall be presented with a sequence of appropriate forms which will need to be 320 
completed manually or automatically via their consumer device, depending on the technology 321 
being used. In this document the focus is on the payment phase of the e- and m-commerce 322 
transaction and, more specifically, on how to guarantee the authenticity of the data exchanged. 323 

When conducting e- or m-commerce transactions, the data security implications for the protection 324 
of data including card data when stored or processed in an acceptor’s environment, and the 325 

                                                      

1 Off-line validation is only performed if the authorisation process is not completed immediately. Otherwise the card 
data would be validated at the same time as the payment was being authorised. Note that all MOTO transactions must 
be authorised before being submitted to the Acquirer for settlement. [Book 2 Req T83]. 
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protection of data transmitted over open public networks is of paramount importance. It is 326 
therefore the responsibility of the acceptor to adopt appropriate data security measures to protect 327 
the data it stores, processes or transmits. Data transmitted over an open public network should 328 
always be protected by appropriate cryptography and security protocols, (see section 3.3). 329 

A successful payment transaction requires the execution of protocols at different interfaces, which 330 
provide security services proportional to the assessed risks.  331 

The selection of a particular payment instrument may depend, among others, on the amount of 332 
the transaction, the transaction environment and the applicable legislation. When registering the 333 
cardholder for remote card payment services. Acceptor websites shall also provide similar security 334 
information. It is assumed that the cardholder initiates and conducts the transaction using a 335 
consumer device such as an electronic device (e.g., PC) for use in e-commerce or a mobile device 336 
(e.g., mobile phone) for m-commerce, as defined in Book 1. 337 

 For e- and m-commerce transactions, Acceptors must not place trust or reliance: 338 

 in the inherent security of the consumer devices used, or 339 

 in the degree to which cardholders may or may not implement their own measures to 340 
protect their environment as recommended by their issuer. 341 

In conjunction with a Consumer Device, an Additional Authentication Device may be used by the 342 
Issuer to authenticate the cardholder, which could be integrated or connected to the Consumer 343 
Device. 344 

As a general rule, the payment phase of an e- or m-commerce transaction shall: 345 

 Be segregated from the ordering and negotiation phases for products and/or services. 346 
However, the protocol between the consumer device and the Virtual POI may convey 347 
transaction related data (order identifier, nature of the goods, contractual arrangements, 348 
delivery details ...). 349 

 Protect the entities involved in the transaction by using security services of authentication, 350 
confidentiality, integrity and non-repudiation. 351 

In this section, the different security mechanisms for e- and m-commerce transactions are 352 
described. It is assumed that the cardholder initiates and conducts the transaction using a 353 
consumer device, occasionally an additional authentication device may also be used (see section 354 
2.3.2.1). 355 

It should also be noted that a mobile device used by the cardholder offers a number of additional 356 
features compared to other card payments involving a consumer device, but also a number of 357 
additional risks. For example, Over the Air (OTA) is an additional channel available to the issuer to 358 
manage the Mobile Payment Application including risk parameters. 359 

Compared to a physical [EMV] card, which possesses characteristics that make them highly suitable 360 
for protecting the assets required by payment transactions, the hardware and software in 361 
consumer devices are quite complex and typically comprise a number of independent modules 362 
developed by different providers.  363 
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A risk assessment on transactions involving a consumer device needs to take into consideration the 364 
threats to the assets and vulnerabilities in these devices. This also makes the integration of 365 
countermeasures more challenging.  366 

There are many ways by which the acceptor will obtain card data from the cardholder and each 367 
comes with specific security threats which need to be appropriately addressed by the parties 368 
involved. Examples: 369 

 Solutions where the acceptor outsources all the payment functionality to a hosted payment 370 
service provider. With this approach, the acceptor never stores, processes or transmits any 371 
card data. Total reliance is placed on the service provider hosting the payment page.  372 

 Solutions where the acceptor starts the payment process by providing the cardholder with 373 
a payment page. When the payment page has been populated by the cardholder, the 374 
payment page is redirected/handed off to the acquirer, sometimes via the Third Party 375 
Service Provider. While with this approach card data is not returned to the acceptor, 376 
nonetheless, the web site providing the payment page to the cardholder could be a source 377 
of vulnerability.  378 

 Solutions where the acceptor’s payment page captures and processes card data before 379 
submitting it to the acquirer. With this approach, the acceptor must follow more stringent 380 
security requirements for protecting card data across their entire architecture. 381 

It is beyond the scope of this Book to define each and every method and the related security 382 
requirements. High level guidance for defining security requirements for e and m-commerce 383 
transactions can be found in Chapter 3.7 of this book. 384 

For e- and m-commerce transactions different authentication mechanisms may be used in 385 
combination with a CVM. The figure below lists typical combinations (“X”) of authentication 386 
methods with CVMs: 387 

 Card authentication 

Cardholder verification 
No 

authentication 
Static 

authentication 
Dynamic authentication 

No CVM X X X2 

CVM  X X3 

FIGURE 2: COMBINATION OF AUTHENTICATION METHODS / CVMS FOR E- AND M-COMMERCE 388 

                                                      

2 The usage of the consumer device as a personal device might allow this combination for certain scenarios (e.g., for 
low value payments). 

3 For dynamic authentication, the transaction data may be used to generate the challenge which, in combination with 
a CVM, will create a strong customer authentication method, as defined by the EBA Final guidelines on the security of 
Internet payments, see [EBA]. 
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2.3.2.1. Card Authentication Methods 389 

In this book, “Card Authentication” refers to data authentication of the “payment instrument” 390 
(SEPA card). The dedicated data stored on, or accessed through, the consumer device and used to 391 
perform an authentication may range from pure (card) payment credentials to a dedicated 392 
Authentication Application. The Authentication Application may be integrated in an (M)RP 393 
Application as described in Book 2. 394 

To support card authentication by the issuer during an e or m-commerce transaction there are two 395 
common processes that are currently adopted, though other methodologies exist: 396 

 In the first process authentication credentials supplied by the cardholder (static 397 
authentication), and captured during the payment process, can be carried in the body of 398 
the transaction and authenticated by the card issuer during transaction authorisation. 399 

 In the second process, a redirection authentication request is made to the issuer, as the 400 
first step of the Authorisation process. The Issuer then executes an authentication directly 401 
with their cardholder using the authentication method specified by the Issuer in accordance 402 
with the Card Schemes rules. The results of this authentication are then passed by the Issuer 403 
to the Acceptor. This process may be utilised within 3 Domain Security. 404 

Different card authentication methods are used for e- and m-commerce transactions: 405 

 A static authentication method using a “static authenticator” such as a static Card Security 406 
Code (CSC) (e.g., CVV2, CVC2 or CID). The authentication is performed by the issuer 407 
validating the static authenticator. The authenticator may be provided by the (M)RP / 408 
Authentication Application or may be delivered by other means (e.g., manually entering 409 
into the consumer device by the cardholder). 410 

 A dynamic authentication method where the “dynamic authenticator” may be  411 

 A One Time Password (OTP) generated by the issuer or its agent and sent by a different 412 
channel to the cardholder ( e.g., SMS, e-mail, different device); 413 

 The result of a random challenge / response mechanism. This may be implemented in 414 
different ways: 415 
o An Additional Authentication Device may be involved. In this case, the cardholder 416 

inserts his/her payment card into the additional device; the issuer provides the 417 
cardholder with a "challenge" to be entered / transmitted (on) to the additional 418 
device, followed by the  cardholder's PIN entry (CVM). The authentication device 419 
then generates a “response” which the cardholder is requested to enter at a given 420 
time during this process on his/her consumer device. The response is subsequently 421 
transmitted to the issuer via the authentication response for verification. 422 

o If a dedicated Authentication Application (independent or integrated with the (M) 423 
RP application) is accessible via the consumer device, a dynamic authentication 424 
method (e.g., challenge/response method) is initiated by the issuer or its agent and 425 
is handled automatically by the Authentication Application in a secure environment. 426 
The cardholder is requested to enter his/her personal/mobile code (CVM) only once 427 
during the transaction process. 428 
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2.3.2.2. Cardholder Verification Methods 429 

The term “CVM” in an e- or m-commerce transaction refers to the method used by the issuer to 430 
verify the cardholder. Certain features of the consumer device such as the keyboard and/or display 431 
could be used in the CVM process. 432 

Consumer devices such as mobile phones are less exposed to physical attacks, but are very 433 
vulnerable to logical attacks. Regardless, the impact of an attack is limited by the number of 434 
payment cards that will be processed by a cardholder on a personal device. 435 

Wherever a consumer device is involved, the CVM security requirements differ from the security 436 
requirements for physical POIs. 437 

If an offline CVM method (involving a personal or mobile code) is used with a consumer device, a 438 
secure environment may be required for the verification process. 439 

Note that if an offline PIN is used in the CVM process, it should only be entered via a secured device 440 
(e.g., an additional authentication device) approved by the card scheme. The usage of a CVM is 441 
related to the transaction risk management and is currently for e- and m-commerce transactions 442 
at the contractual choice of the issuer in accordance to the card scheme license terms. 443 

To perform an online cardholder verification during an e or m-commerce transaction, the 444 
cardholder may be redirected to the issuer - this process is known as 3 Domain Security - as the 445 
first step of the Authorisation process. The Issuer verifies the cardholder using the previously 446 
registered personal or mobile code. The result of this verification is then passed by the Issuer to 447 
the Acceptor. 448 

The following CVM methods may be considered for e- and m-commerce: 449 

 Personal / Mobile code verified off-line in a secure environment by the electronic / mobile 450 
device ( e.g., by a dedicated (M)RP Application or Authentication Application); 451 

 Personal / Mobile code verified on-line by the issuer. Here two different types on-line 452 
verification methods may be distinguished: 453 

o Checked by the issuer via the card network (standard authorisation message); 454 
o Checked by the issuer via internet using a secure channel (outside the card 455 

network); 456 

 Offline PIN verification performed in combination with an authentication mechanism (e.g., 457 
using an additional authentication device).  458 

Where multiple e- or m-commerce transactions are performed consecutively by the same 459 
cardholder, it may be considered inconvenient to request a CVM for each of these transactions. 460 
The CVM could be considered valid for the subsequent transactions based on issuer pre-set 461 
parameters, but at acceptor’s risk. 462 

2.3.2.3. Strong Customer Authentication 463 

The combination of a dynamic card authentication method (see section 2.3.2.1) with a CVM 464 
provided by the cardholder (see section 2.3.2.2) will create a “strong customer (cardholder) 465 
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authentication method” as defined by the EBA Final guidelines on the security of internet payments 466 
(see [EBA]]). 467 

2.3.2.4. Passive Authentication 468 

Passive authentication is a complementary technique used by Issuers which does not require the 469 
direct involvement of the Cardholder. It may be composed of Consumer Device authentication 470 
and/or transaction specifics. 471 
Consumer Device authentication may include: 472 

 Verification of characteristics of the Consumer device being used, 473 

 Verification of the location of the Consumer device, e.g., as per a geo-location facility on a 474 
mobile device, 475 

 Verification of the true IP of the Consumer device being used. 476 
Transaction specifics may include amount, date, acceptor name, etc. 477 
To perform a passive authentication during an e or m-commerce transaction, the cardholder needs 478 
to be redirected to the issuer as the first step of the Authorisation process. 479 

2.3.2.5. Additional authentication considerations 480 

Additional considerations may be taken into account with respect to the authentication methods 481 
used such as: 482 

 The Cardholder is a repeat customer and was authenticated on previous occasions 483 

 The Cardholder is using the same payment card 484 

 The Cardholder is requesting delivery of the goods or services to the same address. 485 

2.3.2.6. Transaction Authorisations 486 

As with other card transactions, a distinction needs to be made between on-line and off-line 487 
authorisations: 488 

 On-line transactions are authorised by the issuer through a request / response 489 
authorisation message using the card network; 490 

 Off-line transactions are authorised by an (M)RP application (hosted in the consumer device 491 
or on a secured server). 492 

With respect to the CVM methods described above, the following combinations (“X”) may be 493 
identified as represented in the figure below. Note (see C within the table) that for an off-line 494 
transaction with an on-line CVM, the personal / mobile code is checked by the issuer via internet 495 
or a mobile network outside the card network. 496 
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 No CVM On-line CVM Off-line CVM 

On-line transaction X X X 

Off-line transaction X C X 

FIGURE 3: TRANSACTION TYPES AND CVMS FOR E- AND M-COMMERCE 497 

2.3.2.7. Transaction risk parameters 498 

2.3.2.7.1. Introduction 499 

Issuers, Acquirers and Card Schemes shall perform an ongoing risk assessment to find the 500 
appropriate risk parameters for their card payments. This Section specifies a number of risk 501 
parameters for which requirements are defined in Section 3. Additional risk parameters may be 502 
used at the discretion of Issuers and Acquirers, examples of which are given in the Annex. 503 

Depending on the particular e- or m-commerce transaction, the (M)RP dedicated data may range 504 
from pure Payment Credentials to an Authentication Application or a dedicated (M)RP Application. 505 
The transaction risk parameters will vary according to the type of (M)RP related data. 506 

The figure below lists the potential transaction risk parameters that may be used depending on the 507 
type of (M)RP data (e.g., if only credentials are available, issuer risk parameters cannot be 508 
supported). It is at the discretion of the (M)RP issuer which parameters will be supported or to add 509 
other risk parameters as appropriate. 510 

These risk parameters are illustrated in the table below, but not limited to what is described in the 511 
following sub-sections. 512 
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 (M)RP data type 

Risk parameters (M)RP Application Authentication 
Application with 

Credentials 

Credentials 

 

Issuing side 

Personal / Mobile Code 
Try Limit and Counter 

X X  

Transaction Amount 
Limit 

X   

Issuer CVM Limit  X   

Consecutive No-CVM 
Limit and Counter 

X   

Cumulative Off-line 
Limit and Amount 
Accumulator 

X   

Consecutive Off-line 
Limit and Counter 

X   

Acquiring side 

Acquirer CVM Limit X X X 

Floor Limit X X X 

Acceptor Transaction 
Amount Limits 

X X X 

FIGURE 4: LIST OF POSSIBLE E- AND M-COMMERCE TRANSACTION RISK PARAMETERS 513 

Even if the transaction risk parameters on the issuing side are set by the (M)RP issuer, certain risk 514 
parameters may be changed by the cardholder, provided that it is done within the risk parameters 515 
values allowed by the issuer. As an example, a cardholder may decide to always present a CVM 516 
regardless of the amount of the transaction. 517 

Even if the transaction risk parameters on the acquiring side are set by the acquirer, certain risk 518 
parameters may be changed by the acceptor, provided that it is done in a more strict way from a 519 
risk management perspective4. As an example, an acceptor may decide to reduce the maximum 520 

                                                      

4 If a risk parameter is changed by the merchant in a less restrictive way, the merchant shall take the risk. 
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value of a transaction which does not require a CVM, namely the Acquirer CVM Limit parameter 521 
(see 2.3.2.7.3). 522 

2.3.2.7.2. Personal / Mobile Code Try Limit and Counter 523 

The personal / mobile code may be used as a CVM (see section 2.3.2.2). The Personal / Mobile Code 524 
Try Limit is a parameter indicating the maximum number of consecutive incorrect personal / mobile 525 
code trials allowed. 526 

The number of personal / mobile code trials is recorded and the Personal / Mobile Code Try Counter 527 
represents the remaining number of trials allowed. The Personal / Mobile Code Try Counter is reset 528 
to the Personal / Mobile Code Try Limit after successful personal / mobile code verification. 529 

If the Personal / Mobile Code Try Counter is equal to zero, indicating no remaining personal / mobile 530 
code trials are left, all further (M)RP transactions requiring a CVM and optionally all (M)RP 531 
transactions: 532 

 Are declined by the (M)RP application or the Authentication Application as appropriate 533 
until the Personal / Mobile Code Try Counter is reset by the (M)RP issuer; 534 

or 535 

 Are routinely sent on-line to the (M)RP issuer indicating that the Personal / Mobile Code 536 
Try Counter has reached zero, until the Personal / Mobile Code Try Counter is reset by the 537 
(M)RP issuer. 538 

The value of the Personal / Mobile Code Try Limit is set in the (M)RP Application, or in the 539 
Authentication Application.  540 

2.3.2.7.3. Acquirer CVM Limit 541 

The Acquirer CVM Limit is a risk management parameter indicating the maximum value of a 542 
transaction which does not require a CVM. 543 

Transactions for which the value is less than, or equal to, the CVM Limit are typically low risk 544 
payments (e.g., low value) where convenience is important and the usage of a CVM would not be 545 
appropriate. Transactions for which the value is greater than the CVM limit require the usage of a 546 
CVM. 547 

The value of the CVM Limit is set by the acquirer according to the card scheme as appropriate. 548 

The CVM usage is similar to the one explained in Figure 4 as specified in section 2.3.2.7.2. 549 

2.3.2.7.4. Floor Limit 550 

The Floor Limit is a parameter indicating the value of a transaction above which an on-line 551 
authorisation is required. 552 
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 Transactions for which the value is less than or equal to the Floor Limit may be performed 553 
off-line. If an (M)RP Application is present, off-line transactions may be approved by the 554 
(M)RP application; 555 

 Transactions for which the value is greater than the Floor Limit which are not authorised 556 
on-line are at risk of Chargeback. 557 

The value of the Floor Limit is defined by the acquirer under the scheme rules. It may depend on 558 
different factors such as the MCC (Merchant Category Code), the payment product, etc. 559 

Further information on the other risk parameters listed in Figure 4 is provided in section 4. 560 



  Volume v7 Book 4 Release 2 Version 50 / May 2016 

SCS Volume v7.5 - Book 4 - Security Requirements 23 

3. SECURITY REQUIREMENTS  561 

3.1. Introduction 562 

This chapter defines security requirements for: 563 

 Card Transactions including Card Authentication, CVMs and Risk Parameters 564 

 Cardholder Environments 565 

 POIs 566 

 Mobile devices 567 

 HSMs 568 

 Communication protocols. 569 

3.2. Security Requirements for Card Data 570 

The Payment Card Industry Data Security Standard (PCI DSS) is the established baseline for 571 
protecting card data for all acceptance environments. 572 

However, the degree to which PCI-DSS applies to a particular environment is to be determined by 573 
the different card schemes which will be supported in that payment context. Card schemes may 574 
accept equivalent security processes. 575 

This applies throughout Book 4 where PCI-DSS is referred to. 576 

The position will be reviewed on an on-going basis to cater for the global adoption and use of EMV 577 
approved chip cards, and also for the development of a robust authentication process for Card-Not 578 
Present (CNP) transactions that will keep card data secure. 579 

Within the specified Security Requirements detailed below and depending upon the solution and 580 
proposed usage, not all requirements are applicable. This is defined in the Table 18. 581 

In addition certain sections are currently optional to Vendors: 582 

 Section K covers Secure Read and Exchange of Data (SRED) relating to the encryption of 583 
cardholder data and message authentication within the POI device   584 

 Section N covers Requirements for the POI Application.   585 

3.3. Cryptography and Key Management 586 

For encryption or key management, appropriate cryptographic algorithms and key lengths shall be 587 
employed. Guidance is given in EMV and EPC342-08. 588 
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3.4. Security Requirements for Card Transactions 589 

3.4.1. Local transactions 590 

3.4.1.1.  Chip with Contact 591 

For local contact transactions, the security requirements specified in EMV B2 apply. 592 

3.4.1.2. Chip and Mobile Contactless 593 

For Contactless Transactions, the relevant Security Requirements defined by EMV shall apply. 594 

Req S1: For Card Authentication for contactless transactions, dynamic authentication as described 595 
in section 2.3.2 shall be performed. 596 

Req S2: The risk parameters "Acquirer CVM limit", "Floor limit" and “Transaction Limit" shall be 597 
supported by the Physical POI. 598 

Req S3: The acquiring systems and protocols used shall be able to support the authentication 599 
methods and the CVM methods, as appropriate, described respectively in sections 2.3.2.3 600 
and 2.3.2.4. 601 

Req S4: If a PIN/Mobile Code is used for CVM, then they shall be used in conjunction with a 602 
PIN/Mobile Code Try Limit and with a PIN/Mobile Code Try Counter. 603 

Req S5: Mechanisms shall be made available by the Card and the Terminal to safeguard against 604 
relay attacks.  605 

3.4.2. e- and m-commerce 606 

This section focuses on the security requirements of the following: 607 

 The virtual POI. 608 

 The communication protocols used between components. 609 

 The (M)RP related data, (M)RP Application including personalisation data, Authentication 610 
Application and (M)RP credentials, that may be hosted on the consumer device (electronic 611 
or mobile device); 612 

 The consumer devices and the secure environments used in conjunction with those devices, 613 
typically an SE/TPM located in the device, a secure environment located on a secured server 614 
and remotely accessed via the electronic device as the carrier of the (M)RP related data, 615 
with the potential presence of an additional  TEE; 616 

For e- and m-commerce, authentication may take place at any phase of the transaction. However, 617 
it is assumed that authentication will take place during the payment phase. Depending on the 618 
nature of the authentication mechanisms, Book 4 describes two categories of E and M Commerce 619 
by differentiating basic and secured   e- and m-commerce transactions. Refer to Book 2 for further 620 
information. 621 
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A particular security protocol is not enforced during the payment phase of the e- or m-commerce 622 
transaction. As a consequence, this chapter assumes that different trade-offs may be applied in 623 
terms of simplicity, performance and security. Implementations conformant with this Book may 624 
therefore feature different levels of security. 625 

For e-and m-commerce transactions, the following security requirements apply: 626 

Req S6: The usage of basic or secured e- or m-commerce transactions is at the discretion of the 627 
Issuer provided that the Issuer complies to the EBA security guidelines [EBA1] and national 628 
regulations. 629 

Req S7: For Card Authentication for basic e- and m-commerce, a static authentication as described 630 
in section 2.3.2 shall be performed. 631 

Req S8: For Card Authentication for secured e- and m-commerce transactions, dynamic 632 
authentication as described in section 2.3.2 shall be performed. 633 

Req S9: Strong customer authentication shall be performed in accordance with the EBA security 634 
guidelines. See section 2.3.2.3. 635 

Req S10: On-line authorisation shall be supported unless a dedicated (M)RP application is used. 636 

Req S11: The risk parameters "Acquirer CVM limit" and "Floor limit" shall be supported by the 637 
virtual POI. 638 

Req S12: The acquiring systems and protocols used shall be able to support the authentication 639 
methods and the CVM methods, as appropriate, described respectively in sections 2.3.2.3 640 
and 2.3.2.4. 641 

Req S13: Issuers shall decline any authorisation request made with an unsuccessful card 642 
authentication unless prohibited by regulation. 643 

3.4.3. MOTO 644 

For MOTO transactions the following security requirements apply: 645 

Req S14: The floor limit for all MOTO transactions shall be set to zero, consequently online 646 
authorisation shall be sought at some time before the settlement record is submitted. 647 

Req S15:  648 

1. The PAN number shall be entered first. If initial PAN validation takes place off-line, the 649 
following checks shall be performed: 650 

a) valid IIN 651 

b) the PAN number entered is the correct length 652 

c) valid LUHN check digit 653 

Otherwise the PAN shall be validated during authorisation immediately after step 3. 654 

2. The expiry date is entered and checked to ensure the month is in a range of 01 – 12 and 655 
within 20 years. 656 

3. The CSC shall be entered. 657 
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Req S16:  658 

1. The Personal Account Numbers (PAN) shall be protected. 659 

2. The full PAN should not be displayed on operator screens, while being processed. The 660 
first 6, last 4 digits may be displayed and only the last 4 digits can be printed on the 661 
cardholder receipt. 662 

3. Access to card data shall be limited to those who have a business need to view the 663 
data. 664 

Req S17: Card Data shall be encrypted when transmitted across open public networks as required 665 
by card schemes. 666 

Req S18: Sensitive card data shall be appropriately protected. 667 

Req S19: Static Authentication as described in section 2.3 shall be performed at a minimum which 668 
involves the Issuer verifying the data presented. 669 
Req S20: The static authenticator (CSC) shall be securely deleted by the Acceptor after 670 
authorisation, which means it shall never be stored post-authorisation. 671 
Req S21: For Telephone Order, the Card Data shall not be included in call recordings, even if 672 
encrypted5. 673 

3.5. Security Requirements for Cardholder Verification 674 

This section provides security requirements for the following CVMs: PIN, Personal and Mobile 675 
Code. 676 

Biometrics is recognised as a technology which may be used for CVM purposes. However, the CSG 677 
considers that, as Biometrics as a CVM is still evolving, this version of the Volume is not identifying 678 
specific requirements for this technology. The CSG will continue to analyse Biometrics in the 679 
context of Card Services.  680 

It is proposed that future versions of the Volume will provide Security requirements for the use of 681 
Biometrics as a CVM as well as CDCVM. 682 

3.5.1. PIN Security Requirements 683 

When the PIN is entered and processed, it needs to be protected using the appropriate security 684 
standards as defined in PCI PIN Security Requirements and the other standards referenced therein. 685 

ISO 9564 (including amendment for AES) is the established baseline for protecting PINs during 686 
online transmission. The PIN should be protected by an ISO PIN block format. 687 

                                                      

5 This would involve the storage of the CSC, which is in contradiction with the mandatory requirements of the Payment 
Card Industry Data Security Standard (PCI DSS). 
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For online transactions, PINs must be formatted according to ISO 9564–1 PIN block formats 0, 1 or 688 
3 prior to encryption and must be encrypted. For format 0, a unique key per transaction is required. 689 
Format 1 should be avoided when the PAN is available. 690 

Format 2 must only be used for PINs that are submitted from the ICC reader or the PED, to the ICC 691 
chip. If the PIN-block is sent encrypted to the ICC it shall be formatted in an encryption block 692 
according to ISO 9564, prior to encryption. 693 

PINs enciphered using ISO format 0 or ISO format 3 must not be translated into any other PIN-block 694 
format other than ISO format 0 or ISO format 3. PINs enciphered using ISO format 1 may be 695 
translated into ISO format 0 or ISO format 3, but must not be translated back into ISO format 1. 696 

If random values are not used for key derivation, unique key methods must be applied. Such 697 
methods may involve the use of uni-directional, dynamic session keys (i.e. must not involve the use 698 
of fixed transaction keys). This applies to POI–to-Host and is recommended for Host-to-Host 699 
communication. 700 

PIN encryption from the POI to the Issuer is a mandatory requirement for all online-to-issuer PIN 701 
transactions, in particular: 702 

Req S22: The PIN shall be encrypted inside a TRSM (PIN pad or PED) where the PIN is entered by 703 
the cardholder at the POI. 704 
Req S23: The PIN shall be translated from one cryptographic zone to another, inside an approved 705 
hardware security module (HSM) at a non-issuer host system, e.g. acceptor and acquiring host. 706 

3.5.2. Personal and Mobile Code Security Requirements 707 

Req S24: If Personal or Mobile Code is used and processed, then it shall be protected using 708 
appropriate security standards such as defined in ISO 9564 or PCI PIN Security Requirements. 709 

3.6. Security Requirements For Card Environments 710 

3.6.1. Security Requirements for Physical Chip Cards 711 

This section describes the generic security requirements for Physical Chip Cards. It details the 712 
following: 713 

 Scope of Evaluation, outline what parts and functions of the Chip Card are to be evaluated; 714 

 Security Objectives and Assurance Level, outline of main security requirements. 715 

To understand how this section can be used and what is required for a security evaluation of a 716 
Physical Chip Card, refer to Book 5, which describes the requirements for an Evaluation and the 717 
Certification Methodology. 718 

3.6.1.1. Scope of the Evaluation 719 

The Target of Evaluation includes all hardware and software components (including Payment 720 
Application) of the EMV card, needed to perform the payment functionality and to enforce its 721 



  Volume v7 Book 4 Release 2 Version 50 / May 2016 

SCS Volume v7.5 - Book 4 - Security Requirements 28 

security. All other applications (payment or non-payment) and parts of the operating system are 722 
out of the scope of this evaluation. 723 

Payment Application functionality, can consist of transactions and possibly card management 724 
functions, as specified by each payment scheme, or the functionality can be designed as a multi 725 
scheme payment application. In either case, it is assumed that the Physical Chip Card will support 726 
the following basic EMV capabilities: 727 

• Application Selection (at card level); 728 

• Initiate Application Processing; 729 

• Off-line communication with the POI; 730 

• Off-line Data Authentication; 731 

• On-line Authentication and communication with the issuer; 732 

• Cardholder Verification; 733 

• Card Action Analysis (card internal risk management); 734 

• Transaction Certification; 735 

• Script Processing (to update Payment Application parameters and software); 736 

Internal State Management, ensuring that the above functions are performed in a coherent way. 737 

The following security requirements can be used to evaluate any Chip Card that supports the basic 738 
capabilities listed above. The Security Requirements can also be used for a Payment Application 739 
that supports only a subset of those basic capabilities. However it will be necessary for the card 740 
issuer and/or application developer to provide a clear description of options to be evaluated in 741 
these cases. 742 

Considering that the EMV standard has been chosen for the migration to Chip and PIN in SEPA, 743 
EMV specifications are taken as a generic model for Payment Application functionality. Chip Card 744 
functionality is therefore modelled on the typical EMV transaction flow. The figure below shows 745 
the architecture and components on a typical multi-application Chip Card. 746 
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 747 

FIGURE 5: FINANCIAL PRESENTMENT 748 

In this figure, the Embedded Payment Application software and data parameters (the Payment 749 
Application) are set on a platform comprising a Payment Application command library, relying on 750 
low-level software and then IC hardware. Instances of Payment Application applications are 751 
defined by a set of personalization data. Some Payment Application data may be shared with other 752 
applications (e.g. a global PIN). 753 

The Chip Card encompasses all layers and embedded resources contributing to Payment 754 
Application functionality. Most banking chip cards may operate more than one application. In this 755 
case, all other applications fall outside the chip card perimeter, but stay within the chip card 756 
environment, so the evaluator can assess their impact on Payment Application security. 757 

There is no restriction on card technology (mono- or multi- applicative, native or interpreted 758 
software, burnt or downloaded software), provided that all security requirements expressed in the 759 
following sections, and mainly focusing on Payment Application functionality, are met. 760 

Security Objectives are high-level, free-text expression of main security requirements. 761 

Assurance Level indicates the expected resistance of security features implemented by the card in 762 
order to meet its security objectives. 763 
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3.6.1.2. Security objectives 764 

The following Security Objectives have to be met: 765 

TP TRANSACTION PROTECTION 

The Chip Card enforces generation of unique certificates binding its users, following 
the transaction flow as defined by Payment Application specifications (e.g. [EMV]) 

TP1 O.GENUINE_TRANSACTION_ONCE The probability that two transaction certificates 
generated by a genuine Chip Card, including 
authentication certificates, transaction 
certificates, authorisation certificates…are equal 
must be very low. This is related to having 
genuine “unique” transactions. 

TP2 O.TRANSACTION_BINDING Transactions using offline PIN Verification must 
bind the cardholder. Transactions cannot be 
modified at the advantage of an attacker; 
certified terms of the transactions must not be 
modified, and transactions must not be modified 
such they can be denied. 

TP3 O.INTENDED_TRANSACTION_FLOW The normal Transaction flow as defined by the 
[Payment Application] specifications must be 
followed and any attempt at bypassing expected 
transaction steps shall be detected. 

TP4 O.EXHAUSTIVE_PARAMETERS The Chip Card must be secure for all the possible 
values of parameters. 

SUA CHIP CARD AUTHENTICATION AND CARDHOLDER  VERIFICATION 

The Chip Card provides means for its authentication and can enforce cardholder 
verification, to prevent forgery and identity usurpation. 

SUA1 O.AUTH The Chip Card services must be protected from 
transaction forgery by ensuring Chip Card 
authentication during the processing of each 
payment transaction. 
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SUA2 O.CH_VER When required by the transaction flow, the Chip 
card shall verify the Cardholder. For PIN 
verification by the Card, the following apply: 

 Systematic counting to identify 
verification failure 

 Secure authentication invalidation when 
PIN is blocked 

 Secure authentication validation when 
PIN comparison succeeds 

SUA3 O.ISSUER_AUTH The Chip Card shall ensure the authentication of 
the Payment Application Issuer while processing 
any on-line transaction: 

 Non-repeatability of the authentication 

 Systematic script and transaction reject 
when Issuer cryptogram is invalid 

Secure transaction validation when Issuer 
cryptogram is valid, for both script processing 
and online authorisation processing. 

SUA4 O.CARD_MANAGER Card Management processing is authorised to 
the authenticated Payment Application Card 
Manager. 

EP EXECUTION PROTECTION 

The Chip Card enforces protection of its services against service denial or corruption. 

EP1 O.OPERATE The Chip Card must ensure the continued 
operation of its services: Payment Application 
services and embedded payment application 
resources shall be available under normal 
conditions of use of the Chip Card. 

EP2 O.ISOLATION The Chip Card shall ensure isolation between 
the Payment Application and all other 
application(s) on the card, such that no other 
application can read or modify any Payment 
Application data. 

DP DATA PROTECTION 

The Chip Card protects sensitive data from corruption and disclosure when required. 

DP1 O.SECRECY The Chip Card shall ensure that the storage and 
the manipulation of its sensitive information are 
protected against unauthorised disclosure (to 



  Volume v7 Book 4 Release 2 Version 50 / May 2016 

SCS Volume v7.5 - Book 4 - Security Requirements 32 

users and embedded applications out of the 
TOE): 

 Payment Application Reference PIN 

 Payment Application Transaction PIN 

 Payment Application Keys 

DP2 O.INTEGRITY The Chip Card shall ensure that sensitive 
information managed or manipulated by the 
Chip Card is securely protected against any 
corruption or unauthorised modification: 

 Payment Application Cardholder Account 
Number 

 Payment Application Reference PIN 

 Payment Application Keys 

 Payment Application Card Secure 
Counters 

 Payment Application Selection 
Parameters 

 Payment Application Card Transaction 
Parameters 

 Payment Application Card Transaction 
Data 

 Payment Application Issuer Transaction 
Parameters 

 Payment Application Code 

 Payment Terminal Transaction Data 
when operated by the Chip Card 

DP3 O.CRYPTO The Payment Application keys and Payment 
Application reference PIN must be protected 
from potential exploitation of implementation 
security weaknesses that would lead to their 
values being determined and obtained. 
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SP SERVICES PROTECTION 

The Chip Card enforces its own security policy to prevent provided services from 
being attacked. 

SP1 O.RISK_MNGT The Chip Card shall ensure Card Risk 
Management: 

 Systematic counting of transactions 
(ATC) to prevent from replay 

 Secure verification of the ATC during the 
following transaction phases: 

o “Data Authentication” 
o “Card Action Analysis” 

SP2 O.EPA_ISSUER The Chip Card shall ensure that the issuer of the 
Payment Application is the only external user 
able to access the services for Chip Card 
parameter modification: 

 Payment Application Reference PIN, 

 Payment Application Keys, 

 Payment Application Selection 
Parameters, 

 Payment Application Card Transaction 
Parameters 

SP3 O.DETECTION  The Chip Card shall administrate the detection of 
security violations: corruption of sensitive card 
content, access to restricted area, or improper 
conditions of use of the Chip Card. 

Application note: the Chip Card will, for example, 
provide feedback to the Payment Application 
Issuer or the Card Manager, log the error, 
terminate the card, or block the embedded 
payment application. 

TABLE 6: SECURITY OBJECTIVES 766 

3.6.1.3. Assurance level 767 

Assurance gives grounds for confidence that a product meets its security objectives. The evaluation 768 
methodology will provide assurance through an evaluation of the product in order to determine its 769 
security properties. Higher assurance results from a need to undertake a greater evaluation effort, 770 
through a broader scope, a greater attention to fine details or a more robust evaluation process. 771 
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The assurance level to be associated with the Security Objectives listed above for Chip Cards shall 772 
be equivalent to the assurance package defined as EAL4 in the Common Criteria methodology6. 773 
Nevertheless an EAL4 set of assurance requirements shall be augmented respecting the following 774 
criteria: 775 

Type of assurance 
augmentation 

Description 

Life Cycle Support _ 
Sufficiency of security 
measures.7 

The developer is required to take sufficient measures to ensure 
integrity and/or authenticity of the product at development 
time and throughout secure deliveries during product life-cycle 
(e.g. to chip embedder, card initialiser, card personaliser…) 

Vulnerability Analysis 
Advanced Methodical 
Vulnerability Analysis.8 

It is the highest possible level for vulnerability analysis and 
penetration testing. It requires the card to resist all CC-
referenced attacks on Chip Cards, either through software, 
hardware or combination of both. It is traditionally labelled as 
"highly resistant" 

TABLE 7: EAL4 ASSURANCE CRITERIA 776 

The assurance requirements should be split into two packages, one for the Chip Card itself and one 777 
for its development environment, allowing for separate package assessments. However, both 778 
assessments must be combined in order to demonstrate conformance to the whole set of 779 
requirements. 780 

3.6.1.4. Contactless Card Security Requirements 781 

For Contactless Cards the Security Objectives from paragraph 3.6.1.4 apply. In addition, the 782 
following Security Objectives are defined for Contactless Cards.  783 

                                                      

6 Common Criteria Part 3 contains a catalogue of Security Assurance Requirements (SAR) and defines a set of Evaluation 
Assurance levels (EAL) numbered from 1 to 7, each level containing more or higher Security Assurance Requirements 
than the one before. 

7 ALC_DVS.2 (Life Cycle Support up to level 2) 

8 AVA_VAN.5 (vulnerability analysis up to level 5) 
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CC Contactless Cards 

CC1 O.DI_CONTACTLESS_COUNTERS When required by applicative specifications, DI 
(Dual Interface) cards must manage internal 
counters such as counters limiting their use in 
contactless mode without PIN verification (e.g. 
unitary and cumulated amounts). DI cards must 
protect them to the same level as they do for 
sensitive counters such as transaction counter 
(ATC) or PIN try counter (PTC). The integrity and 
their capability must not allow them to be 
bypassed. 

CC2 O.DI_PRIVACY Relevant personal data present on the card (e.g. 
Cardholder Name, Log File) must not be 
exchanged through contactless transactions. 

CC3 O.DI_DOS DI cards must not be blocked, e.g. when receiving 
a series of wrong APDU-Commands, and must 
still continue to answer with an Error code in the 
APDU response. 

TABLE 8: CONTACTLESS CARDS SECURITY REQUIREMENTS 784 

Evaluation Policy: 785 

For a card implementing a contactless interface, the evaluation methodology and assurance level 786 
shall comply with: “EAL4 +”. The + stands for AVA_VAN.5 and ALC_DVS.2 787 

Evaluation schemes should include the Radio-Frequency (RF) channel as possible fault injection and 788 
leakage vectors. 789 

3.6.2. Security requirements for Mobile Contactless Payment Applications 790 

This section describes the generic security requirements for an MCP Application residing within a 791 
secure element on a mobile device, performing the payment functions related to an MCP, as 792 
dictated by the MCP issuer. It details the following: 793 

 Scope of Evaluation, outline what parts and functions of the SE and MCP Application are to be 794 
evaluated; 795 

 Security Objectives and Assurance Level, outline of main security requirements. 796 

The CSG recognises that new technical solutions for Mobile Contactless Payments are continuously 797 
being introduced into the market which may come with different security challenges (e.g. HCE). 798 
Future releases of the Volume may cover those as the technologies further mature. 799 
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To understand how this section can be used and what is required for a security evaluation of an SE 800 
and MCP Application, refer to Book 5, which describes the requirements for an Evaluation and the 801 
Certification Methodology. 802 

3.6.2.1. Scope of the Evaluation 803 

The Target of Evaluation includes all hardware and software parts of the SE and MCP application 804 
needed to perform the payment functionality and to enforce its security. 805 

SE and MCP application functionality, can consist of transactions and possibly also card 806 
management functions, as specified by each payment scheme. In this respect, it is assumed that 807 
the following basic capabilities are supported: 808 

 Application Selection (at SE level); 809 

 Initiate Application Processing; 810 

 Off-line communication with the POI; 811 

 Off-line Data Authentication (as described in [EPC1]); 812 

 On-line authentication and communication with the issuer (as described in [EPC1]); 813 

 CVM (see section 2.3.2.2); 814 

 MCP risk management (see section 2.3.2.7); 815 

 Transaction Certification; 816 

 Script processing (to update MCP application parameters and software); 817 

 Internal State Management, ensuring that the above functions are performed in a coherent 818 
way. 819 

The following security requirements can be used for any MCP applications on an SE that provides 820 
contactless payments via the NFC interface by supporting the basic capabilities listed above. It is 821 
an assumption that Secure Elements are either Chip cards (e.g. UICCs) or share common technology 822 
with Chip cards (secure micro SD card or embedded SE) such that evaluation services used for Chip 823 
cards (e.g. payment cards) can be utilised. 824 

The SE encompasses all layers and embedded resources contributing to MCP application 825 
functionality. SEs may operate next to the MCP other applications. In this case, the latter 826 
applications fall outside the MCP application perimeter, but stay within the SE environment, so the 827 
evaluator can assess their impact on the MCP application security. 828 

There is no restriction on SE technology provided that all security requirements expressed, and 829 
mainly focusing on MCP application functionality, are met. 830 

Security Objectives are high-level, free-text expression of main security requirements. 831 

Assurance Level indicates the expected resistance of security features implemented by the SE in 832 
order to meet its security objectives. 833 
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3.6.2.2. Security Objectives 834 

TP TRANSACTION PROTECTION 

The SE and the MCP application enforce generation of unique certificates binding 
their users, following the transaction flow as defined by the MCP application 
specifications  

TP1 O.GENUINE_ TRANSACTION_ONCE The probability that two transaction certificates 
generated by a genuine MCP application, 
including authentication certificates, transaction 
certificates, and authorisation certificates are 
equal must be very low. This is related to having 
genuine “unique” transactions. 

TP2 O.TRANSACTION_BINDING Transactions using offline Mobile Code 
verification must bind the cardholder. 
Transactions cannot be modified at the 
advantage of an attacker; certified terms of the 
transactions must not be modified, and 
transactions must not be modified such they can 
be denied. 

TP3 O.INTENDED_TRANSACTION_FLOW The normal transaction flow as defined by the 
MCP application specifications must be followed 
and any attempt at bypassing expected  
transaction steps shall be detected. 

TP4 O.EXHAUSTIVE_PARAMETERS The SE and the MCP application must be secure 
for all the possible values of parameters. 

SUA MCP APPLICATION AND USER AUTHENTICATION 

The MCP application provides means for its authentication and enforces 
authentication of some users in order to prevent forgery and identity usurpation. 

SUA1 O.AUTH The SE services must be protected from 
transaction forgery by ensuring MCP application 
authentication during the processing of each 
payment transaction. 

SUA2 O.CH_VER When required by the transaction flow, the MCP 
application shall verify the Cardholder. For 
Mobile Code verification by the MCP Application, 
the following apply: 
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 Systematic counting to identify 
verification failure. 

 Secure authentication invalidation when 
Mobile code is blocked. 

 Secure authentication validation when 
Mobile Code comparison succeeds. 

SUA3 O.ISSUER_AUTH The MCP application shall ensure the 
authentication of the MCP issuer while 
processing any on-line transaction 

 Non-repeatability of the authentication 

 Systematic script and transaction reject 
when Issuer cryptogram is invalid 

Secure transaction validation when Issuer 
cryptogram is valid, for both script processing 
and online authorisation processing. 

SUA4 O.CARD_MANAGER Card Management processing is authorised to 
the authenticated MCP Application Card 
Manager. 

EP EXECUTION PROTECTION 

The SE and the MCP application enforce protection of their services against service 
denial or corruption. 

EP1 O.OPERATE The SE and the MCP application must ensure the 
continued operation of their services: the MCP 
application and embedded payment application 
resources shall be available under normal 
conditions of use of the SE. 

EP2 O.ISOLATION The SE and the MCP application shall ensure MCP 
application isolation through a secure data 
sharing mechanism. This means that no other 
application within this SE shall be able to access 
or modify MCP application data without 
authorisation by the data sharing mechanism. 

DP DATA PROTECTION 

The SE and the MCP application protect sensitive data from corruption and disclosure 
when required. 

DP1 O.SECRECY The SE and the MCP application shall ensure that 
the storage and the manipulation of their 



  Volume v7 Book 4 Release 2 Version 50 / May 2016 

SCS Volume v7.5 - Book 4 - Security Requirements 39 

sensitive information are protected against 
unauthorised disclosure: 

 SE Management Keys; 

 MCP Management Keys; 

 MCP Transaction Mobile Code 

 MCP Reference Mobile Code. 

DP2 O.INTEGRITY The SE and the MCP applications shall ensure 
that sensitive information managed or 
manipulated by the SE or MCP applications is 
securely protected against any corruption or 
unauthorised modification: 

 SE configuration and management data; 

 MCP Application PAN; 

 MCP Application Keys; 

 MCP Application Risk Parameters; 

 MCP Reference Mobile Code; 

 MCP Application Selection Parameters; 

 MCP Application Transaction 
Parameters; 

 MCP Application Transaction Data; 

 POI Transaction Data when operated by 
the MCP application. 

DP3 O.CRYPTO Cryptographic services, including keys, shall be 
protected from exploitation that would lead to 
confidential information being revealed or to 
incorrect operation of the cryptographic 
mechanism. 

SP SERVICES PROTECTION 

The SE and the MCP application enforce their own security policy to prevent provided 
services from being attacked. 

SP1 O.RISK_MNGT The SE and the MCP application shall ensure that 
MCP application Risk Management features 
cannot be corrupted or manipulated: 

 System and security counters (e.g. ATC). 

 Risk parameters (limits and counters). 

SP2 O.EPA_ISSUER The SE shall ensure that the issuer of the SE is the 
only external user able to read and modify SE 
management features and data. 

The SE and the MCP application shall ensure that 
the issuer of the MCP application is the only 
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external user able to read and modify MCP 
application features and data. 

SP3 O.DETECTION The SE and the MCP application shall 
administrate the detection of security violations: 
corruption of sensitive content, access to 
restricted area or improper conditions of use of 
the SE. 

MP MCP APPLICATION PROTECTION 

The MCP application is adequately protected from corruption. 

MP1 MCP.APP.CERTIFICATION Combined certification of the platform (SE) + the 
MCP application residing on it shall be executed.  

MP2 MCP.APP.INTERFERENCE Verification of all other basic applications that 
are residing on the platform (SE) shall be 
executed. 

TABLE 9: SECURITY REQUIREMENTS FOR SECURE ELEMENTS AND MCP APPLICATIONS 835 

3.6.2.3. Assurance level 836 

Assurance gives grounds for confidence that a product meets its security objectives. The evaluation 837 
methodology will provide assurance through an evaluation of the product in order to determine its 838 
security properties. Higher assurance results from a need to take a greater evaluation effort, 839 
through a broader scope, a greater attention to fine details or a more formal evaluation process. 840 

The assurance level to be associated with the Security Objectives listed for SEs shall be equivalent 841 
to the assurance package defined as EAL4+ in the Common Criteria methodology9. Nevertheless an 842 
EAL4+ set of assurance requirements shall be augmented regarding the following criteria: 843 

Type of assurance 
augmentation 

Description 

Life Cycle Support _  
Sufficiency of security 
measures10 

The developer is required to take sufficient measures to ensure 
integrity and/or authenticity of the product at development 
time and throughout secure deliveries during product life cycle 
(e.g. to chip embedder, SE Issuer, MCP application loader). 

                                                      

9 Common Criteria Part 3 contains a catalogue of Security Assurance Requirements (SAR) and defines a set of  
    Evaluation Assurance levels (EAL) numbered from 1 to 7, each level containing more or higher Security Assurance  
    Requirements than the one before. 

10 ALC_DVS.2 (Life Cycle Support up to level 2) 
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Vulnerability Analysis _ 
Advanced Methodical 
Vulnerability Analysis11 

It is the highest possible level for vulnerability analysis and 
penetration testing. It requires the SE to resist all Common 
Criteria referenced attacks on chip cards, either through 
software, hardware or combination of both. It is traditionally 
labelled as "highly resistant". 

TABLE 10: TYPE OF ASSURANCE AUGMENTATION 844 

It is the responsibility of the SE and MCP application suppliers, together with their own suppliers 845 
higher up in the supply chain, to decide how the security requirements are best met. 846 

They may choose to organise the evaluation as a composition, using a previously evaluated IC or 847 
software platform. They may choose to use protection profiles for ICs or software platforms. Here, 848 
the efficiency of composition is recognised. 849 

3.6.3.  Security requirements for Applications and Credentials for e- and m-commerce 850 

This section refers to what comprises the generic security requirements for Authentication 851 
Applications, (Mobile) Remote Payment Applications and Credentials hosted on or accessed via a 852 
consumer device (an electronic or mobile device). 853 

3.6.3.1. (M)RP related data types and locations 854 

The figure below lists a number of categories12 that might be considered to help define generic 855 
security requirements for the (M)RP related data. These categories have been identified, based on 856 
the type of (M)RP related data (applications or credentials), their location for storage and 857 
processing, and the possible presence of a TEE, next to an SE / TPM or a Secured Server. The 858 
categories where a secure environment is not involved are not covered in this document. 859 

                                                      

11 AVA_VAN.5 (vulnerability analysis up to level 5) 
12 This list is not meant to be exhaustive; other categories may involve components such as a mobile wallet. 
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Categ
ory 

(M)RP related data 

Type 

(M)RP 

related data 

Access 

SE/TPM 
on 

consumer 
device 

Secured 
Server 

 

TEE on 
consumer 

device 

 

1 Credentials 
Manually entered by 

cardholder 

N - N 

N - Y 

2a Credentials 
Stored on the consumer 

device 

N - N 

N - Y 

Y - N 

Y - Y 

2b Credentials 
Stored outside the 
consumer device 

- Y N 

- Y Y 

3a 
(M)RP / Authentication 

Application 
Stored on the consumer 

device 

Y - N 

Y - Y 

3b 
(M)RP / Authentication 

Application 
Stored outside the 
consumer device 

- Y N 

- Y Y 

FIGURE 11: TYPICAL EXAMPLES OF LOCATIONS FOR STORAGE AND PROCESSING OF (M)RP RELATED DATA 860 

The figure shall be interpreted as follows: 861 

 For category 1, if credentials are manually entered, there is no storage on the secure device 862 
but TEE may be present.  863 

 For category 2a, the credentials may be stored on the consumer device, in a SE/TPM or not 864 
and each comes with the possible presence of a TEE. 865 

The security requirements for the categories 1, 2a and 2b, 3a and 3b are covered respectively in 866 
sections 3.6.3.2, 3.6.3.3 and 3.6.3.4. 867 

3.6.3.2. Security Requirements for (M)RP Credentials Manually Entered by Cardholder 868 

In the first two entries listed under category  1 in Figure 11, the (M)RP related data used at the time of the 869 
e- or m-commerce transaction are the credentials of a physical card. 870 
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 In the first entry whereby a TEE is not present, no additional security requirements need to be 871 
defined since (M)RP related data are not stored in or accessed via the electronic / mobile device 872 
and the security requirements for physical cards apply. 873 

 In the second entry whereby a TEE is present, the reader is referred to section 3.6.3.5 for more 874 
details. 875 

3.6.3.3. Security Requirements for Secure Environments and (M)RP Credentials 876 

This section refers to what comprises the generic security requirements for a secure environment 877 
with (M)RP  Credentials. It details the following: 878 

 Scope of evaluation, what parts & functions of the secure environment and (M)RP related 879 
data are to be evaluated; 880 

 Security Objectives & Assurance Level, an outline of the main security requirements. 881 

In order to provide an understanding of how this section can be used and what is required for a 882 
security evaluation, the reader is referred to Book 5, describing the Evaluation and Certification 883 
Methodology. 884 

3.6.3.3.1. Security objectives 885 

The following Security Objectives apply for a secure environment storing  (M)RP credentials . 886 

DP_S DATA PROTECTION 

The secure environment protects sensitive data from corruption and disclosure when 
required. 

DP_S1 O.SECRECY The secure environment shall ensure that the storage 
and the manipulation of their sensitive information are 
protected against unauthorised disclosure: 

 Secure environment Management Keys. 

DP_S2 O.INTEGRITY The secure environment shall ensure that sensitive 
information managed or manipulated by the secure 
environment is securely protected against any 
corruption or unauthorised modification: 

 Secure environment configuration and 
management data; 

 Data, such as PAN, expiry date … 

FIGURE 12: SECURITY REQUIREMENTS FOR SECURE ENVIRONMENTS AND (M)RP CREDENTIALS 887 

3.6.3.3.2. Assurance Level 888 

 The same assurance level as in section 3.6.2.3 shall be met. 889 
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3.6.3.4. Security Requirements for Secure Environments and (M)RP / Authentication 890 
Applications 891 

This section includes the generic security requirements for a secure environment with an (M)RP / 892 
Authentication Application. It details the following: 893 

 Scope of evaluation, what parts & functions of the secure environment and (M)RP related data are 894 
to be evaluated; 895 

 Security Objectives & Assurance Level, an outline of the main security requirements. 896 

In order to provide an understanding of how this section can be used and what is required for a security 897 
evaluation, the reader is referred to Book 5, describing the Evaluation and Certification Methodology. 898 

3.6.3.4.1. Scope of the Evaluation 899 

The Target of Evaluation covers all security aspects and data types (as per Figure1). It includes all hardware 900 
and software parts of the secure environment and (M)RP related data needed to perform the payment 901 
functionality and to enforce its security. 902 

While each payment scheme will specify its own requirements for (M)RP data type, access and 903 
environments, it is assumed that the following capabilities may be supported: 904 

 CVM; 905 
 (M)RP risk management; 906 
 On-line authentication and communication (e.g. authorisation) with the (M)RP issuer; 907 
 Off-line authentication/authorisation in a secure environment by the electronic / mobile device (e.g. 908 

by a dedicated (M)RP Application or Authentication Application); 909 
 Transaction completion; 910 
 (M)RP risk parameters update. 911 

The security requirements specified in the following sections can be used by any (M)RP or Authentication 912 
Application that supports all or a subset of the functionalities listed above. 913 

Security Objectives are high-level, free-text expression of main security requirements. 914 

Assurance Level indicates the expected resistance of security features implemented by the secure 915 
environment in order to meet its security objectives. 916 

  917 
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3.6.3.4.2. Security objectives 918 

The following Security Objectives apply for remote e- or m-commerce transactions whereby a secure 919 
environment including a dedicated (M)RP or Authentication Applications is involved. 920 

TP TRANSACTION PROTECTION 

The secure environment and the (M)RP / Authentication Application enforce generation 
of unique certificates binding their users, following the transaction flow as defined by the 
(M)RP Application specifications  

TP1 O.GENUINE_ TRANSACTION_ONCE The probability that two transaction certificates 
generated by a genuine (M)RP / Authentication 
Application, including authentication certificates, 
transaction certificates, and authorisation certificates 
are equal must be very low. This is related to having 
genuine “unique” transactions. 

TP2 O.TRANSACTION_BINDING Transactions using offline CVM must bind the 
cardholder. Transactions cannot be 
modified at the advantage of an attacker; 
and certified terms of the transactions must not be 
modified, and transactions must not be modified 
such they can be denied.  

TP3 O.INTENDED_TRANSACTION_FLOW 
The normal Transaction flow as defined by the 
(M)RP / Authentication Application specifications 
must be followed and any attempt at bypassing 
expected transaction steps shall be detected.. 

TP4 O.EXHAUSTIVE_PARAMETERS The secure environment and the (M)RP / 
Authentication Application must be secure for all the 
possible values of parameters. 

SUA (M)RP / AUTHENTICATION APPLICATION AND USER AUTHENTICATION 

The (M)RP / Authentication Application provides means for its authentication and enforces 
authentication of some users in order to prevent forgery and identity usurpation. 

SUA1 O.AUTH The secure environment services must be protected 
from transaction forgery by ensuring the 
authentication of the (M)RP / Authentication 
Application during the processing of each payment 
transaction. 

SUA2 O.CH_AUTH The (M)RP / Authentication Application shall ensure 
the authentication of the cardholder while processing 
any transaction: 

 Authentication failure systematic counting; 
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 Secure authentication invalidation when CVM 
(including personal / mobile code) is blocked; 

 Secure authentication validation when CVM 
(including personal / mobile code) execution 
succeeds. 

SUA3 O.ISSUER_AUTH The (M)RP / Authentication Application shall ensure 
the authentication of the issuer for any (M)RP / 
Authentication Application management process (e.g. 
update of risk parameters) involving the issuer. 

SUA4 O.CARD_MANAGER Card13 Management processing is authorised to the 
authenticated (M)RP / Authentication Application Card 
Manager. 

EP EXECUTION PROTECTION 

The secure environment and the (M)RP / Authentication Application enforce protection of 
their services against service denial or corruption. 

EP1 O.OPERATE The secure environment and the (M)RP / 
Authentication Application must ensure the continued 
operation of their services: the application and 
embedded application resources shall be available 
under normal conditions of use of the secure 
environment. 

EP2 O.ISOLATION The secure environment and the (M)RP / 
Authentication Application shall ensure application 
isolation between the (M)RP / Authentication  
Application  and all other application(s), such that no 
other application can read or modify application data 
within this secure environment. 

DP DATA PROTECTION 

The secure environment and the (M)RP / Authentication Application protect sensitive data 
from corruption and disclosure when required. 

DP1 O.SECRECY The secure environment and the (M)RP / 
Authentication Application shall ensure that the 
storage and the manipulation of their sensitive 
information are protected against unauthorised 
disclosure: 

 Secure environment Management Keys; 

                                                      

13 In this case, the card should be interpreted as the secure environment where the application resides. 
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 Application Management Keys; 

 Application Reference CVM; 

 Application Transaction CVM. 

DP2 O.INTEGRITY The secure environment and the (M)RP / 
Authentication Application shall ensure that sensitive 
information managed or manipulated by the secure 
environment or application is protected against any 
corruption or unauthorised modification: 

 Secure environment configuration and 
management data; 

 Application data, such PAN, expiry date, static 
authentication data …; 

 Application Keys; 

 Application Risk Parameters; 

 Application Reference CVM; 

 Application Transaction Parameters; 

 Application Transaction Data 

 POI (Transaction) Data when operated by the 
(M)RP / Authentication Application 

DP3 O.CRYPTO The (M)RP / Authentication  Application keys and 
Payment Application reference CVM must be 
protected from potential exploitation of  
implementation security weaknesses that would lead 
to their values being determined and obtained. 

SP SERVICES PROTECTION 

The secure environment and the (M)RP / Authentication Application enforce their own 
security policy to prevent provided services from being attacked. 

SP1 O.RISK_MNGT The secure environment and the (M)RP / 
Authentication Application shall ensure that (M)RP / 
Authentication Application Risk Management features 
cannot be corrupted or manipulated: 

 System and security counters; 

 Risk parameters (limits and counters). 

SP2 O.EPA_ISSUER The secure environment shall ensure that the supplier  
of the secure environment is the only external user 
able to read and modify secure environment 
management features and data. 

The secure environment and the (M)RP / 
Authentication Application shall ensure that the issuer 
of the (M)RP / Authentication Application is the only 
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external user able to read and modify (M)RP / 
Authentication Application features and data. 

SP3 O.DETECTION The secure environment and the (M)RP / 
Authentication Application shall administrate the 
detection of security violations: corruption of sensitive 
content, access to restricted area or improper 
conditions of use of the secure environment. 

MP (M)RP / AUTHENTICATION APPLICATION PROTECTION 

The application is adequately protected from corruption. 

MP1 APP.CERTIFICATION Combined certification of the platform (secure 
environment) + the (M)RP / Authentication Application 
residing on it shall be executed. 

MP2 APP.INTERFERENCE Verification of all other basic applications that are 
residing on the platform (secure environment) shall be 
executed. 

FIGURE 13: SECURITY REQUIREMENTS FOR SECURE ENVIRONMENTS AND (M)RP / AUTHENTICATION APPLICATIONS 921 

3.6.3.4.3. Assurance level 922 

Assurance is ground for confidence that a product meets its security objectives. The evaluation 923 
methodology will provide assurance through an evaluation of the product in order to determine its 924 
security properties. Greater assurance results from a greater evaluation effort, through a broader 925 
scope, a greater attention to fine details or a more formal evaluation process. 926 

The assurance level to be associated with the above Security Objectives for secure environments 927 
shall be equivalent to the assurance package defined as EAL4+ in the Common Criteria 928 
methodology14. Nevertheless an EAL4+ set of assurance requirements shall be augmented by using 929 
the following criteria: 930 

                                                      

14 Common Criteria Part 3 contains a catalogue of Security Assurance Requirements (SAR) and defines a set of  
 Evaluation Assurance levels (EAL) numbered from 1 to 7, each level containing more or higher Security Assurance 
Requirements than the one before. 
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Type of assurance 
augmentation 

Description 

Life Cycle Support _ 
Sufficiency of security 
measures15 

The developer is required to take sufficient measures to ensure integrity 
and/or authenticity of the product at development time and throughout 
secure deliveries during product life cycle (e.g. to secure environment 
manufacturer, secure environment issuer, (M)RP / Authentication 
Application loader). 

Vulnerability Analysis _ 
Advanced Methodical 
Vulnerability Analysis16. 

It is the highest possible level for vulnerability analysis and penetration 
testing. It requires the secure environment to resist all Common Criteria 
referenced attacks on chip cards, either through software, hardware or 
combination of both. It is traditionally labelled as "highly resistant". 

FIGURE 14: TYPE OF ASSURANCE AUGMENTATION 931 

It is the responsibility of the secure environment and application suppliers, together with their own 932 
suppliers higher up in the supply chain, to decide how the security requirements are best met. 933 

They may choose to organise the evaluation as a composition, using a previously evaluated IC or 934 
software platform. They may choose to use protection profiles for ICs or software platforms. Here, 935 
the efficiency of composition, as for instance specified by GlobalPlatform (see [GP1]) is recognised. 936 
It is also appreciated that IC evaluation gives advanced notice on the capacity of IC state-of-the-art 937 
technology to defeat attackers. Therefore SE/TPM suppliers are encouraged to resort to it. 938 

3.6.3.5. Security Requirements for TEE and (M)RP Related Data 939 

In a consumer device, applications typically are executed in an environment provided and managed 940 
by a Rich OS, the so-called REE (Rich Execution Environment) which is outside the Trusted Execution 941 
Environment (TEE). This environment and applications running on it are considered un-trusted. 942 

A TEE can be defined as a dedicated execution environment providing security features such as 943 
isolated execution, integrity of applications along with confidentiality of their assets for the 944 
deployment of sensitive services. It complements SEs / TPMs for handling sensitive assets, brings 945 
security to interaction with the cardholder and has the potential to control data flows in the 946 
consumer device.  947 

The TEE runs alongside the Rich OS and provides security services to that rich environment and 948 
applications running inside the environment. A set of TEE APIs allows the communication from the 949 
REE to run Trusted Applications within the TEE. 950 

The interfaces between the main components are represented in Figure 15. 951 

                                                      

15 ALC_DVS.2 (Life Cycle Support up to level 2) 

16 AVA_VAN.5 (vulnerability analysis up to level 5) 
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 952 

FIGURE 15: EXAMPLE OF A TEE MODEL 953 

The model identifies API interfaces and a communication agent within the REE: 954 

 These APIs allow access to some TEE services, such as cryptography or trusted storage and 955 
enable the execution of a Client Application in the Rich OS to access and exchange data with 956 
a Trusted Application running inside a TEE. The TEE API in the REE enables the standard 957 
communication with the TEE and is used by the Client Application. 958 

 The REE Communication Agent provides REE support for messaging between the Client 959 
Application and the Trusted Application. 960 

Note: A mobile device has a set of peripherals that may be controlled either by the REE or by the 961 
TEE but not by both at the same time. Therefore, when a peripheral is under the control of the TEE 962 
and cannot receive a request from the REE, it is referred to as a trusted peripheral (sometimes also 963 
referred to as a peripheral in "Trusted User Interface (TUI) mode17). 964 

3.6.3.5.1. Security objectives 965 

The following Security Objectives apply for e- or m-commerce transactions whereby a TEE is 966 
involved. 967 

 968 

DPTEE DATA PROTECTION 

The TEE protects sensitive data from corruption and disclosure when required. 

                                                      

17 More information on the TUI is provided in [GP4]. 
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DPTEE1 TEE.SECRECY The TEE shall provide a safe area18 (a trusted storage) on the 
consumer device to protect sensitive information from 
unauthorised access. 

The TEE shall ensure that the storage of the sensitive 
information are protected against unauthorised access: 

 TEE configuration and management data; 

 Data, such as PAN, expiry date … 

This trusted storage must be bound to the consumer device 
such that no unauthorised internal or external attacker may 
access, copy or modify the data contained. 

DPTEE2 TEE.INTEGRITY The TEE shall ensure that sensitive information managed or 
manipulated by the TEE is securely protected against any 
corruption or unauthorised modification by notifying any 
corruption: 

 “Trusted” screen on the consumer device that securely 
displays (M)RP credentials and transaction data; 

 A keyboard not accessible through the REE that may be 
used to securely enter credentials, mobile code … 

SUATEE (M)RP / AUTHENTICATION APPLICATION AUTHENTICATION 

The (M)RP / Authentication application provides means for its authentication to be 
eligible for an execution within the TEE. 

SUATEE1 TEE_MANAGER TEE processing is authorised to the authenticated (M)RP / 
Authentication Applications. 

EPTEE EXECUTION PROTECTION 

The TEE and the (M)RP / Authentication Application enforce protection of their 
services against service denial or corruption. 

EPTEE1 O.OPERATE The TEE and the (M)RP / Authentication Application must 
ensure the continued operation of their services: the 
application and application resources shall be available under 
normal conditions of use of the TEE. 

EPTEE2 O.ISOLATION The TEE and the (M)RP / Authentication application shall 
ensure application isolation through a secure data sharing 
mechanism between the TEE and the rest of the consumer 
device (including the REE). This means that no other application 

                                                      

18 Note that a TEE “trusted storage” is not considered hardware tamper resistant such as an SE and offers a level of 
security between a Rich OS and a typical SE. A TEE may complement the SE by providing a TUI. 
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shall be able to access or modify (M)RP / Authentication 
Application data without authorisation by the data sharing 
mechanism. 

Figure 16: SECURITY REQUIREMENTS FOR A TEE AND (M)RP RELATED DATA 969 

3.6.3.5.2. Assurance Level 970 

Assurance is ground for confidence that a product meets its security objectives. The evaluation 971 
methodology will provide assurance through an evaluation of the product in order to determine its 972 
security properties. Greater assurance results from a greater evaluation effort, through a broader 973 
scope, a greater attention to fine details or a more formal evaluation process. 974 

The assurance level to be associated with the above Security Objectives for secure environments 975 
shall be equivalent to the assurance package defined as EAL2+ in the Common Criteria 976 
methodology (see ISO 15408), whereby AVA_VAN.2 is refined to increase the attack potential from 977 
Basic to Enhanced-Basic. 978 

3.7. POI Security Requirements 979 

This section specifies the security requirements for POIs: physical POI for local transactions, virtual 980 
POI for e- & m- commerce and physical POI and virtual terminal for MOTO. 981 

3.7.1. Physical POI (for local transactions) 982 

Vendors wishing to design, develop and submit a POI product for assessment against the 983 
requirements of this book will do so as described in Section 2.6.2, choosing the applicable sections 984 
of the book and appropriate criteria to apply to the product in question. This approach avoids the 985 
repetition for example of a ‘Core’ section which may apply to a number of different elements. 986 

3.7.1.1. Introduction 987 

This section defines the applicable security requirements for all POI. These requirements are 988 
derived from PCI PTS requirements and from the CAS/OSeC requirements referred to in the table 989 
as “EPC Plus”. They apply to all terminal types including stand-alone terminals, unattended POS 990 
terminals, encrypting PIN pad (EPP), contact or contactless acceptance, non PIN accepting devices, 991 
Mobile POS devices etc. These requirements are described in terms of evaluation modules that will 992 
allow significantly different configurations and POS architectures to be specified and evaluated 993 
with differing functionality to meet specific market needs. A benefit of this modular approach is 994 
that it will help vendors and developers conducting modular approvals or maintaining existing 995 
approvals to optimize evaluation costs and time, particularly when laboratories are reviewing non-996 
conventional architectures. 997 

What follows is a complete list of harmonized security requirements for SEPA, categorised under 998 
the following modules: 999 
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 CORE - physical and logical requirements for PIN protection 1000 

 INTEGRATION - requirements for POI architectures with integrated components 1001 

 OPEN PROTOCOLS - requirements for POI’s connected to open networks 1002 

 DATA - requirements for protection of Card Data, transaction data and POI management 1003 
data. 1004 

 DEVICE MANAGEMENT - requirements addressing the life cycle of the POI 1005 
Verb usage: The auxiliary verb shall which is presented in italic letters is used when the provided 1006 
security requirement is mandatory. The auxiliary verb should which is presented in italic letters is 1007 
used when the provided method is strongly recommended. 1008 
 1009 
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Evaluation Module 1: Core Requirements 
Note: in the following requirements, the device under evaluation is referred as the “device.” 

Note: ‘a’ requirements (e.g. A8a) are known also as ‘EPC Plus’ Requirements 

Section A – Core Physical Security Requirements 

Number Description of the requirement 

A1 The POI shall use tamper-detection and response mechanisms such that it becomes infeasible to recover or obtain the sensitive 
data. These mechanisms shall protect against physical penetration of the device and there is not any demonstrable way to disable 
or defeat the mechanism. An attack potential of at least 26 per device for identification and initial exploitation, with a minimum of 
13 for exploitation, exclusive of the IC card reader is required. 

Note: All attacks shall include a minimum of ten hours’ attack time for exploitation. 

A2 Protection against a threat shall be based on a combination of at least two independent security mechanisms. 

A3 The security of the POI shall not be compromised by altering: 

 Environmental conditions 

 Operational conditions 

A4 Sensitive functions or data shall only be used in the protected area(s) of the device. Sensitive data and functions dealing with 
sensitive data are protected from modification. An attack potential of at least 26 for identification and initial exploitation, with a 
minimum of 13 for exploitation is required. Exclusive of the IC card reader 

 

A5 There shall be no feasible way to determine any entered and internally transmitted PIN digit. An attack potential of at least 26 for 
identification and initial exploitation with a minimum of 13 for exploitation 
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A6 For determination of any PIN-security-related cryptographic key resident in the device an attack potential of at least 35 for 
identification and initial exploitation with a minimum of 15 for exploitation is required. 

Note: If the POI device has a keypad that can be used to enter non-PIN data, the device shall meet at least one of the following: A7, 
B16, or E3.4. as appropriate. 

A7 The unauthorized alteration of prompts for non-PIN data entry into the PIN entry key pad such that PINs are compromised shall 
not occur. An attack potential of at least 18 per device for identification and initial exploitation with a minimum of 9 for exploitation 
is required. 

A8 The POI shall provide a means to deter the visual observation of PIN values as they are being entered by the cardholder. 

A8.a The POI should have a privacy shield. However if a privacy shield is in place then it shall be in accordance with [EPC Guidelines on 
Privacy Shields.]. 

A9 It shall not be feasible to penetrate the device and associated hardware or software, in order to determine or modify magnetic-
stripe track data. An attack potential of at least 16 per device, for identification and initial exploitation, with a minimum of 8 for 
exploitation is required. 

A10 Secure components intended for unattended devices shall contain an anti-removal mechanism. Defeating or circumventing this 
mechanism shall require an attack potential of at least 18 per device for identification and initial exploitation, with a minimum of 
9 for exploitation is required. 

A11 If PIN entry is accompanied by audible tones, the tone for each entered PIN digit is indistinguishable from the tone for any other 
entered PIN digit. 
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Section B - Core Logical Security Requirements 

Number Description of the requirement 

B1 The POI shall perform a regular self-test, which includes integrity and authenticity tests to check whether the POI is in a 
compromised state. In the event of a failure, the POI and its functionality fail in a secure manner. The POI shall reinitialize memory 
at least every 24 hours 

B2 The POI’s functionality shall not be influenced by logical anomalies which could result in the POI outputting the clear-text PIN or 
other sensitive data. 

B3 The firmware and any changes thereafter, have been inspected and reviewed using a documented and auditable process, and 
certified as being free from hidden and unauthorized or undocumented functions. 

B3.a The vendor’s processes in Requirement B3 shall be evaluated by the testing laboratory. 

B4 If the POI shall allow updates of firmware, the POI shall cryptographically authenticates the firmware. 

All firmware updates shall be cryptographically authenticated by the device or rejected and deleted  

B4.1 If the POI allows software application and/or configuration updates, the firmware shall use state of the art authentication 
mechanisms consistent with B4. 

B5 The device never displays the entered PIN digits in clear text, and it shall not be possible to determine the PIN from any displayed 
characters or digits 
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B619 Sensitive data shall not be retained any longer, or used more often, than strictly necessary. The POI shall automatically clear its 
internal buffer after sensitive data e.g. the PIN was processed, or after a determined period of inactivity. Online PINs shall be 
encrypted within the device immediately after PIN entry is complete 

B7 Access to sensitive services requires authentication. Sensitive services provide access to the underlying sensitive functions. 
Sensitive functions are those functions that process sensitive data. Entering or exiting sensitive services shall not reveal or 
otherwise affect sensitive data. 

B8 To minimize the risks from unauthorized use of sensitive services, limits on the number of actions that can be performed and a 
time limit imposed, after which the POI is forced to return to its normal mode. 

B9 If random numbers are generated by the POI in connection with security over sensitive data, the random number generator shall 
be assessed to ensure it is generating numbers sufficiently unpredictable. 

B10 The POI shall have characteristics that prevent or significantly deter the use of the device for exhaustive PIN determination. 

B10.a The POI shall have characteristics that prevent the use of the POI for exhaustive PIN determination. 

B11 The key-management techniques implemented in the POI shall conform to ISO 11568 and/or ANSI X9.24. Key-management 
techniques shall support the ANSI TR-31 key derivation methodology or an equivalent methodology. 

B12 The PIN-encryption technique implemented in the POI shall be a technique included in ISO 9564. 

B13 It shall not be possible to encrypt or decrypt any random data using a key stored within the device. 

The encryption or decryption of data shall only be possible using dedicated keys  

The device must enforce that all dedicated keys shall have different values. 

                                                      

19 Requirement B6 is not intended to prevent PIN change for a proprietary Card scheme. 
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B14 There shall be no mechanism in the device that would allow the outputting of a private or secret clear-text key from a given security 
component into a component of lesser security. 

B15 The entry of any other transaction data shall be separate from the PIN-entry process. If other data and the PIN are entered on the 
same keypad, the other data entry and the PIN entry shall be clearly separate operations. 

Note: If the POI device has a keypad that can be used to enter non-PIN data, the device shall meet at least one of the following: A7, B16, or 
E3.4. 

 A7 applies to any components or paths containing plaintext display signals between the cryptographic processor and display unit. 

 B16 applies to devices that allow for updates of prompts or use cryptography to communicate with a display, whether performed by the 
vendor or the acquirer. 

 E3.4 is appropriate for unattended devices that do not meet any of the aforementioned. 

B16 All prompts for non-PIN data entry shall be under the control of the cryptographic unit of the device and requiring an attack 
potential of at least 18 per device for identification and initial exploitation with a minimum of 9 for exploitation20 to circumvent. If 
the prompts are stored inside the cryptographic unit, they cannot feasibly be altered without causing the erasure of the unit’s 
cryptographic keys. If the prompts are stored outside the cryptographic unit, cryptographic mechanisms shall exist to ensure the 
authenticity and the proper use of the prompts and that modification of the prompts or improper use of the prompts is prevented. 

B17 If the POI supports multiple applications, it shall enforce the separation between applications. It shall not be possible that one 
application interferes with or tampers with another application or the OS of the device 

B18 The operating system of the POI shall contain only the software necessary for the intended operation. The operating system shall 
be configured securely and run with least privilege. 

                                                      

20 As defined in Appendix B of the PCI PTS POI DTRs. 
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B19 The vendor shall provide adequate documented security guidance for the integration of any secure component into the POI.  

B20 A security policy addressing the proper use of the device in a secure fashion shall be available for the user. This security policy shall 
define the roles supported by the device and indicate the services available for each role. The POI is capable of performing only its 
designed functions - i.e., there is no hidden functionality. The only approved functions performed by the POI shall be those allowed 
by the policy. 

Section C - Online PIN Security Requirement 

Number Description of the requirement 

C1 The POI shall be  protected against and prohibits unauthorised key replacement and key misuse. 

Section D - Offline PIN Security Requirements 

Number Description of the requirement 

D1 It shall neither be feasible to penetrate the ICC reader in order to determine or modify any sensitive data, without requiring an 
attack potential of at least 20 for identification and initial exploitation, with a minimum of 10 for exploitation nor shall it be possible 
for both an ICC card and any other object to reside within the card insertion slot. 

Note: All attacks shall include a minimum of ten hours’ attack time for exploitation. 

D2 The opening for the insertion of the IC card shall be in full view of the cardholder during card insertion. 

D3 The ICC reader shall be constructed in a manner that objects not belonging to it can be observed by the cardholder. 

D4 PIN protection during transmission between the device encrypting the PIN and the ICC reader shall apply to both integrated and 
non-integrated combinations, according to the relevant sections of IS 9564-1 and [EMV Book 2]. 
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Evaluation Module 2: POS Terminal integration 

Current desk POIs used in face-to-face transactions can be characterised as devices where PIN entry functionality is a secure logical and physical 
perimeter. However it is also practical to evaluate the security of individual components or their combinations (card readers, display, keypads, 
or secure processors). The POS Terminal Integration Evaluation Module ensures that the integration of previously evaluated components does 
not impair the overall security as stated in the security requirements. This module also supports the cost effective maintenance of components 
and includes security management requirements applicable to the integrated device. 

Note: in the following requirements, the device under evaluation is referred as the “device.” 

Section E - POI Integration Security Requirements 

Number Description of the requirement 

Configuration Management 

E1 Any secure component integrated into a device submitted for evaluation shall have a clearly identified physical and logical security 
perimeter. 

Integration of PIN Entry Functions 

E2.1 The logical and physical integration of a PCI-approved secure component (or components) into a PIN entry POI terminal shall not 
impact the overall PIN protection level. 

E2.2 The design of the PIN entry area of the POI shall not facilitate fraudulent placement of an overlay over the PIN entry area and its 
environment. 
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An overlay attack shall require an attack potential of at least 18 for identification and initial exploitation, with a minimum of 9 for 
exploitation21. 

Integration into a POS Terminal 

E3.1 The logical and physical integration of an approved secure component into the POI shall  not create new attack paths to the PIN. 

E3.2 The POI shall be equipped with mechanisms to prevent attacks aiming at retaining and stealing the payment card. 

E3.3 There shall be a clear logical and/or physical separation between secure components and non-secure components integrated into 
the same POI. 

Note: If the POI device has a keypad that can be used to enter non-PIN data, the device shall meet at least one of the following: A7, B16, or E3.4. 

 A7 applies to any components or paths containing plaintext display signals between the cryptographic processor and display unit. 

 B16 applies to devices that allow for updates of prompts or use cryptography to communicate with a display, whether performed by the vendor or 
the acquirer. 

 E3.4 is appropriate for unattended devices that do not meet any of the aforementioned. 

E3.4 The POI shall enforce cryptographic authentication of the correspondence between the display messages visible to the cardholder 
and the operating state of the POI. Where commands for data entry are from an external device, these commands must be 
authenticated 

The alteration of the correspondence between the display messages visible to the cardholder and the operating state of the PIN 
entry device shall not occur without requiring an attack potential of at least 18 per POI for identification and initial exploitation 
with a minimum of 9 for exploitation22. 

                                                      

21 As defined in Appendix B of the PCI PTS POI DTRs. 

22 As defined in Appendix B of the PCI PTS POI DTRs. 
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E3.5 The PIN-accepting device shall be equipped with only one payment card PIN-acceptance interface, e.g. a keyboard. If another 
interface is present which can be used as a keyboard, a mechanism shall exist to prevent its use for PIN entry or it is controlled in 
a manner consistent with B16. 

Removal Requirements 

E4.1 The POI shall be protected against unauthorized removal. Defeating or circumventing this mechanism shall require an attack 
potential of at least 18 per device for identification and initial exploitation, with a minimum of 9 for exploitation23. 

E4.2 The vendor documents, maintains and makes available to customers or integrators shall detail on how to implement the protection 
system against unauthorized removal. 

E4.3 For each embedded device, the protection system against unauthorised removal shall be properly implemented as documented 
by the manufacturer. 

Evaluation Module 3: Open Protocols 

This set of requirements ensures that the POI using open security protocols and open communications protocols to access public networks 
do not have public domain vulnerabilities. These security protocols can be used to provide additional security services to protect transaction 

data, i.e. transaction message integrity and authenticity between the POI and the host and the POI authenticity. 

Section F – Discovery 

                                                      

23 As defined in Appendix B of the PCI PTS POI DTRs. 
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Number Description of the requirement 

F1 All public domain protocols and interfaces available on the  POI shall be clearly identified in the Open Protocols Module. All 
protocols and interfaces available on the POI shall be accurately identified and described. 

Section G – Vulnerability Assessment 

Number Description of the requirement 

G1 The POI vendor shall have internal policies and procedures that ensure that the vendor maintains an effective process for 
detecting vulnerabilities that may exist within their device. This process is expected to be robust enough to include all interfaces 
defined in the Open Protocols Module. This process shall be effective enough to detect vulnerabilities which may have not been 
publicly known during the last vulnerability assessment. 

G2 The POI shall undergo a vulnerability assessment to ensure that the protocols and interfaces listed in the Open Protocols Module 
do not contain exploitable vulnerabilities. 

G3 The platform vendor shall have vulnerability disclosure measures in place for the POI. 

Section H – Vendor Guidance 

H1 The POI shall have security guidance that describes how protocols and services must be used for each interface that is available on 
the platform identified in the Open Protocols Module. 

H2 The POI shall have guidance that describes the default configuration for each protocol and services for each interface that is 
available on the platform. 

H3 The POI shall have has guidance for key management accurately describing how all keys and all certificates must be used. 
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Section I – Operational Testing 

I1 The POI shall have all the security protocols that are available on the POI clearly identified in the Open Protocols Module. 

I2 The POI shall implement appropriate cryptography to be able to provide confidentiality of data sent over a network connection, in 
accordance with [EPC Crypto]. 

I3 The POI shall implement appropriate cryptography to be able to provide integrity of data that is sent over a network connection, 
in accordance with [EPC Crypto]. 

I4 The POI shall implement appropriate authentication mechanisms to be able to authenticate the server, in accordance with [EPC 
Crypto]. 

I5 The POI shall be able to detect replay of messages, and shall enable the secure handling of the exceptions. 

I6 The POI shall implement session management. 

a. The POI shall keeps track of all connections and restricts the number of sessions that can remain active on the platform to 
the minimum necessary number. 

b. The POI shall sets time limits for sessions and ensures that sessions are not left open for longer than necessary. 

 

Section J – Maintenance 
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J1 The device vendor shall provide and maintain guidance describing configuration management for the device.  

a. The guidance shall be at the disposal of internal users, and/or of application developers, system integrators and end-users 
of the platform. 

b. The guidance covers the complete platform; including firmware, applications, certificates and keys. 

c. The guidance shall cover the complete life cycle of the platform 

d. The guidance shall ensure that unauthorised modification is not possible. 

e. The guidance shall ensure that any modification of an approved platform that impacts security, results in a change of the 
platform identifier. 

 

J2 The platform vendor shall have maintenance measures in place. 

a. The maintenance measures shall be documented. 

b. The maintenance measures shall ensure timely detection of vulnerabilities that apply to the platform by periodical 
execution of a vulnerability assessment. 

c. The maintenance measures shall ensure timely assessment and classification of newly found vulnerabilities. 

d. The maintenance measures shall ensure timely creation of mitigation measures for newly found vulnerabilities that may 
impact platform security. 

J3 Deployed devices can be updated, and the platform vendor provides and maintains guidance describing how the update 
mechanism shall be used. 

J4 The update mechanism shall ensure confidentiality, integrity, authentication, and protection against any attack. If the device allows 
software and/or configuration updates, the device shall cryptographically authenticate the update. If the authenticity is not 
confirmed, the update shall be rejected and deleted. 
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Evaluation Module 4: Secure Reading and Exchange of Data (SRED) 

This module defines requirements for cardholder account data protection. The security services used to protect account data can also be 
used to protect transaction data (for example by providing transaction message confidentiality, integrity and authenticity). Specific controls 

to achieve this additional functionality are described in the table of applicability, later in this book. 

Section K – Protection of Card Data during Data Retrieval 

K1 All account data shall either be encrypted immediately upon entry or shall be entered in clear-text into a secure device and 
processed within the secure controller of the POI. 

K1.1 The POI shall protect all account data upon entry and there shall be no method of accessing the clear-text account data without 
defeating the security of the POI. Defeating or circumventing the security mechanism requires an attack potential of at least 16 for 
identification and initial exploitation, with a minimum of 8 for exploitation24. 

Note: MSRs and ICCRs shall meet the attack potentials stipulated in A10 and D1 respectively. 

K1.2 Failure of a single security mechanism shall not compromise the POI security. Protection against a threat shall be based on a 
combination of at least two independent security mechanisms. 

K2 The logical and physical integration of an approved secure card reader into a PIN entry device shall not create new attack paths to 
the account data. The account data shall be protected from the input component to the secure controller of the POI. 

                                                      

24 As defined in Appendix B of the PCI PTS POI DTRs. 
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K3 Determination of any cryptographic keys by penetration of the POI and/or by monitoring emanations from the device, requires an 
attack potential of at least 26 for identification and initial exploitation with a minimum of 13 for exploitation25. 

K3.1 Public keys shall be stored and used in a manner that protects against unauthorized modification or substitution. Unauthorised 
modification or substitution requires an attack potential of at least 26 for identification and initial exploitation with a minimum of 
13 for exploitation26. 

K4 All account data shall be encrypted using only appropriate encryption algorithms and modes of operation in accordance with [EPC 
Crypto] 

K5 If remote key distribution is used, the POI shall support mutual authentication between the sending key distribution host and receiving 
device. 

K6 The POI shall support data origin authentication of encrypted messages. 

K7 Keys that reside within the POI to support data encryption shall be unique per device. 

K8 Encryption or decryption of any arbitrary data using any account data-encrypting key or key-encrypting key contained in the POI shall 
not be permitted. 

The POI shall enforce that all different keys for different purposes have different values. 

K9 If the POI may be accessed remotely for the purposes of administration, all access attempts shall be cryptographically authenticated. 
If the authenticity of the access request cannot be confirmed, the access request shall be denied. 

K10 The firmware, and any changes thereafter, shall be inspected and reviewed consistent with B3. 

                                                      

25 As defined in Appendix B of the PCI PTS POI DTRs. 

26 As defined in Appendix B of the PCI PTS POI DTRs. 
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K11.1 The firmware shall confirm the authenticity of all applications loaded onto the terminal consistent with B4. If the POI allows software 
application and/or configuration updates, the POI shall cryptographically authenticate all updates consistent with B4. 

K11.2 The vendor shall provide clear security guidance consistent with B2 and B6 to all application developers to ensure: 

 That it is not possible for applications to be influenced by logical anomalies. 

 That account data is not retained any longer, or used more often, than strictly necessary. 

K12 If the POI allows updates of firmware, the POI shall cryptographically authenticate the firmware and if the authenticity is not 
confirmed, the firmware update shall be rejected and deleted. 

K13 The device’s functionality shall not be influenced by logical anomalies consistent with B2. 

K14 If the POI is capable of communicating over a network or uses a public domain protocol, then requirements specified in Open 
Protocols Requirements shall be met. 

K15 When operating in encrypting mode, there shall be no mechanism in the POI that would allow the outputting of clear-text account 
data. Changing between an encrypting and non-encrypting mode of operation shall require explicit authentication. 

K15.1 When operating in encrypting mode, the secure controller shall only release clear-text account data to authenticated applications 
executing within the POI. 

K15.2 Account data shall not be retained any longer, or used more often, than strictly necessary.  

K16 If the POI is capable of generating surrogate PAN values to be outputted outside of the device, it shall not be possible to determine 
the original PAN knowing only the surrogate value. 

K16.1 If using a hash function to generate surrogate PAN values, input to the hash function shall use appropriate random data. 



   Volume v7 Book 4 Release 2 Version 50 / May 2016 

SCS Volume v7.5 - Book 4 - Security Requirements  69 

K16.2 If using a hash function to generate surrogate PAN values, the random data shall be kept secret and appropriately protected. 
Disclosure of the salt cannot occur without requiring an attack potential of at least 16 per device for identification and initial 
exploitation with a minimum of 8 for exploitation27. 

K17 The key-management techniques implemented in the device shall be consistent with B11. 

K18 The POI shall have characteristics that prevent or significantly deter the use of the POI for exhaustive PAN determination. 

K19 Environmental or operational conditions shall not be altered to compromise the security of the device, or cause the device to 
output clear-text data. 

K20 If the POI supports multiple applications, it shall enforce the separation between applications consistent with B17. 

K21 The following features of the POI’s operating system shall be in place: 

 The operating system of the device shall contain only the software necessary for the intended operation. 

 The operating system shall be configured securely and run with least privilege. 

 The security policy enforced by the device shall not allow unauthorized or unnecessary functions. 

API functionality and commands that are not required to support specific functionality shall be disabled (and where possible, 
removed). 

K22 Access to sensitive services shall require authentication. Entering or exiting sensitive services shall not reveal or otherwise affect 
sensitive data. 

K23 Sensitive services shall be protected from unauthorized use consistent with B8. 

                                                      

27 As defined in Appendix B of the PCI PTS POI DTRs. 
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Evaluation Module 5: Device Management Security Requirements 

Note: in the following requirements, the device under evaluation is referred as the “device”. 

Section L – During Manufacturing 

L0 L requirements shall be checked by the testing lab. This includes a periodic site visit regarding critical steps in the manufacturing 
process (excluding the key loading).28 

L1 Change-control procedures shall be in place so that any intended security-relevant change to the physical or functional 
capabilities of the POI causes a re-certification of the POI under the Core PIN Entry and/or POI Integration Security Requirements 
of this document. 

L2 The certified firmware shall be protected and stored in such a manner as to preclude unauthorized modification during its entire 
manufacturing life cycle–e.g. by using dual control or standardized cryptographic authentication procedures. 

L3 The POI shall be assembled in a manner that the components used in the manufacturing process are those components that 
were certified by the Core PIN Entry and/or POI Integration Security Requirements evaluation, and that unauthorized 
substitutions have not been made. 

L4 Production software (e.g. firmware) that is loaded to devices at the time of manufacture shall be transported, stored, and used 
under the principle of dual control, preventing unauthorized modifications and/or substitutions. 

L5 Subsequent to production but prior to shipment from the manufacturer’s or reseller’s facility, the POI and any of its components 
shall be stored in a protected, access-controlled area or sealed within tamper-evident packaging to prevent undetected 
unauthorized access to the POI or its components. 

                                                      

28 The periodic site visit plan will be detailed by guidance. 
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L6 If the POI will be authenticated at the key-loading facility or the facility of initial deployment by means of secret information 
placed in the POI during manufacturing, then this secret information shall be unique to each device, unknown and unpredictable 
to any person, and shall be installed in the POI under dual control to ensure that it is not disclosed during installation. 

L7 Security measures are taken during the development and maintenance of the POI security related components. The 
manufacturer shall maintain development security documentation describing all the physical, procedural, personnel, and other 
security measures that are necessary to protect the integrity of the design and implementation of the POI security-related 
components in their development environment. The development security documentation shall provide evidence that these 
security measures are followed during the development and maintenance of the POI security-related components. The evidence 
shall justify that the security measures provide the necessary level of protection to maintain the integrity of the POI security-
related components. 

L8 Controls shall exist over the repair process and the inspection testing process subsequent to repair to ensure that the POI has not 
been subject to unauthorized modification. 

L8a If tamper mechanisms can be reset during the repair process then for this repair process the requirements L1 till L7 and the M 
requirements shall be applicable. 
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Section M – Between Manufacturer and Initial Key Loading 

Note: in the following requirements, the device under evaluation is referred as the “device”. 

M1 The POI shall be protected from unauthorized modification and customers shall be provided with documentation in a secure way 
that provides instruction on validating the authenticity and integrity of the device. 

Where this is not possible, the POI shall be shipped from the manufacturer’s facility to the initial key-loading facility or to the 
facility of initial deployment and shall be stored and route under auditable controls that can account for the location of every POI 
at every point in time. 

Where multiple parties are involved in organizing the shipping, it shall be the responsibility of each party to ensure that the 
shipping and storage they are managing is compliant with this requirement. 

M2 Procedures shall be in place to transfer accountability for the POI from the manufacturer to the facility of initial deployment. 
Where the POI is shipped via intermediaries such as resellers, accountability shall be with the intermediary from the time at 
which they receive the POI until the time it is received by the next intermediary or the point of initial deployment. 

M3 While in transit from the manufacturer’s facility to the initial key-loading facility, the device is shipped and stored containing a 
secret that is immediately and automatically erased if any physical or functional alteration to the device is attempted. Any attempt 
of alteration must be detectable by the key loading facility. 

M4 The POI’s development security documentation shall provide means to the initial key-loading facility to assure the authenticity of 
the TOE’s security relevant components. 
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M4a In order to ensure ongoing key loading facility operational security and conformity, key loading audits shall be conducted. 

Those entities carrying out such audits shall be suitably qualified to certify conformity with the requirements of Secure key 
loading operations and Key management. 

The audit shall at least cover: 

 The operational environment of the key loading; 

 The key management environment including conduct of any key ceremonies; 

 The configuration of the key loading; 

 Any changes relevant to pre- and post-operational security. 

The subject of the Audit shall be allowed to communicate their report to the relevant bodies. 

M5 If the manufacturer is in charge of initial key loading, then the manufacturer shall verify the authenticity of the POI security-
related components. 

M5a Requirement M4a also applies to Requirement M5. 

M6 If the manufacturer is not in charge of initial key loading, the manufacturer shall provide the means to the initial key-loading 
facility to assure the verification of the authenticity of the POI security-related components. 

M6a Requirement M4a also applies to Requirement M6. 

M7 Each device shall have a unique visible identifier affixed to it. 

M8 The vendor shall maintain a manual that provides instructions for the operational management of the POI. This includes 
instructions for recording the entire life cycle of the POI security-related components and of the manner in which those 
components are integrated into a single POI, e.g.: 
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 Data on production and personalization; 

 Physical chronological whereabouts; 

 Repair and maintenance; 

 Removal from operation; 

 Loss or theft. 

Section N– Requirements for the POI payment application 

N1 The POI provides security functions. These security functions shall be called by the payment application ac-cording to a secure 
process flow as defined by the payment application.  

The following security functions shall be considered as part of the secure process flow.  

a) PIN entry 

b) Confirmation of the amount: See Ba.5. 

c) Verification of the online and offline result: see B.a2 for online and B.a4 for offline. 

d) Prompting of the transaction result: See B.a5 

e) Maintaining security related transaction data 

N1.1 The secure process flow mentioned in B.a1 shall be controlled by the POI in order that it cannot be bypassed by logical means. POI 
and payment application shall control the secure process flow. 

N1.2 Online and offline process order shall not be allowed to be manipulated. A state machine (or other solutions) that controls the 
online and offline process steps and the final status screen prompt in the application shall be present.  
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N1.3 A state machine shall control the secure process flow even if the POI is cut from the message exchange or from power supply. If 
there is no response on a request or keys are not pressed according to expected time outs the secure process flow shall react in an 
adequate way. 

 Transport layers are provided by the firmware. 

 The application layer is part of the payment application. 

N2 Security functions of the firmware implementing authentication and integrity for the online messages, including transaction data, 
shall be called by the payment application according to the secure process flow. 

For a firmware not covering all security functions for key derivation the missing functions shall be part of the payment application. 

The usage of cryptographic signature/ authentication code key management and signature/ authentication code key shall be part 
of the firmware.  

The calls for the calculation and verification of signatures/ authentication codes of online messages (requests, responses) shall be 
part of the payment application. 

N3 Any secure process flow shall only use random numbers generated by the random number generator which have been assessed 
and verified in the firmware evaluation. 

The random number generator shall be provided by the firmware. Both the payment application as well as the EMV kernel shall 
use the (assessed) random number generator provided by the firmware. 

N4 The EMV related part of the secure process shall provide for authenticity and integrity of the code and relevant security data, e.g. 
keys and management data. 

N5 It shall not be possible to bypass the display of the transaction amount by logical means. The cardholder shall not be deceived 
about the secure process flow showing him another amount than the amount being authorised. 



   Volume v7 Book 4 Release 2 Version 50 / May 2016 

SCS Volume v7.5 - Book 4 - Security Requirements  76 

This shall also hold for the key the cardholder is pressing to confirm or to cancel a transaction. The execution of functions depending 
on the user authentication shall only be allowed, e.g. the authorisation of a transaction, if the user authentication has been 
performed successfully. 

1010 
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3.7.1.2. Applicability of Requirements 1011 

To determine which of the above requirements need to be evaluated in order to assess the security 1012 
of a product, the Vendor must utilize the table and matrix below to define the core functionalities, 1013 
capabilities and therefore security of the product. For compound devices, it is possible that these 1014 
requirements are met or exceeded by the relevant module(s), if the corresponding requirements 1015 
are fully covered. 1016 

To determine which requirements apply to a device, the following steps must take place: 1017 

1. Identify which of the functionalities the device has the capability to support. 1018 

2. For each of the supported functionalities, report any marking “x” from the functionality 1019 
column to the baseline column. “x” stands for “applicable,” in which case the requirement 1020 
must be considered for possible evaluation. 1021 

Functionality Description 1022 

PIN Entry This is the functionality present for any device under test that captures the 
PIN from the cardholder and turns it into information. No assumption is 
made upon the format; this could be a PIN block, but also cover partial PIN 
information such as a digit, if this partial information is going to form a PIN 
during a legitimate transaction. 

Keys This functionality is considered whenever the device contains-even 
temporarily-keys involved in PIN security. Under the scope of this 
functionality are the secret keys of symmetric algorithms, the private and 
public keys of public key algorithms (with the limitation of scope to their 
integrity and authenticity). 

Card Reader This functionality applies whenever a device has the capability to capture 
card data, irrespective of the technology being used (i.e., it encompasses 
both the magnetic stripe and chip card readers). This is further broken 
down into ICCR and MSR functionality. 

Feedback to 
cardholder 

If a device gives feedback to the cardholder during its PIN-based 
transaction, this functionality applies. This includes but is not limited to 
auditory and visible feedback (i.e., displays). 

Terminal is a 
module 

If the device is designed to be integrated into equipment, then it applies for 
“terminal is a module” functionality. Modules are also referred to as OEM 
equipment. 

Terminal is 
compound 

A device is said to be compound if it incorporates one or more modules, to 
cover one or several of the aforementioned functionalities. Being a 
compound device does not preclude the applicability of “terminal is a 
module” functionality. Both functionalities are independent.  

Terminal 
implements 
TCPIP stack 

A device implements a TCPIP stack and associated open protocols. 
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Chip only POI The Chip only POI 

 does not allow fallback to magnetic stripe transactions. 

 does not use SDA as Offline Data Authentication method. 

 does not support Offline plaintext PIN. 

Transaction Data 
Protection 

POI has the capacity to protect communications over external 
communication channels, meaning that POI security components use 
cryptography: 

 To protect all transaction data sent or received by the POI against 
modification; 

 To protect all transaction data sent or received by the POI against 
disclosure; 

 For the POI to be uniquely authenticated by the external entity it 
communicates with. 

POI management data is provided to the POI in an authentic way and is 
protected against unauthorised change. 

The transaction data is handled with authenticity and integrity in the POI. 

POI Payment 
Application 

The POI payment application 

 uses security related functionalities e.g. cryptographic mechanisms 
provided by the platform to the extent possible; 

 uses the random number generator provided by the platform; 

 provides a secure process flow. 

TABLE 17: FUNCTIONALITY DESCRIPTION 1023 

  1024 
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Conditions 

Core Requirements Modules 

Core Physical Security Requirements 

A1 x            For POI in purely chip based systems sensitive 
functions are protected by logical means only. 

A2 x x            

A3 x x        x    

A4 x x           For POI in purely chip based systems sensitive 
functions are protected by logical means only. 

A5 x    x         

A6  x        x   For POI in purely chip based systems the attack 
potential is reduced. "…, requires an attack potential 
of at least 26 for identification and initial exploitation 
with a minimum of 13 for exploitation." 

A7     x         

A8 x    x     x    

A9              

A10    x          

A11 x    x     x    

Core Logical Security Requirements 

B1 x x      x x x    

B2 x x        x    

B3 x x        x   B3a applies as described in 

PCI DTR v4  

B4 x x        x    

B4.1 x x        x    

B5 x         x    

B6 x         x    

B7 x x        x    

B8 x x        x    

B9  x      x x x    

B10 x         x   B10.a applies 

B11  x        x    

B12 x x        x    

B13  x        x    
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Conditions 

B14 x x        x    

B15 x         x    

B16     x     x   If keypad that can be used to enter non-PIN data. 

B17 x         x    

B18 x         x    

B19   x x  x    x    

B20 x x x x x x x x  x    

Additional Online Requirement 

C1  x        x    

Additional Offline Requirements 

D1   x           

D2   x           

D3   x           

D4   x       x    

POS Terminal Integration Requirements 

E1 x x x  x x x x x x   Always applicable 

E2.1 x      x   x    

E2.2 x      x   x    

E3.1       x   x    

E3.2   x   x x   x    

E3.3 x      x   x    

E3.4 x    x  x   x   If keypad that can be used to enter non-PIN data. 

E3.5 x      x   x    

E4.1 x  x   x    x    

E4.2 x  x   x    x    

E4.3       x   x    

Open Protocols Security Module 

All        x x x   All requirements applicable 

The following OP- requirements are applicable in case of protection of transaction data 

I2           x  Also for confidentiality of data received.  

I3           x  Also for authenticity of data received 
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Conditions 

I4           x  Not only server authentication, also POI 
authentication must be in scope of this requirement 

J4           x   

Secure Reading and Exchange of Data Module (optional) 

All   x x     x    All requirements applicable, if card data are 

defined as assets to be detected 

The following K-requirements are applicable for protection of transaction data 

K3         x x x  For protection against disclosure of any non-PIN 
secret key 

K3.1         x  x   

K5         x  x   

K6         x  x   

K7         x  x  For all data encryption 

K8         x  x  For all data encryption 

K9         x  x  For POI management data 

K10         x  x  To be evaluated at least based on documentation  

K11.1         x  x   

K13         x  x   

K17         x  x   

K20         x  x   

Device Security Requirements 

During Manufacturing 

L1 x x x x x x x x x x    

L2 x x x x x x x x x x    

L3 x x x x x x x x x x    

L4 x x x x x x x x x x    

L5 x x x x x x x x x x    

L6 x x x x x x x x x x    

L7 x x x x x x x x x x    

L8 x x x x x x x x x x    

Between Manufacturing and Initial Key Loading 

M1 x x x x x x x  x x    
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 1025 

TABLE 18: SUPPORTED FUNCTIONALITIES 1026 

3.7.2. Security Guidelines for Virtual POI (for e- & m- commerce) 1027 

Acceptors choosing to sell their goods and services online have a number of options to consider, 1028 
for example: 1029 

 Use a third-party solution, develop their own e- or m-commerce payment software, use a 1030 
third-party developed solution, or use a combination of both. 1031 

 Use a variety of technologies to implement e- or m-commerce functionality, including 1032 
hosted payment pages, inline frames (iFrames), application-programming interfaces (APIs), 1033 
or payment-processing applications. 1034 

 Choose to maintain different levels of control and responsibility for managing the 1035 
supporting information technology infrastructure. For example, an acceptor may choose to 1036 
outsource management of all systems and infrastructure to hosting providers and/or e-1037 
commerce payment processors, manage some components in house while outsourcing 1038 
other components to third parties, or manage all networks and servers in house. 1039 

M2 x x x x x x x  x x    
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Conditions 

M3 x x x x x x x  x x    

M4 x x x x x x x  x x    

M5 x x x x x x x  x x    

M6 x x x x x x x  x x    

M7 x x x x x x x  x x    

M8 x x x x x x x  x x    

Requirements for the POI payment application (optional) 

N1            x  

N1.1            x  

N1.2            x  

N1.3            x  

N2            x  

N3            x  

N4            x  

N5            x  
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No matter which option an acceptor may choose, key considerations need to be kept in mind 1040 
regarding the security of card data: 1041 

 Regardless of the extent of outsourcing to third parties, the acceptor must retain 1042 
responsibility for ensuring that payment card data is protected. Connections and 1043 
redirections between the acceptor and the third party can be compromised, and the 1044 
acceptor must monitor its systems to ensure that no unexpected changes have occurred 1045 
and that the integrity of the connection/redirection is maintained. 1046 

 Virtual POI Applications for E- and M-commerce which utilise the PAN as the authenticator 1047 

can be validated according to PA-DSS (see [PCI2]), and confirmed to be included on PCI SSC’s 1048 

list of “Validated Payment Applications”. For in-house developed Virtual POI Applications, 1049 

PA-DSS can be used as a best practice during development. 1050 

 Third-party relationships and the responsibilities of the acceptor and each third party can 1051 

be clearly documented in a contract or service-level agreement as defined in PCI DSS, to 1052 

ensure that each party understands its responsibilities and implements the appropriate 1053 

security requirements. 1054 

Further information on e- or m-commerce security may be found in the “PCI DSS E-commerce 1055 
Guidelines” (see [PCI3]). 1056 

PCI DSS describes a way that acceptors and PSPs can secure their systems. PCI DSS applies to all 1057 

acceptors of e- and m-commerce. The number of technical requirements that apply depend on the 1058 

way the acceptor configures the website to accept card payments. PCI DSS applies to all acceptor's 1059 

web servers, even if a web server does not itself store, process or transmit Card Data because the 1060 

acceptor’s web server determines how Card Data is processed and so can impact the security of 1061 

the transaction. 1062 

Three options may be considered by the Acceptor as described below. Different validation of the 1063 

security requirements for e- and m-commerce will apply depending on how the Acceptor handles 1064 

card data as the different options carry different risks:  1065 

 The entire payment page is received from and returned to a third party processor. 1066 

 The acceptors website does not store, process or transmit card data, but controls how the 1067 

card data is collected from the cardholder. 1068 

 The acceptor website stores, processes or transmits card data. 1069 

An overview of typical configurations for accepting card data is given below. A distinction is made 1070 

between the following: 1071 

 the redirection process; 1072 

 the iFrame 1073 
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 the direct post 1074 

 the JavaScript created form 1075 

 the API (sometimes called the merchant gateway). 1076 

For each of the configurations a stepwise description is provided below for the transmission of the 1077 

card data in the case of basic E- and M- Commerce. 1078 

  1079 
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3.7.2.1 The redirect process 1080 

The following figure illustrates the different steps involved in the configuration whereby the 1081 

cardholder's customer device is redirected to a TPP to request a payment page. This configuration 1082 

imposes the lowest risk for the acceptor. 1083 

 1084 

FIGURE 19: THE REDIRECT CONFIGURATION  1085 
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3.7.2.2 The IFRAME 1086 

The following figure illustrates the different steps involved in the configuration whereby the 1087 

cardholder's customer device is redirected to a TPP to request a payment page via a so-called 1088 

parent payment page obtained from the acceptor's website.  1089 

 1090 

FIGURE 20: THE IFRAME 1091 
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3.7.2.3 The direct post 1092 

The following figure illustrates the different steps involved in the configuration whereby the 1093 

cardholder's customer device is displaying the payment page. This configuration is also sometimes 1094 

referred to as "browser API" or "silent post". 1095 

 1096 

FIGURE 21: THE DIRECT POST 1097 

  1098 
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3.7.2.4 The JavaScript created form 1099 

The following figure illustrates the different steps involved in the configuration whereby the 1100 

cardholder is presented with a form created in JavaScript within the payment page. 1101 

 1102 

FIGURE 22: JAVASCRIPT CREATED FORM 1103 
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3.7.2.5 The API 1104 

The following figure illustrates the different steps involved in the configuration whereby a so-called 1105 

acceptor gateway is sending data from the acceptor to the TPP in a specific format (e.g., XML). 1106 

 1107 

FIGURE 23: THE API 1108 
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3.7.3. Physical POI (for MOTO) 1109 

When a physical POI is configured and used to process MOTO transactions, the relevant Security 1110 
Requirements specified in section 3.7.1 apply. 1111 

3.7.4. Virtual Terminal (for MOTO) 1112 

A virtual terminal is web-browser based access to an acquirer, processor or third party service 1113 
provider website, to facilitate the authorisation and the submission of a payment card transaction 1114 
to an Acquirer, whereby the acceptor manually enters Card data via a securely connected web 1115 
browser. In addition, if the Acceptor supports Touch Tone facilities using Dual-Tone-Multi-1116 
Frequency-encoded technology (DTMF), the cardholder may use their phone keypad to manually 1117 
enter the card data. The virtual terminal does not read data directly from a payment card. 1118 

Acceptors who process card data via a virtual terminal, do not store card data on any computer 1119 
system. The Acceptor connects to a virtual terminal over a secure network connection to access a 1120 
third party that hosts the virtual POI payment processing function (payment gateway). This third 1121 
party may be a processor, acquirer, or other third-party service provider who stores, processes, 1122 
and/or transmits Card Data to authorise and/or settle the Acceptors MOTO transactions. 1123 

Req S25: A Virtual Terminal shall meet all the relevant requirements of PCI DSS (see [PCI1]) to 1124 
ensure the protection of the Card Data throughout the transaction process. 1125 

Req S26: In addition, the installation of the virtual terminals shall be correctly undertaken meaning 1126 
that: 1127 

 All default settings including but not limited to Passwords and Simple Network 1128 
Management Protocols shall be changed, 1129 

 All network and firewall security settings shall be validated after installation, 1130 

 All services and protocols not directly needed to perform the device’s specified functions 1131 
shall be disabled and shall only be enabled, as required by the Card Service. 1132 

Req S27: The Acceptor shall only use the Virtual Terminal to process Card Data, consequently Card 1133 
data shall not be processed or stored anywhere else within the Acceptor environment. 1134 

3.8. Security Guidelines for Consumer Devices 1135 

The following security guidelines apply for consumer (electronic or mobile) devices. 1136 

CD Consumer Device 

 

CD1 Only authorised applications (including POI applications)/entities should be able to access 
and communicate to the MCP / (M)RP / Authentication Application or Credentials residing in 
a secure environment on the consumer device. This could be supported by intrusion 
detection mechanisms by Consumer device OS or dedicated security applications. 
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CD2 There should be generic enablers for a secure environment (e.g. for controlled access to 
sensitive peripherals, secure storage, flexible secure boot to verify the integrity of the 
consumer device firmware, run-time integrity checking, firewalls and anti-virus software (for 
further guidance, see for instance [OMTP1], [OMTP2] and [OMTP3]). 

CD3 There should be a mechanism to: 

 Prevent unauthorised capture of data 

 Prevent unauthorised use of the consumer device (e.g. a lock function).  

CD4 It is recommended that the issuer informs / provides antivirus products and regular updates 
to be downloaded and installed onto the consumer device. 

CD5 It is recommended that the issuer educates and informs the Cardholder on the risks 
associated with the use of Consumer Devices and how to protect themselves against the risks 
associated with e.g., 

 Rooting / jailbreaking a phone 

 App Downloading from untrusted sources. 

CD6 It is recommended that stronger rules are put in place on Application stores to ensure 
verification of Application codes and origin of the application before publication. 

CD7 It is recommended that application developers endorse best practices such as  

 Clearer messaging of permissions requested by given application 

 Reduce set of permissions to only the necessary ones. 

Figure 24: SECURITY GUIDELINES FOR A CONSUMER DEVICE 1137 

3.9. Security Requirements for Hardware Security Modules 1138 

Hardware Security Modules (HSMs) are widely used to manage and protect cryptographic keys and 1139 
to support secure processing in order to achieve the cryptographic protection required when data 1140 
is encrypted by remote payments. 1141 

3.9.1. Introduction 1142 

This chapter defines the security requirements that apply to Hardware Security Modules (HSMs) in 1143 
order to achieve the cryptographic protection required by the other chapters in Book 4. 1144 

HSMs are essential to provide security services in support of Card payment transactions. They 1145 
contribute to the protection of Card Data confidentiality, authenticity and integrity; for example 1146 
protection of real-time messages such as PIN translation between security zones for online PIN, to 1147 
cardholder and card data storage, and to terminal management - whether or not PINs are involved. 1148 

The following requirements must be adhered to for a stakeholder to call itself conformant with the 1149 
Volume. 1150 
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3.9.2. Hardware Security Modules 1151 

An HSM is a specialised hardware device designed to protect cryptographic keys and the use of 1152 
those keys in executing cryptographic functions. It may also accelerate crypto processes. 1153 

Hardware Security Modules have three different types of security requirements that must be met: 1154 
1. The device itself must meet certain requirements for its hardware and software. The 1155 

manufacturer or vendor must submit his product for certification against these 1156 
requirements, which also extend to the production, any initial manufacturer key loading 1157 
and transport of the specific product. 1158 

2. The usage of the HSMs in the card payment operational context. Here the focus is on how 1159 
the owner and user of the HSM has protected and configured it, including the generation 1160 
and loading and storage of operational keys 1161 

3. The interface between the two i.e. pre- and post-operational security, describing the secure 1162 
handover from factory state to operational state and the secure removal of a HSM from 1163 
service, ensuring e.g. that all operational keys are deleted. 1164 

3.9.3. Scope of Requirements 1165 

HSMs are widely used to protect cryptographic keys by all actors in the card payment 1166 
infrastructure, be they Card Schemes, Issuers, Acquirers, Card Producers, Processors, Vendors, 1167 
Banks, Acceptors and others. 1168 

These requirements are therefore relevant wherever a HSM is used for any function relevant to 1169 
the security of a Volume conformant solution. 1170 

These requirements apply anywhere where HSMs are used to provide hardware based 1171 
cryptographic functionality or services needed to achieve conformance with Book 4. 1172 

However, they do not apply to cards and POI devices (which themselves provide this), or directly 1173 
to card personalisation or Acquirer to Issuer links (which are assumed to be protected by the 1174 
individual Card Payment Schemes themselves). 1175 

3.9.4. Security Zones 1176 

A security zone describes the entities sharing encryption keys and is effectively all those parties 1177 
directly affected by the compromise of a key. 1178 

A security zone should be setup between two parties for one purpose. In the example of a Terminal 1179 
to Acquirer protocol with several zones, there is a security zone between the POI and Interim Host, 1180 
another between the Interim Host and Acquirer, etc. (This should not be read as meaning that an 1181 
interim host is required however if there is one then a security zone between POI and Acquirer 1182 
becomes two zones.) 1183 
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Examples of HSM Use
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 1184 

FIGURE 25: EXAMPLES OF HSM USE 1185 

3.9.5. HSM Product Certification 1186 

HSMs used in card payment solutions conformant to the Volume must be assured and evaluated 1187 
against one of the following options: 1188 

 FIPS PUB 140-2 Level 3 currently approved version; 1189 

 PCI HSM currently approved version (v2.0); 1190 

 Common Criteria EAL 4. 1191 

Certification and approval of a POI does not constitute an approval as a HSM, but a POI may also 1192 
have an additional certification and approval as a HSM. 1193 

Certification and approval to an equivalent standard may be considered provided that the standard 1194 
is conformant with the processes defined in Book 5. 1195 

3.9.6. Operational Security 1196 

The PCI PIN Security Requirement is a baseline standard for the secure operation of HSMs. 1197 

This covers the minimum operational security requirement that must be complied with by a HSM 1198 
installation for protecting PINs, but all Key Management requirements apply whether or not the 1199 
HSM is used for PIN processing. 1200 

For example, HSMs used to provide integrity of real time messaging must therefore be operated in 1201 
line with the PCI PIN requirements even for protocols that do not support online PIN. 1202 

3.9.7. Audits 1203 

In order to ensure ongoing HSM operational security and conformity, HSM audits must be 1204 
conducted. 1205 
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Those entities carrying out such audits must be suitably qualified to certify conformity with the 1206 
requirements of Secure HSM operations and Key management. 1207 

The audit should at least cover: 1208 

 the operational environment of the HSM; 1209 

 the key management environment including conduct of any key ceremonies; 1210 

 the configuration of the HSM; 1211 

 any changes relevant to pre- and post-operational security. 1212 

The result of an Audit should be communicated to the relevant approval bodies. 1213 

3.9.8. Key Management 1214 

Management of cryptographic keys must satisfy a formal key management policy and key lifecycle 1215 
requirements. In particular, the integrity and usage of keys must be assured and the usage of keys 1216 
must be as restrictive as possible. PCI PIN Security Requirements and the other standards 1217 
referenced therein for PIN protecting keys should be followed for all cryptographic keys. 1218 

3.9.9. Key Ceremonies 1219 

All management of keys in clear text i.e. import, export, storage and destruction of key components 1220 
must be carried out as a formal key ceremony. 1221 

Security sensitive changes to HSM configuration should also be performed as a formal key 1222 
ceremony. 1223 

3.9.10. Test Systems 1224 

HSMs used solely in test systems are exempt from the requirements of this document. 1225 

Cryptographic keys used in test systems must never be used in operational systems and, 1226 
conversely, operational keys must never be used in test systems, not even for error searching. 1227 

A HSM that has been used in a test system cannot be used as an operational HSM unless it is 1228 
reconfigured in accordance with PCI PIN or any reference which is used therein. Alternatively it can 1229 
be certified by its manufacturer as meeting the same requirements as a new or repaired HSM and 1230 
satisfies the requirements for pre-operational security before it is taken used in operational 1231 
systems, as described in this document. 1232 

An operational HSM may be used as a test HSM provided it has been decommissioned according 1233 
to the requirements of this document. 1234 

3.9.11. Security Configuration 1235 

The security configuration of operational HSMs must be “hardened” in the sense that: 1236 
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 all unused commands must be disabled; 1237 

 all unused PIN block formats must be disabled; 1238 

 all unnecessary security options must be disabled. 1239 

All operational HSMs (including back-up HSMs) used for the same purpose must have the same 1240 
security configuration, which must be fully documented, including reasons why commands, PIN 1241 
block formats and security options are enabled. 1242 

3.9.12. Changes to Security Configuration 1243 

Changes to the security configuration may only be carried out via a key ceremony, following a pre-1244 
defined and approved procedure. Commands or security options that need to be enabled for a 1245 
specific purpose (for example, as part of a key import ceremony) must be enabled only for the 1246 
minimum time necessary. 1247 

3.9.13. New Commands 1248 

The impact of any new command must be analysed to ensure that it does not introduce a weakness 1249 
into the HSM’s enabled command set, either by itself or in conjunction with other enabled 1250 
commands. 1251 

The organisation utilising the HSM must have a formal process to approve new commands. 1252 

3.9.14. Software Loading 1253 

Loading of HSM software or firmware is subject to the principles of dual control and split knowledge 1254 
and the authenticity of loaded software/firmware must be verified by cryptographic means. 1255 

The organisation utilising the HSM must have a formal process to approve and review new software 1256 
commands. 1257 

3.9.15.  Physical Access 1258 

Operational HSMs must be located in a physically secure environment and must be under dual 1259 
control. To prevent tampering all equipment used for cleartext input and output must be stored 1260 
securely when not in use and must also be managed under dual control. 1261 

Any equipment used to set the HSM into an authorised state where it is possible to alter the 1262 
configuration or load a cleartext key must also be stored securely when not in use and must be 1263 
managed under dual control. 1264 

A manual log of direct access to a HSM must be maintained, including date/time, names and 1265 
signatures of the personnel involved and the reason for access. 1266 
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3.9.16. Network Access 1267 

Where operational HSMs may be accessed remotely this must only be via the host-machine and/or 1268 
by special PED-like devices provided by the HSM manufacturer. 1269 

Any access should be authenticated by strong cryptographic processes. The cryptographic 1270 
authentication process must be performed in secure memory that prevents MiTM attacks. Two-1271 
factor authentication must be required. 1272 

The minimum number of people necessary shall be granted such access and all access must be 1273 
logged. 1274 

3.9.17. Pre-Operational Security 1275 

HSMs sent from the manufacturer must be sealed in tamper-evident packaging, which must be 1276 
checked upon receipt for signs of tampering. The packaging shall only be opened at the time the 1277 
HSM is to be installed. The opening and installation must be under dual control. Details of all HSMs 1278 
installed must be logged including HSM make/model, serial number, location and date of 1279 
installation. An affidavit attesting to the fact that the HSM was always under dual control until 1280 
installation was completed must be created and stored for later inspection. 1281 

3.9.18. Post-Operational Security 1282 

A HSM that is no longer required for operational use must be returned to the factory-default state, 1283 
via a formal key ceremony, before being removed from service. This procedure must be carried out 1284 
under dual control. Thereafter, the HSM may be returned to the manufacturer for repair or to the 1285 
manufacturer (or another approved party) for secure destruction. 1286 

In the event that a HSM cannot be returned to the factory-default state via command (i.e. via key 1287 
ceremony) then a separate procedure must be invoked to ensure that all cryptographic keys and 1288 
other sensitive data are deleted before repairs or destruction can take place. As above, this 1289 
procedure must be carried out under dual control. 1290 

Under no circumstances shall a HSM that contains live keys or other sensitive data be sent for repair 1291 
or destruction to a third party. 1292 

An affidavit attesting to the correct decommissioning of each HSM must be signed by all personnel 1293 
involved and stored for possible future inspection. 1294 
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3.10. Security Requirements for Communication Protocols 1295 

3.10.1. Security Requirements for POI to Acquirer Protocols 1296 

Authenticity and integrity of data in all card payment messages are required to protect the financial 1297 
system. The mechanism for this is to use cryptographic techniques29. These techniques can be 1298 
applied to specific data elements in a message or to the message in its entirety. These security 1299 
requirements apply in respect of both payment and POI management. The protocol specification 1300 
providers and POI management suppliers will define the appropriate security requirements for 1301 
their messages within their protocols, to provide authenticity and integrity in accordance with this 1302 
Book. Card schemes may choose to accept the security provided by a POI to acquirer protocol that 1303 
meets their specific risk requirements. 1304 

3.10.2. Security Requirements for Consumer Device to POI protocol 1305 

Req S28: The protocol shall establish a secure channel between the consumer device and the virtual 1306 
POI, to protect the transmitted data (authentication, integrity and confidentiality as 1307 
appropriate). The protected transmitted data may include EMV commands and responses, 1308 
in the event that a Card / (M)RP or Authentication Application is used. 1309 

Req S29: The initial protected exchange between the consumer device and the virtual POI shall 1310 
include an indication of the protocol version being used, as the usage of old insecure 1311 
versions30 of the protocol should not be permitted. 1312 

Req S30: The protocol shall support messages to enable the authentication of both the consumer 1313 
device and the virtual POI. 1314 

Req S31: The consumer device (e.g. through the browser) shall display an icon or similar graphical 1315 
information to enable the cardholder to recognise that a secure channel has been 1316 
established with the virtual POI. 1317 

Req S32: During the payment stage, the protocol shall convey information to the cardholder on the 1318 
status of the transaction. 1319 

  1320 

                                                      

29 EPC342-08 Guidelines on algorithms usage and key management v2.0 

30 Former versions of some protocols such SSL and TLSv1.0 define specific parameter values that may result in weaker 
implementations.  
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4. ANNEX 1: ADDITIONAL TRANSACTION RISK PARAMETERS FOR CONTACTLESS TRANSACTIONS 1321 

The sections below provide a description of possible Contactless Application risk parameters. It is 1322 
at the discretion of the issuer to make a choice on which parameters will be supported or to add 1323 
any other risk parameter that seems to be appropriate. 1324 

4.1. Consecutive No-CVM Limit and Counter 1325 

The Consecutive No-CVM Limit is a parameter indicating the number of consecutive transactions 1326 
which can be performed before a CVM (typically a mobile code) is requested to protect against 1327 
fraud. 1328 

The total number of No-CVM transactions is recorded in the Consecutive No-CVM Counter which is 1329 
managed by the Contactless Application. 1330 

When a transaction is performed and the resulting Consecutive No-CVM Counter is greater than 1331 
the Consecutive No-CVM Limit, then a CVM is required. 1332 

The Consecutive No-CVM Counter will be reset by the Contactless Application after the successful 1333 
PIN / Mobile Code verification.  1334 

The value of the No-CVM Limit is set in the Contactless Application and defined by the issuer 1335 
according to the scheme rules, taking into account: 1336 

 The risk of fraudulent transaction (e.g. in case of loss or theft of the physical card or mobile 1337 
device); 1338 

 The convenience from the consumer perspective. 1339 

4.2. Overview CVM-based risk management  1340 

The next figure provides an overview on the risk management related to the CVM as discussed 1341 
above. 1342 

 1343 

Transaction 

 

Consecutive No-CVM Counter ≤  

Consecutive No-CVM Limit 

Consecutive No-CVM Counter > 

Consecutive No-CVM Limit 

CVM Optional Mandatory 

FIGURE 26: CVM-BASED RISK MANAGEMENT 1344 

The Consecutive No-CVM Limit is the maximum number of consecutive transactions without CVM. 1345 

Note: Optional in the context of this figure means that the CVM may be used depending on the 1346 
outcome of other CVM related risk management. 1347 
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4.3. Cumulative Off-line Limit and Amount Accumulator 1348 

The Cumulative Off-line Limit is a parameter indicating the maximum total value of transactions 1349 
(amounts) which can be performed before an on-line authorisation request is required in order to 1350 
protect against fraud or overdraft. 1351 

The total amount of off-line transactions is recorded in the Cumulative Off-line Amount 1352 
Accumulator which is managed by the Contactless Application. 1353 

When an off-line transaction is performed and the resulting Cumulative Off-line Amount 1354 
Accumulator reaches the Cumulative Off-line Limit, then an authorisation request is required. 1355 

The Cumulative Off-line Amount Accumulator may be reset per definition by the issuer in one of 1356 
the following ways: 1357 

  For card-based contactless transactions: 1358 

 Via script processing performed via the POI using NFC. This might require an 1359 
additional Tap or inserting the card into the POI. 1360 

For mobile contactless transactions: 1361 

 Via script processing performed via the POI using NFC. This might require an additional 1362 
Tap or placing the mobile device on the NFC interface of the POI. 1363 

 Via script processing performed Over the Air (OTA); here two modes exist, the so-called 1364 
"push" (issuer host initiated) and "pull" (Contactless Application initiated) modes. This 1365 
reset may be optionally confirmed by using the mobile code entered by the consumer. 1366 

The value of the Cumulative Off-line Limit is set in the Contactless Application and defined by the 1367 
issuer according to the scheme rules, taking into account: 1368 

 The risk of fraudulent transaction (e.g. in case of loss or theft of the physical card or 1369 
mobile phone); 1370 

 The credit risk; 1371 

 The convenience from the consumer perspective.  1372 

Note that the issuer may decide to use two different values, namely an Upper and a Lower Limit 1373 
instead of the Cumulative Off-line Limit. In this case, if the total amount of off-line transactions is 1374 
between the two values, an on-line transaction will be requested if possible. When the Upper Limit 1375 
is reached, the transaction shall be processed on-line. If this is impossible because of an off-line 1376 
POI, the transaction will be declined. 1377 

4.4. Cumulative Off-line Limit and Counter 1378 

The Consecutive Off-line Limit is a parameter indicating the number of consecutive off-line 1379 
transactions which can be performed before an on-line authorisation request is required in order 1380 
to protect against fraud or overdraft. 1381 
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The total number of off-line transactions is recorded in the Consecutive Off-line Counter31 which is 1382 
managed by the Contactless Application. 1383 

When an off-line transaction is performed and the resulting Consecutive Off-line Counter reaches 1384 
the Consecutive Off-line Limit, then an authorisation request is required. 1385 

The Consecutive Off-line Counter may be reset per definition by the issuer in one of the following 1386 
ways: 1387 

For card-based contactless transactions: 1388 

 Via script processing performed via the POI using NFC. This might require an additional 1389 
Tap or inserting the card into the POI. 1390 

For mobile contactless transactions: 1391 

 Via script processing performed via the POI using NFC. This might require an additional 1392 
Tap or placing the mobile device on the NFC interface of the POI. 1393 

 Via script processing performed Over the Air (OTA); here two modes exist, the so-called 1394 
"push" (issuer host initiated) and "pull" (Contactless Application initiated) modes. This 1395 
reset may be optionally confirmed by using the mobile code entered by the consumer. 1396 

The value of the Consecutive Off-line Limit is set in the Contactless Application and defined by the 1397 
issuer according to the scheme rules, taking into account: 1398 

 The risk of fraudulent transaction (e.g. in case of loss or theft of the physical card or 1399 
mobile device); 1400 

 The credit risk; 1401 

 The convenience from the consumer perspective. 1402 

Note that the issuer may decide to use two different values, namely an upper and a lower limit 1403 
instead of the Consecutive Off-line Limit. In this case, if the total number of off-line transactions is 1404 
between the two values, an on-line transaction will be requested if possible. When the upper limit 1405 
is reached, the transaction shall be processed on-line. If this is impossible because of an off-line 1406 
POI, the transaction will be declined. 1407 

4.5. Overview risk management off-line/on-line transactions 1408 

The next figure provides an overview on the risk management related to on-line and off-line 1409 
transaction mode as discussed above. 1410 

 

Transaction 

Amount≤ 

Floor Limit 

Cumulative 

Off-line Amount ≤ 

Cumulative 
Off-line Limit 

Consecutive 
Off-line Counter 

≤ Consecutive 

Off-line Limit 

> Floor Limit or 

Cumulative Off-line 
Limit or Consecutive 

Off-line Limit 

                                                      

31 The consecutive off-line counter counts the number of transactions since the counter was explicitly reset by the 
Issuer. An on-line transaction does not necessarily result in the counter being reset. 
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Mode On-/Off-line On-/Off-line On-/Off-line On-line 

FIGURE 27: ON-LINE/ OFF-LINE RISK MANAGEMENT 1411 

Note: Floor Limit is the maximum value of the transaction amount for an off-line transaction. 1412 

Cumulative Off-line Limit is the maximum amount of cumulative off-line transactions. 1413 

Consecutive Off-line Limit is the maximum number of consecutive off-line transactions. 1414 

In case of a reset, both Cumulative Off-line Amount Accumulator and Consecutive Off-line Counter 1415 
will usually be reset together. 1416 

4.6. Additional risk parameters 1417 

Depending on the contactless product, additional risk parameters might need to be introduced, 1418 
such as for prepaid, which are not further specified in this section. 1419 
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5. ANNEX 2: ADDITIONAL TRANSACTION RISK PARAMETERS FOR E AND M COMMERCE 1420 

In addition to the risk parameters defined in section 2.3.2.7, additional risk parameters may be 1421 
used at the discretion of Issuers and Acquirers, examples of which are given below. However, their 1422 
usage is dependent on the type of (M) RP data as shown in Figure 3. 1423 

5.1. Transaction Amount Limit 1424 

A Transaction Amount Limit may be used to address such risks and additionally allows for control 1425 
of high value transactions. 1426 

The value of the Transaction Amount Limit is set in the (M)RP application and defined by the (M)RP 1427 
issuer. 1428 

5.2. Issuer CVM Limit 1429 

The risk profile is different for remote transactions, as an attacker could potentially exploit higher 1430 
CVM Limits at the acquiring side in cross-border markets. 1431 

To deal with this new risk in a remote environment, an Issuer CVM Limit parameter may be used 1432 
to manage the potential risk resulting from a higher value of the CVM Limit at the acquiring side. 1433 
The Issuer CVM Limit indicates the maximum value of a transaction which does not require a CVM. 1434 

Transactions for which the value is less than, or equal to, the Issuer CVM Limit are typically low risk 1435 
payments (e.g. low value) where convenience is important and the usage of a CVM would not be 1436 
appropriate. Transactions for which the value is greater than the Issuer CVM Limit require the usage 1437 
of a CVM. 1438 

The value of the Issuer CVM Limit is set by the issuer according to the card scheme as appropriate. 1439 

An overview on the CVM usage is given in the figure below. 1440 

Transaction Amount ≤ CVM Limit > CVM Limit 

CVM Optional Mandatory 

FIGURE 28: CVM USAGE 1441 

Note that "Optional" in the context of this table means that the CVM may be used depending on 1442 
the outcome of other CVM related risk management. 1443 

5.3. Consecutive No-CVM Limit and Counter 1444 

The Consecutive No-CVM Limit is a parameter indicating the number of consecutive transactions 1445 
which can be performed before a CVM (typically a personal / mobile code) is requested to protect 1446 
against fraud. 1447 
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The total number of No-CVM transactions is recorded in the Consecutive No-CVM Counter which is 1448 
managed by the (M)RP Application. 1449 

When a transaction is performed and the resulting Consecutive No-CVM Counter is greater than 1450 
the Consecutive No-CVM Limit, then a CVM is required. 1451 

The next figure provides an overview on the risk management related to the CVM. 1452 

Transaction 

 

Consecutive No-CVM Counter ≤ 

Consecutive No-CVM Limit 

Consecutive No-CVM Counter > 
Consecutive No-CVM Limit 

CVM Optional Mandatory 

FIGURE 29: CVM-BASED RISK MANAGEMENT 1453 

The Consecutive No-CVM Counter will be reset by the (M)RP Application after the successful 1454 
personal / mobile code verification. 1455 

The value of the Consecutive No-CVM Limit is set in the (M)RP application and defined by the (M)RP 1456 
issuer according to the scheme rules, taking into account: 1457 

 The risk of fraudulent transaction (e.g. in case of loss or theft of the consumer device); 1458 

 The convenience from the cardholder perspective. 1459 

5.4. Cumulative Off-line Limit and Amount Accumulator 1460 

The Cumulative Off-line Limit is a parameter indicating the maximum total value of transactions 1461 
(amounts) which can be performed before an on-line authorisation request is required in order to 1462 
protect against fraud or overdraft. 1463 

The total amount of off-line transactions is recorded in the Cumulative Off-line Amount 1464 
Accumulator which is managed by the (M)RP application. 1465 

When an off-line transaction is performed and the resulting Cumulative Off-line Amount 1466 
Accumulator reaches the Cumulative Off-line Limit, then an authorisation request is required. 1467 

The Cumulative Off-line Amount Accumulator may be reset per definition by the (M)RP issuer via 1468 
script processing performed during the transaction or after the transaction over the internet or 1469 
OTA (for mobile payments). In the latter case, two modes exist, the so-called "push" (MRP issuer 1470 
host initiated) and "pull" (MRP Application initiated) modes whereby the reset may be optionally 1471 
confirmed by the mobile code entered by the cardholder. 1472 

The value of the Cumulative Off-line Limit is set in the (M)RP Application and defined by the (M)RP 1473 
issuer according to the scheme rules, taking into account: 1474 

 The risk of fraudulent transaction (e.g. in case of loss or theft of the consumer device); 1475 

 The credit risk; 1476 

 The convenience from the cardholder perspective. 1477 
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5.5. Consecutive Off-line Limit and Counter 1478 

The Consecutive Off-line Limit is a parameter indicating the number of consecutive off-line 1479 
transactions which can be performed before an on-line authorisation request is required in order 1480 
to protect against fraud or overdraft. 1481 

The total number of off-line transactions is recorded in the Consecutive Off-line Counter32 which is 1482 
managed by the (M)RP application. 1483 

When an off-line transaction is performed and the resulting Consecutive Off-line Counter reaches 1484 
the Consecutive Off-line Limit, then an authorisation request is required. 1485 

The Consecutive Off-line Counter may be reset per definition by the (M)RP issuer via script 1486 
processing performed during the transaction or after the transaction over the internet or OTA (for 1487 
mobile payments). In the latter case, two modes exist, the so-called "push" (MRP issuer host 1488 
initiated) and "pull" (MRP Application initiated) modes whereby the reset may be optionally 1489 
confirmed by the mobile code entered by the cardholder; 1490 

The value of the Consecutive Off-line Limit is set in the (M)RP application and defined by the (M)RP 1491 
issuer according to the scheme rules, taking into account: 1492 

 The risk of fraudulent transaction (e.g. in case of loss or theft of the mobile phone); 1493 

 The credit risk; 1494 

 The convenience from the cardholder perspective. 1495 

The next figure provides an overview on the risk management related to on-line and off-line 1496 
transaction mode as discussed above. 1497 

 

Transaction 

Amount≤ 
Floor Limit 

Cumulative 
Off-line Amount ≤ 

Cumulative 
Off-line Limit 

Consecutive 
Off-line Counter 

≤ Consecutive 
Off-line Limit 

> Floor Limit or 
Cumulative Off-line 
Limit or Consecutive 

Off-line Limit 

Mode On-/Off-line On-/Off-line On-/Off-line On-line 

FIGURE 30: ON-LINE/ OFF-LINE RISK MANAGEMENT FOR E- AND M-COMMERCE 1498 

The Floor Limit is a parameter indicating the value of a transaction above which an on-line 1499 
authorisation by the (M)RP issuer is required (see 2.3.2.7.4). 1500 

5.6. Merchant Transaction Amount Limits 1501 

The Merchant Transaction Amount Limits are parameters indicating the minimum and maximum 1502 
amounts between which a transaction amount may be performed by an acceptor. 1503 

                                                      

32 The consecutive off-line counter counts the number of transactions since the counter was explicitly reset by the 
(M)RP issuer. An on-line transaction does not necessarily result in the counter being reset. 
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The values of Merchant Transaction Amount Limits are defined by the acquirer under the scheme 1504 
rules. They may depend on different factors such as the MCC (Merchant Category Code). 1505 
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