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1. GENERAL

1.1. Book 4 - Executive summary

It is crucial to adequately address security in card services in order to
. Enhance the cardholder’s trust in card payment schemes,

. Support the risk management of the different stakeholders (or actors) in the value chain in
their respective domains,

. Ensure compliance with applicable regulations and recommendations.

This book is focused on the security requirements for components of card payment systems
regardless whether the payment is performed in a local or remote environment. For other aspects
such as functionality, interoperability and certification, readers must consult the relevant books
within the Volume.

To minimise the need to create new requirements unnecessarily, Book 4 references existing
standards and requirements, where these adequately address a particular area. This marks a move
towards alignment with Global Standards and expansion of the security requirements definition
beyond that of the POI to include security requirements for other components involved in the card
payment chain. Consequently, this Book specifies security requirements for components involved
in the card payment chain such as:

- Contact and Contactless Cards irrespective of form factor

- Credential(s) Security

- CVM related security

- Data protection

- HSM (Hardware Security Module)

- Mail Order and Telephone Order [MOTO]

- Mobile Contactless Payment Application

- (Mobile) Remote Payment / Authentication Application Security
- POl security (Physical/Remote POI)

- Transaction security

In addition, it provides security guidelines for consumer devices.

The evolving regulatory developments in the field of security are addressed as described in
Book 1 and this book will be further updated as appropriate as part of the maintenance process
of the Volume.

SCS Volume v7.5 - Book 4 - Security Requirements 6
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123 1.2. Description of changes since the last version of Book 4

124  Following feedback received from previous consultations, this version includes:

125 - An overview and requirements for contactless payments (Sections 2 and 3).

126 - Arestructuring of the security requirements for POI (Section 3) to simplify the requirements
127 and make them more high level, in line with the other books of the Volume.

128 - Requirements for the POl Payment Application.

129 - Recognition of some new developments and technologies in the payments space.

130
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2. DESCRIPTION OF SECURITY FEATURES FOR CARD TRANSACTIONS

2.1. Introduction

This chapter provides a high level overview of different security aspects related to the transaction
flows involved in Card Services. This is achieved either by including the appropriate references or
by providing the description.

This Chapter differentiates between security aspects related to local transactions (see 2.2) and
remote transactions (see 2.3) because the risk profiles differ in these environments with respect
to who performs the card services, the technology used to process the card service, as well as
where and which technologies are used to provide the card data. A detailed description of the
different environments and technologies is provided in Book 2.

For e- & m- Commerce transactions it should be noted that the consumer device used for Card data
entry is not under the control of the issuer, acquirer or their agent(s), and therefore its integrity
may not be guaranteed. However, a consumer device may provide access to a secure environment
in order to facilitate e.g., card authentication, CVM to secure remote card transactions.

2.2. Local Transactions

For local transactions, a number of well-established security features are implemented in the
market and used by the stakeholders. In the context of this book, a distinction is made between
whether a physical card (contact or contactless) or a mobile contactless payment application
accessed via a mobile device is involved. The security features for both are specified in the relevant
sections of the EMV books (see [EMV]). For mobile contactless, the EPC Mobile Contactless
Interoperability Implementation guidelines [EPC MCP 1G] can also be consulted.

2.2.1. Local Transactions — Contact

Reference is made to [EMV Book 2].

2.2.2. Local Transactions — Contactless

This document provides a high level overview of the different transaction scenarios possible in
Contactless Payments. This includes on-line and off-line payments and the optional execution of a
Cardholder Verification Method (CVM) (off-line or on-line).

The mobile environment offers a number of additional features which can be exploited for mobile
contactless card payments with respect to Cardholder Verification Methods (CVMs) compared to
contactless card payments using physical cards. For mobile contactless, the EPC Mobile Contactless
Interoperability Implementation Guidelines [EPC MCP 1IG] may also be consulted for further
guidance.

SCS Volume v7.5 - Book 4 - Security Requirements 8
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2.2.2.1. Card Authentication

For contactless payments, the Contactless / Mobile Contactless Card Application is authenticated
by the POI (Offline Data Authentication) and/or by the Issuer (Online Mutual Authentication).

Different Data Authentication methods may be used for the authentication of the Contactless
Application as follows:

e A Combined Data Authentication (CDA) (see EMVCo, Book 2, section 6.6)
e A fast Dynamic Data Authentication (fDDA) (See [EMV C3])

2.2.2.2.  Cardholder Verification Methods

For Physical Contactless Cards, Schemes define the CVM methodologies. With mobile contactless
transactions, certain features of the consumer device such as the keyboard, biometric reader,
and/or display could be used in the CVM process.

Wherever a mobile device is involved, the CVM security requirements differ from the security
requirements for physical POls.

If an offline CVM method (involving a mobile code) is used with a mobile device, a secure
environment, such as the Secure Element, is required for the verification process.

The use of a CVM is mostly linked to the transaction risk management and is for contactless
payments at the discretion of the card payment application issuer or underlying Card Scheme.
Typically, only high value transactions require a CVM. The following CVM methods may be applied
for contactless transactions based on:

Physical Cards:
e Online PIN: PIN entry at POI, verified on-line by the issuer (see EMVCo, Book 2);
e Signature
e No CVM required.
e Offline Encrypted PIN
Mobile:

e CDCVM, for example Offline Mobile Code: mobile code entry on mobile device and
verified off-line by the MCP Application in a secure environment by the mobile device,
or for Biometrics.

e Online PIN: entry at POI, verified on-line by the issuer (see EMVCo, Book 2);
e Signature

e No CVM required.

2.2.2.3. Transaction Authorisations

As with other card transactions, a distinction is made between on-line and off-line authorisations:

SCS Volume v7.5 - Book 4 - Security Requirements 9
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e On-line transactions are authorised by the issuer through a request / response
authorisation message using the card network;

e Off-line transactions are authorised by a Card Application (hosted in the physical card or
mobile device) (see EMVCo, Book 2).

2.2.2.4. Transaction Risk Parameters

2.2.2.4.1. Introduction

As with contact card payments, in the contactless environment, a distinction between on-line and
off-line transactions needs to be considered from a risk management perspective. Therefore a
number of risk parameters are used. These parameters are set by the issuer or the acquirer in line
with Card Scheme requirements. These risk parameters may include counters and limits that will
be used to make the decision for a particular transaction.

The risk management is dependent on the transaction environment. The mobile environment for
instance offers a number of additional features which can be exploited for mobile contactless
payments compared to contactless payments using a physical card. As an example, the mobile
device offers the ability for CVM verification. In addition, Over the Air (OTA) is an additional channel
available to the issuer for managing the MCP application including the risk parameters which
reduces its dependency on the POI capabilities.

The purpose of this section is to describe the risk management parameters for contactless
payments for which requirements are specified in section 3. They are grouped into POI risk
parameters and Contactless Card Application risk parameters.

2.2.2.4.2. POI Risk Parameters

2.2.2.4.2.1. Acquirer CVM Limit

The (Acquirer) CVM Limit is a risk management parameter indicating the maximum value of a
transaction which does not require a CVM.

Transactions for which the value is less than, or equal to, the CVM Limit are considered low risk
payments (e.g., low value) where convenience and speed are important and the usage of a CVM
would not be appropriate. Transactions for which the value is greater than the CVM limit require
the usage of a CVM as described above.

The value of the CVM Limit is set in the POl application and defined by the scheme (at
country/region/global level). It must take into account the risk of fraudulent transactions (e.g. in
case of loss or theft of the card or mobile phone), while preferably using, within a scheme, the
same contactless CVM Limit, independent of the form factor. In addition, for consistent consumer
and acceptor experience, the contactless CVM Limit should ideally be the same for all schemes in
a certain geographical location.

An overview on the CVM usage is given in the table below.

SCS Volume v7.5 - Book 4 - Security Requirements 10
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Transaction Amount < CVM Limit > CVM Limit
CVM Optional Mandatory

TABLE 1: CVM USAGE

Note: Optional, in the context of this table, means that the CVM may be used depending
on the outcome of other CVM related risk management checks.

2.2.2.4.2.2. Floor Limit

The value of the Floor Limit is set in the POI application and defined by the acquirer under the
scheme rules (it may depend on different factors such as the merchant Category Code, etc., or the
payment product).

The Floor Limit is a parameter indicating the value of a transaction above which an on-line
authorisation must be sought.

e Transactions for which the value is less than or equal to the Floor Limit may be approved
off-line by the Contactless Application;

e Transactions for which the value is greater than the Floor Limit and which are not authorised
risk chargeback to the Acceptor by the issuer.

Note: Even if the transaction value is less than the Floor Limit, the POl might require an on-line
authorisation due to the random on-line transaction selection by the POI (one-in-N parameter) set
by the acquirer.

2.2.2.4.2.3. Transaction Limit

The Transaction Limit is a parameter indicating the maximum permitted value of a contactless
transaction. Transactions for which the value is less than or equal to the Transaction Limit may be
approved off-line by the Contactless Application or on-line by the Issuer.

2.2.2.4.3. Contactless Application Risk Parameters

Annex 1 provides a description of possible Contactless Application risk parameters. It is at the
discretion of the issuer to choose which parameters will need to be supported or to add any
additional risk parameters, as appropriate.

If a PIN or Mobile Code are used as CVM for the contactless transaction, related risk parameters
are specified below.

SCS Volume v7.5 - Book 4 - Security Requirements 11
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2.2.2.4.3.1. PIN/Mobile Code Try Limit and Counter

The PIN / Mobile Code Try Limit is a parameter indicating the maximum number of consecutive
incorrect PIN / mobile code trials allowed.

The number of PIN / Mobile Code trials is recorded and the PIN / Mobile Code Try Counter
represents the remaining number of trials allowed. The PIN / Mobile Code Try Counter is reset to
the PIN / Mobile Code Try Limit after successful PIN / Mobile Code verification by the Contactless
Application.

The value of the PIN / Mobile Code Try Limit is set in the Contactless Application and defined by
the issuer.

If the PIN / Mobile Code Try Counter is equal to zero, indicating no remaining PIN / Mobile Code
trials are left, all further contactless transactions requiring a CVM and optionally all contactless
transactions:

e Are declined by the contactless application until the PIN / Mobile Code Try Counter
is reset by the issuer;

or

e Are routinely sent on-line to the issuer indicating that the PIN / Mobile Code Try
Counter has reached zero, until the PIN / Mobile Code Try Counter is reset by the
issuer.

2.3. Remote Transactions

Remote transactions cover a wide variety of implementations, ranging from manual entry of
credentials to a dedicated application on a Consumer Device. Each utilises different security
features including Card Authentication (See section 2.3.2.1), CVM (2.3.2.2) and Risk Parameters
(2.3.2.7 and Annex), which may or may not be EMV based. Section 2.3.2.3 explains how these
functions relate to strong customer authentication as defined by EBA (see [EBA]).

The key characteristics of the different types of Remote Payments, including their security features
are covered in more detail below.

The Acquirer must provide the capabilities for the transaction and/or the cardholder to be
redirected to the issuer domain for further authentication to allow the issuer to confirm the
authenticity and validity of the Card Data presented.

2.3.1. MOTO

Mail Order and Telephone Order (MOTO) are remote transactions where the cardholder provides
credentials (PAN, expiration date and Card Security Code [CSC]), to pay for goods or services.

For Mail Order transactions the card data is provided in writing by the cardholder. The Acceptor
uses a Physical POl or a Virtual Terminal to manually enter Card Data and the address data, as
needed, for authorisation and clearing.

SCS Volume v7.5 - Book 4 - Security Requirements 12



292
293
294

295
296

297
298

299
300
301
302

303
304
305

306
307

308
309
310
311
312

313
314

315

316
317
318
319

320
321
322
323

324
325

37
“ European
Payments Council Volume v7 Book 4 Release 2 Version 50 / May 2016

For Telephone Order transactions, the card data is provided by the cardholder verbally over a
phone. The Acceptor uses a Physical POl or a Virtual Terminal to manually enter Card Data and the
address data, as needed, relayed by the cardholder by phone for the authorisation and clearing.

If the Acceptor supports Touch Tone facilities using Dual-Tone-Multi-Frequency-encoded
technology (DTMF), the cardholder may use their phone keypad to manually enter the card data.

For further information on MOTO see Book 2.
The validity checks for MOTO transactions can be performed offline or online.

e Offline checks involve checking the card and cardholder without online authorisation?.

e Online checks involve a transaction being sent to the issuer. This method verifies the
card, the cardholder and the account status. If the transaction is a Telephone order, the
check is done while the cardholder is on the call and still participating in the transaction.

A Static Authentication as described in section 2.3.2.1 is performed at a minimum which involves
the Issuer verifying the data presented. The most common security feature used is the Card
Security Code (CSC).

For MOTO transactions Advanced Risk Management verification such as address verification can
also be used to validate the address known to the Issuer.

If both Static Authentication and Address Verification Service [AVS] are performed, the
combination of AVS and the CSC provides the evidence that the person making the transaction
knows the billing address of the cardholder and can see the back of the card itself. The service
provides valuable extra information to help identify and reject transactions which may be
fraudulent, thereby reducing the Acceptor’s exposure to fraud.

Other authentication methods are available, such as prior successful orders, or Risk Based Analytics
which may also be used to authenticate the cardholder.

2.3.2. E- and m-commerce transactions

E-and m-commerce transactions are made up of a series of phases (such as contracting, shopping,
ordering, delivery, payment, tax declaration, possible refund ...) to be presented to the cardholder.
For the purposes of this document, card based payment is undertaken during the ordering process.
Direct Debit, or Payment upon Delivery are not considered.

The cardholder shall be presented with a sequence of appropriate forms which will need to be
completed manually or automatically via their consumer device, depending on the technology
being used. In this document the focus is on the payment phase of the e- and m-commerce
transaction and, more specifically, on how to guarantee the authenticity of the data exchanged.

When conducting e- or m-commerce transactions, the data security implications for the protection
of data including card data when stored or processed in an acceptor’s environment, and the

1 Off-line validation is only performed if the authorisation process is hot completed immediately. Otherwise the card
data would be validated at the same time as the payment was being authorised. Note that all MOTO transactions must
be authorised before being submitted to the Acquirer for settlement. [Book 2 Req T83].
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protection of data transmitted over open public networks is of paramount importance. It is
therefore the responsibility of the acceptor to adopt appropriate data security measures to protect
the data it stores, processes or transmits. Data transmitted over an open public network should
always be protected by appropriate cryptography and security protocols, (see section 3.3).

A successful payment transaction requires the execution of protocols at different interfaces, which
provide security services proportional to the assessed risks.

The selection of a particular payment instrument may depend, among others, on the amount of
the transaction, the transaction environment and the applicable legislation. When registering the
cardholder for remote card payment services. Acceptor websites shall also provide similar security
information. It is assumed that the cardholder initiates and conducts the transaction using a
consumer device such as an electronic device (e.g., PC) for use in e-commerce or a mobile device
(e.g., mobile phone) for m-commerce, as defined in Book 1.

For e- and m-commerce transactions, Acceptors must not place trust or reliance:
e inthe inherent security of the consumer devices used, or

e in the degree to which cardholders may or may not implement their own measures to
protect their environment as recommended by their issuer.

In conjunction with a Consumer Device, an Additional Authentication Device may be used by the
Issuer to authenticate the cardholder, which could be integrated or connected to the Consumer
Device.

As a general rule, the payment phase of an e- or m-commerce transaction shall:

e Be segregated from the ordering and negotiation phases for products and/or services.
However, the protocol between the consumer device and the Virtual POl may convey
transaction related data (order identifier, nature of the goods, contractual arrangements,
delivery details ...).

e Protect the entities involved in the transaction by using security services of authentication,
confidentiality, integrity and non-repudiation.

In this section, the different security mechanisms for e- and m-commerce transactions are
described. It is assumed that the cardholder initiates and conducts the transaction using a
consumer device, occasionally an additional authentication device may also be used (see section
2.3.2.1).

It should also be noted that a mobile device used by the cardholder offers a number of additional
features compared to other card payments involving a consumer device, but also a number of
additional risks. For example, Over the Air (OTA) is an additional channel available to the issuer to
manage the Mobile Payment Application including risk parameters.

Compared to a physical [EMV] card, which possesses characteristics that make them highly suitable
for protecting the assets required by payment transactions, the hardware and software in
consumer devices are quite complex and typically comprise a number of independent modules
developed by different providers.
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364  Arisk assessment on transactions involving a consumer device needs to take into consideration the
365 threats to the assets and vulnerabilities in these devices. This also makes the integration of
366 countermeasures more challenging.

367 There are many ways by which the acceptor will obtain card data from the cardholder and each
368 comes with specific security threats which need to be appropriately addressed by the parties
369 involved. Examples:

370 e Solutions where the acceptor outsources all the payment functionality to a hosted payment
371 service provider. With this approach, the acceptor never stores, processes or transmits any
372 card data. Total reliance is placed on the service provider hosting the payment page.

373 e Solutions where the acceptor starts the payment process by providing the cardholder with
374 a payment page. When the payment page has been populated by the cardholder, the
375 payment page is redirected/handed off to the acquirer, sometimes via the Third Party
376 Service Provider. While with this approach card data is not returned to the acceptor,
377 nonetheless, the web site providing the payment page to the cardholder could be a source
378 of vulnerability.

379 e Solutions where the acceptor’s payment page captures and processes card data before
380 submitting it to the acquirer. With this approach, the acceptor must follow more stringent
381 security requirements for protecting card data across their entire architecture.

382 It is beyond the scope of this Book to define each and every method and the related security
383 requirements. High level guidance for defining security requirements for e and m-commerce
384  transactions can be found in Chapter 3.7 of this book.

385 For e- and m-commerce transactions different authentication mechanisms may be used in
386 combination with a CVM. The figure below lists typical combinations (“X”) of authentication
387 methods with CVMs:

Card authentication

No Static Dynamic authentication
Cardholder verification authentication authentication
No CVM X X X2
CVM X x3
388 FIGURE 2: COMBINATION OF AUTHENTICATION METHODS / CVMS FOR E- AND M-COMMERCE

2 The usage of the consumer device as a personal device might allow this combination for certain scenarios (e.g., for
low value payments).

3 For dynamic authentication, the transaction data may be used to generate the challenge which, in combination with
a CVM, will create a strong customer authentication method, as defined by the EBA Final guidelines on the security of
Internet payments, see [EBA].
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2.3.2.1. Card Authentication Methods

In this book, “Card Authentication” refers to data authentication of the “payment instrument”
(SEPA card). The dedicated data stored on, or accessed through, the consumer device and used to
perform an authentication may range from pure (card) payment credentials to a dedicated
Authentication Application. The Authentication Application may be integrated in an (M)RP
Application as described in Book 2.

To support card authentication by the issuer during an e or m-commerce transaction there are two
common processes that are currently adopted, though other methodologies exist:

In the first process authentication credentials supplied by the cardholder (static
authentication), and captured during the payment process, can be carried in the body of
the transaction and authenticated by the card issuer during transaction authorisation.

In the second process, a redirection authentication request is made to the issuer, as the
first step of the Authorisation process. The Issuer then executes an authentication directly
with their cardholder using the authentication method specified by the Issuer in accordance
with the Card Schemes rules. The results of this authentication are then passed by the Issuer
to the Acceptor. This process may be utilised within 3 Domain Security.

Different card authentication methods are used for e- and m-commerce transactions:

A static authentication method using a “static authenticator” such as a static Card Security

Code (CSC) (e.g., CVV2, CVC2 or CID). The authentication is performed by the issuer

validating the static authenticator. The authenticator may be provided by the (M)RP /

Authentication Application or may be delivered by other means (e.g., manually entering

into the consumer device by the cardholder).

A dynamic authentication method where the “dynamic authenticator” may be

e A One Time Password (OTP) generated by the issuer or its agent and sent by a different
channel to the cardholder ( e.g., SMS, e-mail, different device);

e The result of a random challenge / response mechanism. This may be implemented in
different ways:

o An Additional Authentication Device may be involved. In this case, the cardholder
inserts his/her payment card into the additional device; the issuer provides the
cardholder with a "challenge" to be entered / transmitted (on) to the additional
device, followed by the cardholder's PIN entry (CVM). The authentication device
then generates a “response” which the cardholder is requested to enter at a given
time during this process on his/her consumer device. The response is subsequently
transmitted to the issuer via the authentication response for verification.

o If a dedicated Authentication Application (independent or integrated with the (M)
RP application) is accessible via the consumer device, a dynamic authentication
method (e.g., challenge/response method) is initiated by the issuer or its agent and
is handled automatically by the Authentication Application in a secure environment.
The cardholder is requested to enter his/her personal/mobile code (CVM) only once
during the transaction process.
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2.3.2.2.  Cardholder Verification Methods

The term “CVM” in an e- or m-commerce transaction refers to the method used by the issuer to
verify the cardholder. Certain features of the consumer device such as the keyboard and/or display
could be used in the CVM process.

Consumer devices such as mobile phones are less exposed to physical attacks, but are very
vulnerable to logical attacks. Regardless, the impact of an attack is limited by the number of
payment cards that will be processed by a cardholder on a personal device.

Wherever a consumer device is involved, the CVM security requirements differ from the security
requirements for physical POls.

If an offline CVM method (involving a personal or mobile code) is used with a consumer device, a
secure environment may be required for the verification process.

Note that if an offline PIN is used in the CVM process, it should only be entered via a secured device
(e.g., an additional authentication device) approved by the card scheme. The usage of a CVM is
related to the transaction risk management and is currently for e- and m-commerce transactions
at the contractual choice of the issuer in accordance to the card scheme license terms.

To perform an online cardholder verification during an e or m-commerce transaction, the
cardholder may be redirected to the issuer - this process is known as 3 Domain Security - as the
first step of the Authorisation process. The Issuer verifies the cardholder using the previously
registered personal or mobile code. The result of this verification is then passed by the Issuer to
the Acceptor.

The following CVM methods may be considered for e- and m-commerce:

e Personal / Mobile code verified off-line in a secure environment by the electronic / mobile
device ( e.g., by a dedicated (M)RP Application or Authentication Application);
e Personal / Mobile code verified on-line by the issuer. Here two different types on-line
verification methods may be distinguished:
o Checked by the issuer via the card network (standard authorisation message);
o Checked by the issuer via internet using a secure channel (outside the card
network);
e Offline PIN verification performed in combination with an authentication mechanism (e.g.,
using an additional authentication device).

Where multiple e- or m-commerce transactions are performed consecutively by the same
cardholder, it may be considered inconvenient to request a CVM for each of these transactions.
The CVM could be considered valid for the subsequent transactions based on issuer pre-set
parameters, but at acceptor’s risk.

2.3.2.3.  Strong Customer Authentication

The combination of a dynamic card authentication method (see section 2.3.2.1) with a CVM
provided by the cardholder (see section 2.3.2.2) will create a “strong customer (cardholder)
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authentication method” as defined by the EBA Final guidelines on the security of internet payments
(see [EBA]]).

2.3.2.4. Passive Authentication

Passive authentication is a complementary technique used by Issuers which does not require the
direct involvement of the Cardholder. It may be composed of Consumer Device authentication
and/or transaction specifics.
Consumer Device authentication may include:

e Verification of characteristics of the Consumer device being used,

e Verification of the location of the Consumer device, e.g., as per a geo-location facility on a

mobile device,

e Verification of the true IP of the Consumer device being used.
Transaction specifics may include amount, date, acceptor name, etc.
To perform a passive authentication during an e or m-commerce transaction, the cardholder needs
to be redirected to the issuer as the first step of the Authorisation process.

2.3.2.5. Additional authentication considerations

Additional considerations may be taken into account with respect to the authentication methods
used such as:

e The Cardholder is a repeat customer and was authenticated on previous occasions

e The Cardholder is using the same payment card

e The Cardholder is requesting delivery of the goods or services to the same address.

2.3.2.6. Transaction Authorisations

As with other card transactions, a distinction needs to be made between on-line and off-line
authorisations:

e On-line transactions are authorised by the issuer through a request / response
authorisation message using the card network;

e Off-line transactions are authorised by an (M)RP application (hosted in the consumer device
or on a secured server).

With respect to the CVM methods described above, the following combinations (“X”) may be
identified as represented in the figure below. Note (see C within the table) that for an off-line
transaction with an on-line CVM, the personal / mobile code is checked by the issuer via internet
or a mobile network outside the card network.
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No CVM On-line CVM Off-line CVM
On-line transaction X X X
Off-line transaction X C X

FIGURE 3: TRANSACTION TYPES AND CVMS FOR E- AND M-COMMERCE

2.3.2.7. Transaction risk parameters

2.3.2.7.1. Introduction

Issuers, Acquirers and Card Schemes shall perform an ongoing risk assessment to find the
appropriate risk parameters for their card payments. This Section specifies a number of risk
parameters for which requirements are defined in Section 3. Additional risk parameters may be
used at the discretion of Issuers and Acquirers, examples of which are given in the Annex.

Depending on the particular e- or m-commerce transaction, the (M)RP dedicated data may range
from pure Payment Credentials to an Authentication Application or a dedicated (M)RP Application.
The transaction risk parameters will vary according to the type of (M)RP related data.

The figure below lists the potential transaction risk parameters that may be used depending on the
type of (M)RP data (e.g., if only credentials are available, issuer risk parameters cannot be
supported). It is at the discretion of the (M)RP issuer which parameters will be supported or to add
other risk parameters as appropriate.

These risk parameters are illustrated in the table below, but not limited to what is described in the
following sub-sections.
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(M)RP data type

Risk parameters (M)RP Application Authentication Credentials

Application with
Credentials

Issuing side

Personal / Mobile Code

Try Limit and Counter X X
Transaction Amount X

Limit

Issuer CVM Limit X

Limit and Counter

Cumulative Off-line
Limit and Amount X
Accumulator

Consecutive Off-line

Limit and Counter X

Acquiring side
Acquirer CVM Limit X X X
Floor Limit X X X
Acceptor Transaction X X X

Amount Limits

FIGURE 4: LIST OF POSSIBLE E- AND M-COMMERCE TRANSACTION RISK PARAMETERS

Even if the transaction risk parameters on the issuing side are set by the (M)RP issuer, certain risk
parameters may be changed by the cardholder, provided that it is done within the risk parameters
values allowed by the issuer. As an example, a cardholder may decide to always present a CVM
regardless of the amount of the transaction.

Even if the transaction risk parameters on the acquiring side are set by the acquirer, certain risk
parameters may be changed by the acceptor, provided that it is done in a more strict way from a
risk management perspective®. As an example, an acceptor may decide to reduce the maximum

4|f a risk parameter is changed by the merchant in a less restrictive way, the merchant shall take the risk.
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value of a transaction which does not require a CVM, namely the Acquirer CVYM Limit parameter
(see 2.3.2.7.3).

2.3.2.7.2. Personal / Mobile Code Try Limit and Counter

The personal / mobile code may be used as a CVM (see section 2.3.2.2). The Personal / Mobile Code
Try Limitis a parameter indicating the maximum number of consecutive incorrect personal / mobile
code trials allowed.

The number of personal / mobile code trials is recorded and the Personal / Mobile Code Try Counter
represents the remaining number of trials allowed. The Personal / Mobile Code Try Counter is reset
to the Personal / Mobile Code Try Limit after successful personal / mobile code verification.

If the Personal / Mobile Code Try Counter is equal to zero, indicating no remaining personal / mobile
code trials are left, all further (M)RP transactions requiring a CVM and optionally all (M)RP
transactions:

e Are declined by the (M)RP application or the Authentication Application as appropriate
until the Personal / Mobile Code Try Counter is reset by the (M)RP issuer;

or

e Are routinely sent on-line to the (M)RP issuer indicating that the Personal / Mobile Code
Try Counter has reached zero, until the Personal / Mobile Code Try Counter is reset by the
(M)RP issuer.

The value of the Personal / Mobile Code Try Limit is set in the (M)RP Application, or in the
Authentication Application.

2.3.2.7.3. Acquirer CVM Limit

The Acquirer CVM Limit is a risk management parameter indicating the maximum value of a
transaction which does not require a CVM.

Transactions for which the value is less than, or equal to, the CVM Limit are typically low risk
payments (e.g., low value) where convenience is important and the usage of a CVM would not be
appropriate. Transactions for which the value is greater than the CVM limit require the usage of a
CVM.

The value of the CVM Limit is set by the acquirer according to the card scheme as appropriate.

The CVM usage is similar to the one explained in Figure 4 as specified in section 2.3.2.7.2.
2.3.2.7.4. Floor Limit

The Floor Limit is a parameter indicating the value of a transaction above which an on-line
authorisation is required.
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553 e Transactions for which the value is less than or equal to the Floor Limit may be performed
554 off-line. If an (M)RP Application is present, off-line transactions may be approved by the
555 (M)RP application;
556 e Transactions for which the value is greater than the Floor Limit which are not authorised
557 on-line are at risk of Chargeback.

558 The value of the Floor Limit is defined by the acquirer under the scheme rules. It may depend on
559 different factors such as the MCC (Merchant Category Code), the payment product, etc.

560  Further information on the other risk parameters listed in Figure 4 is provided in section 4.
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3. SECURITY REQUIREMENTS

3.1. Introduction

This chapter defines security requirements for:

e Card Transactions including Card Authentication, CVMs and Risk Parameters
e Cardholder Environments

e POls
e Mobile devices
e HSMs

e Communication protocols.

3.2. Security Requirements for Card Data

The Payment Card Industry Data Security Standard (PCl DSS) is the established baseline for
protecting card data for all acceptance environments.

However, the degree to which PCI-DSS applies to a particular environment is to be determined by
the different card schemes which will be supported in that payment context. Card schemes may
accept equivalent security processes.

This applies throughout Book 4 where PCI-DSS is referred to.

The position will be reviewed on an on-going basis to cater for the global adoption and use of EMV
approved chip cards, and also for the development of a robust authentication process for Card-Not
Present (CNP) transactions that will keep card data secure.

Within the specified Security Requirements detailed below and depending upon the solution and
proposed usage, not all requirements are applicable. This is defined in the Table 18.

In addition certain sections are currently optional to Vendors:

e Section K covers Secure Read and Exchange of Data (SRED) relating to the encryption of
cardholder data and message authentication within the POI device
e Section N covers Requirements for the POl Application.

3.3. Cryptography and Key Management

For encryption or key management, appropriate cryptographic algorithms and key lengths shall be
employed. Guidance is given in EMV and EPC342-08.
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3.4. Security Requirements for Card Transactions

3.4.1. Local transactions

3.4.1.1. Chip with Contact

For local contact transactions, the security requirements specified in EMV B2 apply.

3.4.1.2.  Chip and Mobile Contactless

For Contactless Transactions, the relevant Security Requirements defined by EMV shall apply.

Req S1:

Req S2:

Req S3:

Req S4:

Req S5:

For Card Authentication for contactless transactions, dynamic authentication as described
in section 2.3.2 shall be performed.

The risk parameters "Acquirer CVM limit", "Floor limit" and “Transaction Limit" shall be
supported by the Physical POI.

The acquiring systems and protocols used shall be able to support the authentication
methods and the CVM methods, as appropriate, described respectively in sections 2.3.2.3
and 2.3.2.4.

If a PIN/Mobile Code is used for CVM, then they shall be used in conjunction with a
PIN/Mobile Code Try Limit and with a PIN/Mobile Code Try Counter.

Mechanisms shall be made available by the Card and the Terminal to safeguard against
relay attacks.

3.4.2. e- and m-commerce

This section focuses on the security requirements of the following:

The virtual POL.

The communication protocols used between components.

The (M)RP related data, (M)RP Application including personalisation data, Authentication
Application and (M)RP credentials, that may be hosted on the consumer device (electronic
or mobile device);

The consumer devices and the secure environments used in conjunction with those devices,
typically an SE/TPM located in the device, a secure environment located on a secured server
and remotely accessed via the electronic device as the carrier of the (M)RP related data,
with the potential presence of an additional TEE;

For e- and m-commerce, authentication may take place at any phase of the transaction. However,
it is assumed that authentication will take place during the payment phase. Depending on the
nature of the authentication mechanisms, Book 4 describes two categories of E and M Commerce
by differentiating basic and secured e- and m-commerce transactions. Refer to Book 2 for further
information.
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A particular security protocol is not enforced during the payment phase of the e- or m-commerce
transaction. As a consequence, this chapter assumes that different trade-offs may be applied in
terms of simplicity, performance and security. Implementations conformant with this Book may
therefore feature different levels of security.

For e-and m-commerce transactions, the following security requirements apply:

Req S6: The usage of basic or secured e- or m-commerce transactions is at the discretion of the
Issuer provided that the Issuer complies to the EBA security guidelines