
U N D E R S T A N D I N G   T H E
 F I N A L  R E G U L A T O R Y

T E C H N I C A L   S T A N D A R D S
 

for  strong customer authenticat ion
and common and secure open

standards of  communicat ion
 under PSD2
 

T h e  R e g u l a t o r y
Te c h n i c a l  S t a n d a r d s

( RT S * )  f o r  s t r o n g
c u s t o m e r

a u t h e n t i c a t i o n
( S C A )  a n d  c o m m o n

a n d  s e c u r e  o p e n
s t a n d a r d s  o f

c o m m u n i c a t i o n
( C S C )  a r e  a  k e y  t e x t

f o r  t h e
i m p l e m e n t a t i o n  o f

t h e  r e v i s e d  P a y m e n t
S e r v i c e s  D i r e c t i v e

( P S D 2 ) .  
 

1
 

The ro le  of  the  RTS is  to  def ine  spec i f ic
secur i ty  measures  that  were  on ly  addressed
through genera l  p r inc ip les  in  PSD2 ,  and  to
ensure  ef fect ive  and  secure  communicat ion
between the  re levant  actors .  They  are
therefore  more  concrete  than  PSD2.  

  
They  are  d i rect ly  app l icab le  in  the  Member
States  of  the  EU and do  not  have  to  be
t ransposed in  nat iona l  law.
 
 

for  payment
service
providers to
comply with
PSD2.

 

P S D 2  a i m s  to  m a ke  p ay m e n t s  s a fe r,  i n c re a s e  c o n s u m e r s ’  p ro t e c t i o n ,
f o s t e r  i n n ova t i o n  a n d  c o m p e t i t i o n  w h i l e  e n s u r i n g  a  l eve l  p l ay i n g  f i e l d  f o r

a l l  a c to r s ,  i n c l u d i n g  n e w  o n e s  w h i c h  w e re  n o t  re g u l a t e d  by  t h e  f i r s t
ve r s i o n  o f  t h e  Pay m e n t  S e r v i c e s  D i re c t i ve .

 

The RTS are
implementation
requirements
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The pr inciple
of SCA is to

ensure
customer

protect ion via
an increased

level  of
securi ty  of
electronic
payments.

  

Strong
customer

authentication
 
 

When a  customer  -
ind iv idua l  o r

corporate  -  accesses
the i r  payment

account  on l ine  ( inc l .
an  aggregated  v iew

of  the i r  payment
accounts) .

 

When making  an
e lect ron ic  payment .

 

When car r y ing  out
any  act ion  through
a remote  channe l

which  may  imply  a
r isk  of  payment
f raud  or  o ther

abuses.
 

When does SCA have to be applied?
 

How is SCA applied?
 

T h e  c u s to m e r 's  i d e n t i t y  h a s  to  b e  ve r i f i e d ,  u s i n g  a t  l e a s t
t w o  o f  t h e  f o l l o w i n g  i t e m s :

  

Knowledge
 

Possession
 

Inherence
 

Someth ing  on ly  the
user  knows (P IN ,

password…) .
 

Someth ing  on ly  the
user  possesses  (a

card ,  a  mobi le
phone…) .

 

Someth ing  the  user
is  (b iometr ic

ident i f icat ion  l i ke
f ingerpr in t ,  i r is  o r

vo ice  recogni t ion…) .
 

A  un ique  authent icat ion  code  which
dynamica l ly  l inks  the  t ransact ion  to  a
spec i f ic  amount  and  a  spec i f ic  payee
( for  remote  in ternet  and  mobi le
payments) .  

 

Extra
element for
all  remote

transactions
 

What are the possible exemptions to SCA
application? 

 
T h e  RTS  l i s t  a  n u m b e r  o f  p o s s i b l e  e xe m p t i o n s ,  to  ke e p
e l e c t ro n i c  p ay m e n t s  a s  c o n ve n i e n t  a n d  s e a m l e s s  a s
p o s s i b l e :

  

For  remote  payments
(on l ine  and  mobi le )
of  low va lue  (up  to

€30) .
 

For  contact less  card
payments  up  to  €50.

 

At  unat tended
payment  te rmina ls
for  t ranspor t  fa res
and park ing  fees .

 

EXCEPT:
 

When a  cumulat ive
va lue  of  €100 is
reached.

 Or  when 5  payments
of  up  to  €30  have
been made.

 

EXCEPT:
 

When a  cumulat ive
va lue  of  €150 is
reached.

 Or  when 5
contact less
payments  of  up  to
€50 have  been
made.

 

For  on l ine
t ransact ions  (c red i t  

t ransfers ,  card -
based)  towards  a

t rusted  benef ic ia r y
( i .e .  a l ready

ident i f ied  by  the
payer ) .

 

For  corporate  payments
i f  ded icated  payment

processes  and  protoco ls
are  used  (and  i f  the
nat iona l  competent

author i ty  is  sat is f ied
wi th  the i r  leve l  of

secur i ty ) .
 

When the  on l ine
payment  account  is

consu l ted ,  SCA is
needed on ly  the

f i rs t  t ime and ever y
90  days .

 

Who is responsible for SCA application? 
 

PSD2 foresees  that  the  payer  can  c la im
fu l l  re imbursement  f rom the i r  PSP in
case  of  an  unauthor ised  payment  i f  there
was no  SCA measure  in  p lace  and  i f  the
payer  d id  not  act  f raudu lent ly.

 

The payment
service

providers
(PSPs)

 

When the  f raud  ra tes  obser ved  by  the  payment
ser v ice  prov ider  a re  lower  than  the  pre -set
reference  f raud  ra tes  (as  descr ibed  in  an  Annex
to  the  RTS) .
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Common 
 and secure

communication
 

To br ing  more  compet i t ion  and  innovat ion  in
the  payment  area ,  PSD2 prov ides  for  two main
new types  of  payment  ser v ices :

 

is  the second
major pr inciple
described in
the RTS.

 

Payment  in i t ia t ion  ser v ices
 Account  in format ion  ser v ices  

 

The different players in the new PSD2 world
 

TPP |Thi rd  par ty  payment  ser v ice  prov ider  (a  payment
inst i tu t ion  which  does  not  ho ld  payment  accounts  for  i ts  
customers  and  prov ides  payment  in i t ia t ion  and/or  account
informat ion  ser v ices) .   
I t  can  act  as :  
 
           -  AISP   |  Account  informat ion  ser v ice  prov ider  (aggregat ion
of  on l ine  in format ion  for  mul t ip le  payment  accounts  in  order  to
of fer  a  g loba l  v iew of  the  customer 's  da i l y  f inances ,  in  a  s ing le
p lace ,  to  he lp  them bet ter  manage the i r  money)  
           -   PISP |  Payment  in i t ia t ion  ser v ice  prov ider  ( fac i l i ta t ion  of
on l ine  bank ing  to  make  a  payment)  
 
 ASPSP |Account  ser v ic ing  payment  ser v ice  prov ider   (p rov is ion

and maintenance  of  the  customer 's  payment  account) .  Cred i t
inst i tu t ions  ( to  put  i t  s imply,  banks) ,  payment  inst i tu t ions  and
e lect ron ic  money  inst i tu t ions  can  be  ASPSP,  but  a lso  AISP and
PISP.              
 
 

Customers  have  to  g ive   the i r  exp l ic i t
 consent   to   the  A ISP or  P ISP to  share

the i r  payment  account  data  or  to
in i t ia te  a  payment  t ransact ion .

 

The RTS regulate how the access to the customer's
account is shared between the ASPSP and the AISP or
PISP 

 

Consent
 

Secure
communication

channel
 

The ASPSP has  to  prov ide  the  A ISP
or  P ISP a  secure  communicat ion
channe l  to  prov ide  access  to  the
payment  account  and  therefore
making  i t  poss ib le  for  them to
propose  the i r  ser v ices .  

 

Two possible secure communication channels
(provided by the ASPSP to the AISP or PISP) 
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Via a dedicated
communication
interface

 

This  is  concrete ly  t rans lated  in to
the  creat ion  of  an  Appl icat ion
Programming In ter face  (API ) ,  a
sor t  of  messenger  enab l ing
informat ion  exchanges ,  tak ing  a
request  f rom the  TPP,  and
return ing  an  answer.

 

The  API  shou ld :
 

The  ASPSP has  to
prov ide  a   ‘ fa l l -back

mechanism’ ,  i .e .
measures  that

should  be  taken  to
restore  access  to

the  customer
payment  account

 i f  the  API  happens
to  not  be  ava i lab le .

 

!
 

Offer  a t  a l l  t imes  the
same leve l  of  
ava i lab i l i t y  and
per formance as  the
customer ’s  
on l ine  in ter face .  
 
 Enab le  the  TPP to  

proper ly  p rov ide
payment  in i t ia t ion  or
account  in format ion
ser v ices ,  w i thout  any
obstac le .

 

EXCEPT:
 

I f  the  API  meets  the
qual i ty  c r i te r ia
def ined  in  the  RTS
and 
 
i f  the  API  has  been
successfu l l y  tested
by  the  market  
 
 and  approved by  the

nat iona l  competent
author i ty  (which
i tse l f  shou ld  have
consu l ted  the
European Bank ing
Author i ty  (EBA) ,  to
ensure  a
cons is tency  of  
qua l i ty  c r i te r ia  for
APIs) .

 

2
 

Via the
adaptation of
the customer 
online banking
interface

 

The TPP accesses  the  customer 's
payment  account  by  us ing  the i r
in ter face  and  the i r  persona l ised
secur i ty  c redent ia ls ,  w i th  however
a  secure  authent icat ion  of  the  TPP.
I t  can  be  descr ibed  as  a  more
secure  and  sophis t icated  vers ion
of  ‘screen  scrap ing ’ .

  
 

The  ASPSP knows
when the  access  to

the  account  is
in i t ia ted  by  the  
customer  or  the

TPP.
 

The  customer  formal ly
agrees  on  the  access ,

use ,  and  process ing  of
the i r  payment  account

informat ion .
 

The  requ i rements  of
the  Genera l  Data

Protect ion
Regulat ion  (which

appl ies  in  May
2018)

st rengthens   the
consumer 's
protect ion .

 

Specific
TPP

authenti
cation

 

Formal
agreement

 
GDPR
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Calendar
 

T h e  c re a t i o n  o f  t h e
RTS  i s  t h e  re s u l t  o f  a

p ro c e s s  i n vo l v i n g
Eu ro p e a n  U n i o n

i n s t i t u t i o n s  a n d  m a n y
p ay m e n t  s t a ke h o l d e r s .

 

B e t w e e n  D e c e m b e r  2 0 1 5
a n d  N ove m b e r  2 0 1 7

 
T h e  E B A  d ra f t s  t h e  RTS ,
s u b j e c t  to  s eve ra l  ro u n d s
o f  rev i e w s  w i t h  t h e
Eu ro p e a n  C o m m i s s i o n .  A
f i n a l  ve r s i o n  o f  t h e  RTS  i s
a d o p t e d  by  t h e  C o m m i s s i o n
i n  N ove m b e r  2 0 1 7 .  

 

1 3  J a n u a r y  2 0 1 8
 

P S D 2  e n t e r s  i n to  e f fe c t ,
w i t h  t h e  m a i n  e xc e p t i o n  o f
t h e  s e c u r i t y  m e a s u re s
d e s c r i b e d  i n  t h e  RTS .

 

B y  2 7  Fe b r u a r y  2 0 1 8
 

T h e   Eu ro p e a n  Pa r l i a m e n t
a n d  t h e  Eu ro p e a n  C o u n c i l
a p p rove  ( o r  re j e c t )  t h e  f i n a l
RTS .

 

I n  S e p t e m b e r  2 0 1 9
 

1 8  m o n t h s  a f t e r  t h e i r
p u b l i c a t i o n  i n  t h e  O f f i c i a l
J o u r n a l  o f  t h e  E U ,  t h e  RTS
a p p l y.  

 

*   N o t e   t h a t  t h e r e  a r e  o t h e r  c o m p l e m e n t a r y  r e g u l a t o r y  t e x t s  w h i c h  f u r t h e r  e x p l a i n  t h e   P S D 2 ’s
p r i n c i p l e s .  T h e  E u r o p e a n  B a n k i n g  A u t h o r i t y  i s  a l s o  r e s p o n s i b l e  f o r   d e l i v e r i n g  f i v e  o t h e r
t e c h n i c a l  s t a n d a r d s ,  f i v e  s e t s  o f  g u i d e l i n e s ,  a n d  a   r e g i s t e r .  F o r  t h e  s a k e  o f  s i m p l i f i c a t i o n ,
w h e n  w e  m e n t i o n  i n  t h i s  i n f o g r a p h i c   ‘ t h e  R T S ’ ,  w e  r e f e r  t o  t h e  R T S  o n  S C A  a n d  C S C  ( v e r s i o n
a p p r o v e d  b y  t h e  E u r o p e a n  C o m m i s s i o n  o n  2 7  N o v e m b e r  2 0 1 7 ) ,  t h o u g h  t h e r e  a r e  o t h e r  R T S .
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Transition
period

 
What  is  l ike ly  to
happen between 

 the  PSD2
implementat ion as
from January  2018
and the l ike ly  RTS
appl icat ion
in  September
2019?

 

No RTS
application

 

Passporting
 

Exemption
requests

 

The s t rong
customer  

authent icat ion  and
secure  and  common

communicat ion
ru les  do  not  app ly.  

 TPPs cannot  be
forced  to  use  an

API  to  get  access  to
the  customers ’  

payment  accounts .
 

I f  a  TPP is
author ised  in  i ts

home count r y  under
PSD2 i t  shou ld  be

ab le  to  propose  i ts
ser v ices  ( through

‘passpor t ing ’ )  even
in  count r ies  not

hav ing  yet
t ransposed PSD2.

 

ASPSPs can  a l ready  
make the i r

exempt ion  requests
( to  implement  SCA)

to  the i r  nat iona l
competent

author i ty,  wh ich  wi l l  
have  to  consu l t  w i th

the  EBA.
 

EBA inv i tes  a l l  s takeholders  to  ask
quest ions  about  potent ia l  remain ing
grey  areas  of  the  RTS ,  and  wi l l
pub l ish  answers  to  c la r i fy  some
points .

 

EBA to
provide

clarifications
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